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Abstract

This paper aims to address the problem of modelling vide@yiehr captured in surveillance
videos for the applications of online normal behaviour grgtion and anomaly detection. A novel
framework is developed for automatic behaviour profilingl amline anomaly sampling/detection
without any manual labelling of the training dataset. Thanfework consists of the following
key components: (1) A compact and effective behaviour sspration method is developed based
on discrete scene event detection. The similarity betwedraviour patterns are measured based
on modelling each pattern using a Dynamic Bayesian NetwBfBN). (2) Natural grouping of
behaviour patterns is discovered through a novel specinatering algorithm with unsupervised
model selection and feature selection on the eigenvectoes rmrmalised affinity matrix. (3) A
composite generative behaviour model is constructed widcbapable of generalising from a
small training set to accommodate variations in unseen abb@haviour patterns. (4) A run-time
accumulative anomaly measure is introduced to detect ataldsehaviour while normal behaviour
patterns are recognised when sufficient visual evidencebbasme available based on an online
Likelihood Ratio Test (LRT) method. This ensures robust mlidble anomaly detection and normal
behaviour recognition at the shortest possible time. Tfeztfeness and robustness of our approach
is demonstrated through experiments using noisy and splatsesets collected from both indoor
and outdoor surveillance scenarios. In particular, it isvahthat a behaviour model trained using
an unlabelled dataset is superior to those trained usingdhee but labelled dataset in detecting
anomaly from an unseen video. The experiments also sudgasbur online LRT based behaviour
recognition approach is advantageous over the commonly Ms&imum LikelihoodML) method
in differentiating ambiguities among different behavialssses observed online.
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I. INTRODUCTION

There is an increasing demand for automatic methods foysingl the vast quantities of
surveillance video data generated continuously by CCTV syst©ne of the key objectives
of deploying an automated visual surveillance system igtea abnormal behaviour patterns
and recognise the normal ones. To achieve this objectiveiqugy observed behaviour
patterns need to be analysed and profiled, upon which aioriten what is normal/abnormal
is drawn and applied to newly captured patterns for anomatgddion. Due to the large
amount of surveillance video data to be analysed and thdinalnature of many surveillance
applications, it is very desirable to have an automatedesysthich runs in real-time and
requires little human intervention. In the paper, we aim évedop such a system which is
based on fully unsupervised behaviour profiling and robméihe anomaly detection.

Let us first define the problem of automatic behaviour prdfilfior anomaly detection.
Given 24/7 continuously recorded video or online CCTV inpbe goal of automatic be-
haviour profiling is to learn a model that is capable of detectinseen abnormal behaviour
patterns whilst recognising novel instances of expectadnabbehaviour patterns. In this
context, we define an anomaly as an atypical behaviour pattett is not represented by
sufficient samples in a training dataset but critically tisfees the specificity constraint to an
abnormal pattern. This is because one of the main challeiogéise model is to differentiate
anomaly from outliers caused by noisy visual features useté¢haviour representation. The
effectiveness of a behaviour profiling algorithm shall beasweed by (1) how well anomalies
can be detected (i.e. measuring specificity to expecteempatiof behaviour) and (2) how
accurately and robustly different classes of normal behaypatterns can be recognised (i.e.
maximising between-class discrimination).

To solve the problem, we develop a novel framework for fullysupervised behaviour
profiling and online anomaly detection. Our framework has filllowing key components:

1) A scene event based behaviour representation. Due tpaice-gime nature of behaviour
patterns and their variable durations, we need to developrapact and effective
behaviour representation scheme and to deal with timeingrpVe adopt a discrete
scene event based image feature extraction approach [B.iF llifferent from most
previous approaches such as [24], [16], [14], [3] where ien&gptures are extracted
based on object tracking. A discrete event based behavepnesentation aims to
avoid the difficulties associated with tracking under osma in noisy scenes [8].
Each behaviour pattern is modelled using a Dynamic Bayesietwdik (DBN) [7]
which provides a suitable means for time-warping and maaguhe affinity between



2)

3)

4)

behaviour patterns.

Behaviour profiling based on discovering natural grougph@ehaviour patterns using
the relevant eigenvectors of a normalised behaviour affimatrix. A number of
affinity matrix based clustering techniques have been megpaecently [25], [23],
[30]. However, these approaches require known number sfais. Given an unlabelled
dataset, the number of behaviour classes are unknown inas&. do automatically
determine the number of clusters, we propose to first perfonsupervised feature
selection to eliminate those eigenvectors that are iragl#gmMninformative in behaviour
pattern grouping. To this end, a novel feature selectioardhgn is derived which makes
use of thea priori knowledge on the relevance of each eigenvector. Our ungisper
feature selection algorithm differs from the existing teiues such as [12], [6] in that
it is simpler, more robust, and thus able to work more eféetyi even with sparse and
noisy data.

A composite generative behaviour model using a mixtur®BNs. The advantages
of the such a generative behaviour model are two fold: (apft accommodate well
the variations in the unseen normal behaviour patterns imotarms of duration and
temporal ordering by generalising from a training set ofited number of samples.
This is important because in reality the same normal bebhawan be executed in
many different normal ways. These variations cannot pbsbsi captured in a limited
training dataset and need to be dealt with by a learned batwvamodel. (b) Such a
model is robust to errors in behaviour representation. Atuné<of DBNs can cope with
errors occurred at individual frames and is also able tandjatsh an error corrupted
normal behaviour pattern from an abnormal one.

Online anomaly detection using a run-time accumulativenaaly measure and normal
behaviour recognition using an online Likelihood Ratio THSRT) method. A run-
time accumulative measure is introduced to determine hawalabnormal an unseen
behaviour pattern is on-the-fly. The behaviour pattern éntrecognised as one of the
normal behaviour classes if detected as being normal. Ndoetzaviour recognition
is carried out using an online LRT method which holds the gleni on recognition
until sufficient visual features have become available sTikiin order to overcome
any ambiguity among different behaviour classes observditieo due to insufficient
visual evidence at a given time instance. By doing so, robelsaiour recognition and
anomaly detection are ensured at the shortest possibleasmpposed to previous work
such as [2], [8], [16] which requires completed behavioutgras being observed. Our
online LRT based behaviour recognition approach is als@m@atdgeous over previous



ones based on th®laximum Likelihood(ML) method [31], [8], [16]. A ML based

approach makes a forced decision on behaviour recognitiosaeh time instance
without considering the reliability and sufficiency of thecamulated visual evidence.
Consequently, it can be error prone.

Note that our framework is fully unsupervised in that mandata labelling is avoided
in both feature extraction for behaviour representatiot discovery of natural grouping of
behaviour patterns. There are a number of motivations foiopaing behaviour profiling
using unlabelled data: first, manual labelling of behavipatterns is laborious and often
rendered impractical given the vast amount of surveillarideo data to be processed. More
critically though, manual labelling of behaviour pattecasild be inconsistent and error prone.
This is because a human tends to interpret behaviour basadbdori cognitive knowledge
of what should be present in a scene rather than solely basedhat is visually detectable
in the scene. This introduces bias due to differences inrexpee and mental states.

It is worth pointing out that the proposed framework is by neams a general one which
can be applied to any type of scenarios. In particular, topgsed approach, as demonstrated
by the experiments presented in Section VI, is able to cogé @wimoderately crowded
scenario thanks to the discrete event based behavioursesgegion. However, an extremely
busy and unstructured scenario, such as an undergrourfdrpiain rush hours, will pose
serious problems to the approach. This will be discussecpthdlater in this paper.

The rest of the paper is structured as follows: Section liengs related work to highlight
the contributions of this work. Section Il addresses thebpgm of behaviour representation.
The behaviour profiling process is described in Section IVWjctv also explains how a
composite generative behaviour model can be built using xdune of DBNs. Section V
centres about online detection of abnormal behaviour aodgration of normal behaviour
using a behaviour model. In Section VI, the effectiveness mbustness of our approach is
demonstrated through experiments using noisy and spatasets collected from both indoor
and outdoor surveillance scenarios. The paper conclud8gdtion VII.

[l. RELATED WORK

Much work on abnormal behaviour detectloimok a supervised learning approach [16],
[14], [8], [5], [3] based on the assumption that there existlwlefined and knowra priori
behaviour classes (both normal and abnormal). Howeveeallity abnormal behaviour is both

1The notion of abnormal behaviour appeared in different names in thatiite including unusual, suspicious, or surprising
behaviour/events/activities, or simply anomaly, abnormality, irregularitiesutliers.



rare and far from being well-defined, resulting in insuffitie€learly labelled data required
for supervised model building.

More recently, a number of techniques have been proposedniupervised learning of
behaviour models [34], [9], [2], [28]. They can be furtheteggorised into two different types
according to whether an explicit model is built. Approaclieat do not model behaviour
explicitly either perform clustering on observed pattearsd label those forming small
clusters as being abnormal [34], [9] or build a database atiggiemoral patches using
only regular/normal behaviour and detect those patteras dannot be composed from the
database as being abnormal [2]. The approach proposed jrc@Bdhot be applied to any
previously unseen behaviour patterns therefore is onlalsiéi for postmortem analysis but
not for on-the-fly anomaly detection. This problem is addgeesby the approaches proposed
in [9] and [2]. However, in these approaches all the previoodserved normal behaviour
patterns must be stored either in the form of histograms sdrdie events [9] or ensembles
of spatio-temporal patches [2] for detecting anomaly fronsaen data, which jeopardises
the scalability of these approaches.

There is also another approach that differs from both theersiged and unsupervised
techniques above. A semi-supervised model was introdug €83 with a two-stages training
process. In stage one, a normal behaviour model is learneg ladelled normal patterns. In
stage two, an abnormal behaviour model is then learned engspd using Bayesian adap-
tation. This approach still suffers from the laborious andonsistent manual data labelling
process.

In our work, an explicit model based on a mixture of Dynamic &agn Networks (DBNSs)
is constructed in an unsupervised manner to learn specifiavieur classes for automatic
detection of abnormalities on-the-fly given unseen data. g@2oed to our previous work
[28], we develop a more principled criterion for anomaly ed¢ion and normal behaviour
recognition based on a run-time accumulative anomaly meaand an online Likelihood
Ratio Test (LRT) method originally proposed for key-wordsedéion in speech recognition
[26]. This makes our approach more robust to noise in behavepresentation. Our approach
is similar to [9] in that behaviour patterns are representsittg discrete events. However,
manual labelling of objects of interests and manual evenottion are required in [9] which
make it not fully unsupervised. Moreover, the behaviourespntation in [9] is based on event
histogram that ignores/throws away any information abbatduration of an event. Such a
behaviour representation thus has less discriminativeep@ompared to our method. Note
that the anomaly detection method proposed in [9] was claditode online. Nevertheless, in
[9] anomaly detection is performed only when the completeab®ur pattern is observed,



whist in our work it is performed on-the-fly. Our work is simuilin spirit to [2] in that
the behaviour model (constructed in [2] as a database ofovpmiches) is able to infer
and generalise from the training data to unseen data. Howapeart from the scalability
problem mentioned above, the approach in [2] has limitation capturing the temporal
ordering aspect of a behaviour pattern due to the constairthe size of the video patches.
In particular, the approach can only detect unusual locatisggemporal formations from a
single objects rather than subtle abnormalities embedudaei temporal correlations among
multiple objects which are not necessarily close to eachrathspace and time. In summary,
the key advantages of the proposed approach over previgusaghes are: (1) It is based on
constructing a composite generative behaviour model whaethes well with the complexity
of behaviour and is robust to errors in behaviour representa(2) it performs on-the-fly
anomaly detection and is therefore suitable for real-tionwesllance applications.

[1l. BEHAVIOUR PATTERN REPRESENTATION
A. Video Segmentation

The goal is to automatically segment a continuous videoesgV into /N video segments
V = {vi,...,v,, ..., vy} Such that ideally each segment contains a single behaviour
pattern. Thenth video segment,,, consisting of7,, image frames is represented @s =
L, ..o Loty L], wherel,, is the tth image frame. Depending on the nature of the
video sequence to be processed, various segmentationagppso can be adopted. Since
we are focusing on surveillance video, the most commonlyd usteot change detection
based segmentation approach is not appropriate. In a aditisy scenario, there are often
non-activity gaps between two consecutive behaviour pwttevhich can be utilised for
activity segmentation. In the case where obvious non-{&gctyaps are not available, an
on-line segmentation algorithm proposed in [27] can be satbSpecifically, video content
is represented as a high-dimensional trajectory based tomatically detected visual events.
Breakpoints on the trajectory are then detected on-linegusiRorward-Backward Relevance
(FBR) procedure. Alternatively, the video can be simply sligeto overlapping segments
with a fixed time duration [34].

B. Event-based Behaviour Representation

Firstly, an adaptive Gaussian mixture background mode] {24dopted to detect fore-
ground pixels which are modelled using Pixel Change Hist&?¢H) [29]. Secondly, the
foreground pixels in a vicinity are grouped into a blob usitng connected component



method. Each blob with its average PCH value greater than eslibid is then defined
as a scene-event. A detected scene-event is represented-disnansional feature vector

f= [i7gawahaRf7MpmﬂMpy] (1)

where(z, y) is the centroid of the bloluw, i) is the blob dimensionZ; is the filling ratio of
foreground pixels within the bounding box associated with blob, and(M,z, M,y) are a
pair of first order moments of the blob represented by PCH. Anthese featuresz, y) are
location features(w, h) and R, are principally shape features but also contain some icdire

motion information, and M,x, M,y) are motion features capturing the direction of object
motion.
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Fig. 1. Event-based behaviour representation for an aircraft dgekiteo. Details of the video can be found at Section VI-
B. (b) shows that 8 classes of events are detected automatically usindB&ent classes of events are highlighted in the
image frame using bounding boxes in different colours in (a). Spat@dtemporal distribution of events of different classes
throughout the sequence are illustrated in (c) and (d) respectively,ogiitroids of different classes of events depicted
using the same color coding scheme as (a). In particular, eventspgonding to the movements of objects involved in
the front cargo and catering services are indicated in red, cyan agdmaa events corresponding to moving and stopping
aircraft and airbridges are indicated in black and green (rectangelspectively; Events corresponding to movements of
aircraft-pushing vehicles, passing-by vehicles in the back, and egarirng vehicles are in blue, yellow, and green (cross)
respectively.

Thirdly, clustering is performed in the 7D scene-event deatspace using a Gaussian
Mixture Model (GMM). The number of scene-event clasgés captured in the videos is



determined by automatic model order selection based on Bayésformation Criterion
(BIC) [21]. The learned GMM is used to classify each detectemhtinto one of thes, event
classes. Finally, the behaviour pattern captured inrithevideo segment,, is represented
as a feature vectdr,,, given as

Pn: [pnl)"'apnta"')pnTn]7 (2)

whereT,, is the length of thexth video segment and thiéh element ofP,, is a K, dimensional

variable:

Prt = [Phs oo Dhes s DI (3)

p.: corresponds to théh image frame ofv,, wherep¥, is the posterior probability that an
event of thekth event class has occurred in the frame given the learned G¥i&h event
of the kth class is detected in thigh image frame ofv,,, we have0 < p%, < 1; otherwise,
we havep®, = 0. Our event-based behaviour representation is illustrétexligh an example
in Fig. 1. Note that different classes of events occurredukaneously (see Fig. 1(a)).

It is worth pointing out that: (1) A behaviour pattern is degmsed into temporally ordered,
semantically meaningful scene-events. Instead of usimg l&vel image features such as
location, shape, and motion (Eqn. (1)) directly for behavicepresentation, we represent
a behaviour pattern using the probabilities of differerssskes of event occurring in each
frame. Consequently, the behaviour representation is conapa concise. This is critical for
a model-based behaviour profiling approach because modstraction based upon concise
representation is more likely to be computationally trattafor complex behaviour. (2)
Different types of behaviour patterns can differ either le tclasses of events they are
composed of, or in the temporal orders of the event occueteRor instance, behaviour
patterns A and B are deemed as being different if 1) A is comgad events of classes
a, b, and d, while B is composed of events of classes a, ¢ and &; Both A and B are
composed of events of classes a, ¢ and d; however, in A, eelass] a is followed by c,
while in B, event (class) a is followed by d.

IV. BEHAVIOUR PROFILING

The behaviour profiling problem can now be defined formallyn§ider a training dataset
D consisting of N feature vectors:

D={P,,....P,,....Pyx}, (4)

where P,, is defined in Eqn. (2) representing the behaviour patterriucag by thenth
video segment,,. The problem to be addressed is to discover the natural grgugf the
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Fig. 2. A block diagram illustrating our behaviour profiling approach.

training behaviour patterns upon which a model for normdiavéeur can be built. This
is essentially a data clustering problem with the number lo§ters unknown. There are
a number of aspects that make this problem challenging: &chHeature vectoP,, can
be of different lengths. Conventional clustering approackech as K-means and mixture
models require that each data sample is represented as ddngiti feature vector. These
approaches thus cannot be applied directly. (2) A definitbra distance/affinity metric
among these variable length feature vectors is nontriMalasuring affinity between feature
vectors of variable length often involves Dynamic Time Wagp[11]. A standard dynamic
time warping (DTW) method used in computer vision communituid attempt to treat the
feature vectoP,, as aK,. dimensional trajectory and measure the distance of twovieta
patterns by finding correspondence between discrete gentic two trajectories. Since in our
framework, a behaviour pattern is represented as a set gfoi@incorrelated events, i.e. a
stochastic process, a stochastic modelling based apprsaclore appropriate for distance
measuring. Note that in the case of matching two sequenceésfefent lengths based on
video object detection, the affinity of the most similar pafrimages from two sequences
can be used for sequence affinity measurement [22]. Howswvexre we focus on modelling
behaviour that could involve multiple objects interactioder space and time, the approach
in [22] can not be applied directly in our case. (3) Model stta needs to be performed to
determine the number of clusters. To overcome the aboveioned difficulties, we propose
a spectral clustering algorithm with feature and modeldEle based on modelling each
behaviour pattern using a Dynamic Bayesian Network (DBN). Eighows a diagrammatic
illustration of our behaviour profiling approach. It showsarly that the proposed spectral
clustering algorithm (blocks inside the dashed box) is tbhee of the approach. The key



10
components of our approach are explained in details in thewimg subsections

A. Affinity Matrix

Dynamic Bayesian Networks (DBNs) provide a solution for measpthe affinity between
different behaviour patterns. More specifically, each beha pattern in the training set is
modelled using a DBN. To measure the affinity between two hehaypatterns represented
asP, andP;, two DBNs denoted aB; andB; are trained or?; andP; respectively using
the EM algorithm [4], [7]. The affinity betweeR; andP; is then computed as:

Sy = 3 {7 e PBIIB) + - og PRB) ©
2\ T; T,
where P(P;|B;) is the likelihood of observing®; given B;, and7; and1; are the lengths
of P; andP; respectively.

DBNs of different topologies can be employed. A straightfargv choice would be a
Hidden Markov Model (HMM) (Fig. 3(a)). In this HMM, the obsation variable at each time
instance corresponds t9,; (Eqn. (3)), which represents the content of ttieframe of thenth
behaviour pattern, and is of dimensiéf, i.e. the number of event classes. The conditional
probability distributions (CPD) op,; is assumed to be Gaussian for each of festates
of its parent node. However, a drawback of a HMM is that too ynaarameters are needed
to describe the model when the observation variables aregbf dimension. This makes a
HMM vulnerable to overfitting therefore generating poorty unseen data. It is especially
true in our case because a HMM needs to be learned for evegjesioiehaviour pattern
in the training dataset which could be short in duration. dtves this problem, we employ
a Multi-Observation Hidden Markov Model (MOHMM) [8] showm iFig. 3(b). Compared
to a HMM, the observational space is factorised by assuniiag ¢ach observed feature

k) is independent of each other. Consequently, the number refrgers for describing
a MOHMM is much lower than that for a HMM2¢ . N, + N,> — 1 for a MOHMM and
(K2 +3K,)N,/2+ N,* —1 for a HMM). In this paper,N,, the number of hidden states for
each hidden variables in the MOHMM, is set &g, i.e., the number of event classes. This
is reasonable because the valueNaf should reflect the complexity of a behaviour pattern,
so should the value ok.,.

An N x N affinity matrix S = [S;;] wherel <, j < N provides a new representation for
the training dataset, denoted Bs. In this representation, a behaviour pattern is repredente

Note that there are other ways to compute the affinity between two sequenctelled using DBNs [17], [18]. However,
we found through our experiments that different affinity measurdeentitile difference for our behaviour profiling task.
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Fig. 3. Modelling a behaviour pattef®, = {pn1,...,DPnt,...,Pnr, } Wherepn: = {pk;,....p*,, ..., p5e} using a
HMM and a MOHMM. Observation nodes are shown as shaded circle$iddén nodes as clear circles.

by its affinity to each behaviour pattern in the training sgpecifically, thenth behaviour
pattern is now represented as thiln row of S, denoted as,,. We thus have

Ds={s1,...,8n,...,8n}. (6)

Consequently each behaviour pattern is represented asuaefeaictor of a fixed lengtlv.
Taking a conventional data clustering approach, modektsetecan be performed firstly to
determine the number of clusters, which is then followed Byadgrouping using either a
parametric approach such as Mixture Models or a nonparanketlearest Neighbour model.
However, since the number of data samples is equal to thendiomlity of the feature space,
dimension reduction is necessary to avoid the ‘curse of dgiemality’ problem. This is
achieved through a novel spectral clustering algorithmctvineduces the data dimensionality
and performs clustering using the selected relevant eeggoxs of the data affinity matrix.

B. Eigendecomposition

Dimension reduction on théV dimensional feature space defined in Eqn. (6) can be
achieved through eigendecomposition of the affinity metiXhe eigenvectors of the affinity
matrix are then used for data clustering. However, it has [s®wn in [25], [23] that it is
more desirable to perform clustering using the eigenveaibthe normalised affinity matrix
S, defined as:

S=L3SL: ()

whereL = [L;;] is an N x N diagonal matrix withL;; = =, S;;. It has been proven in [30],
[25] that under certain constraints the largeit eigenvectors ofS (i.e. eigenvectors with

3The largest eigenvectors are eigenvectors that their corresporigienyalues are the largest in magnitude.
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the largest eigenvalues) are sufficient to partition theskttinto X' clusters. Representing
the dataset using th& largest eigenvectors reduces the data dimensionality fso(ne. the
number of behaviour patterns) 1o (i.e. the number of behaviour pattern classes). For a given
K, standard clustering approaches such as K-means or Miktadels can be adopted. The
remaining problem is to determine tA& which is unknown. This is solved through automatic
model selection.

C. Model Selection

We assume that the number of clust&rss between 1 and,,,. K, is a number sufficiently
larger than the true value of. Suppose that we sét,, = éN where N is the number of
samples in the training dataset. This is a reasonable assuniecause as a rule of thumb
a more sparse dataset (i.?N < K < K,,) would make any data clustering algorithm
unworkable. The training dataset is now represented usiegki, largest eigenvectors,
denotedD,, as follows:

De:{y17---7yn7"'ay]\f} (8)

with the nth behaviour pattern being represented &s,adimensional feature vector

Yn = [61n7"'76kn7"'7€Kmn] (9)

wheree,,, is thenth element of théth largest eigenvecta,. SinceK < K,,, itis guaranteed
that all the information needed for groupitg clusters is preserved in this,, dimensional
feature space.

We model the distribution oD, using a Gaussian Mixture Model (GMM). The log-
likelihood of observing the training datasBt, given a K-component GMM is computed
as

log P(Delf) = > <logz ka(ynlﬁk)> : (10)

n=1 k=1
where P(y,|0;) defines the Gaussian distribution of thth mixture component andy, is

the mixing probability for thekth component. The model parametérare estimated using
the EM algorithm. The Bayesian Information Criterion (BIC) i€themployed to select the
optimal number of component&” determining the number of behaviour classes. For any
given K, BIC is formulated as:

BIC = —log P(Y|0) + C;(logN (11)

whereC’k is the number of parameters needed to descrife@mponent Gaussian Mixture.
However, it is found in our experiments that in thg, = %N dimensional feature space,
BIC tends to underestimate the number of clusters (see Fig.fd{ an example and more
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in Section VI). This is not surprising because BIC has beemwknfor having the tendency
of underfitting a model given sparse data [20]. A dataseiVotamples represented in a
K, = %N dimensional feature space can always be considered a® dpamata clustering

as well as for determining the number of clusters. Our sotuto this problem is to reduce
the dimensionality through unsupervised feature selectie. selecting relevant/informative

eigenvectors of the normalised affinity matrix to performdalselection and data clustering.

D. Eigenvector Selection for Behaviour Pattern Clustering

We aim to derive a suitable criterion for measuring the @hee of each eigenvector of the
normalised affinity matrixS. Intrinsically only a subset of thé(,, largest eigenvectors are
relevant for groupingy clusters. An eigenvector is deemed as being relevant fetaring if
it can be used to separate at least one cluster of data froattiges. It is necessary and crucial
to identify and remove those irrelevant/uninformativeesigectors not only because we need
to reduce the dimensionality of the feature space but alsotduhe factor that irrelevant
features degrade the accuracy of learning and thereforpetfermance of clustering.

An intuitive solution to measuring the eigenvector relasanvould be investigating the
associated eigenvalue for each eigenvector. The analy§l$] shows that in an ‘ideal’ case
where different clusters are infinitely far apart, the t8p... (relevant) eigenvectors have a
corresponding eigenvalue of magnitutleand others do not. In this case, simply selecting
those eigenvectors would solve the problem. In fact, estimaof the number of clusters
also becomes trivial by looking at the eigenvalues: it isa¢da the number of eigenvalues
of magnitudel. Indeed, eigenvalues are useful when the data are clegérated, i.e., close
to the ‘ideal’ case. However, given a more realistic datéseteigenvalues are not useful as
relevant eigenvectors do not necessarily assume high\eilyes and higher eigenvalues do
not necessarily mean higher relevance either (see Fig.eXt, Me derive a novel eigenvector
relevance learning algorithm based on measuring the metevaf an eigenvector according to
how well it can separate a dataset into different clusteinss & achieved through modelling
the distributions of the elements of each eigenvectors wathsiderations on the following
a priori knowledge about the affinity matrix eigenspace: (1) therithstion of the elements
of a relevant eigenvector must enable it to be used for sepgrat least one cluster from
others. More specifically, the distribution of its elemergtgnultimodal if it is relevant and
unimodal otherwise; (2) a large eigenvector is more lik@ybe relevant in data clustering
than a small one.

We denote the likelihood of théth largest eigenvectos, being relevant asi.,, where
0 < Re, < 1. We assume that the elements &, e, follow two different distributions,
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namely unimodal and multimodal, depending on whetbgris relevant. The probability
density function (pdf) ok,,, is thus formulated as a mixture model of two components:

p(ernlfer,) = (1= Re)p (eralfl,) + Repp (ernl6?,)

whered,,  are the parameters describing the distributiofay,,|6;, ) is the pdf ofe,, when

ex Is irrelevant/uninformative ang(e;,|0> ) otherwise.R., acts as the weight or mixing
probability of the second mixture component. The distitutof ¢;, is assumed to be a
single Gaussian (unimodal) to reflect the fact thatannot be used for data clustering when
it is irrelevant:

p(exml(?i,m) = N(egn e, o)

where (.|, o) denotes a Gaussian of meanand covariancer. We assume the second
component ofP(ex|f., ) as a mixture of two Gaussians to reflect the fact thatan separate
one cluster of data from the others when it is relevant:

plernl0?, ) = welN (ern|pin2, ok2) + (1 — wi)N (€ tins, ors)

wherew;, is the weight of the first Gaussian jrie;, |62, ). There are two reasons for using
a mixture of two Gaussians even whep, forms more than two clusters or the distribution
of each cluster is not Gaussian: (1) in these cases, a migfumo Gaussiansp(ex, |07, ))
still fits better to the data compared to a single Gaussién.(|0,, )); (2) its simple form
means that only small number of parameters are needed talmes@;, |62 ). This makes
model learning possible even given sparse data.

There are 8 parameters required for describing the disioiwf ey, :

Qekn = {RekJ ME1y BE2y BE3, OK1, Ok2, O3, wk} . (12)

The maximum likelihood (ML) estimate @, can be obtained using the following algorithm.
First, the parameters of the first mixture compor@g@ are estimated agy; = + SN en
and oy, = % ZnN:1<€kn — ux1)?. The rest 6 parameters are then estimated iteratively using
Expectation Maximisation (EM) [4]. It is important to notkat 6., as a whole arenot
estimated iteratively using a standard EM algorithm algioleEM was employed for part
of o.,, . namely@ikn. This is critical for our algorithm because if all the 8 pakders are
re-estimated in each iteration, the distributionegf, is essentially modelled as a mixture
of three Gaussians, and the estimaféd would represent the weight of two of the three
Gaussians. This is very different from whag, is meant to represent, i.e. the likelihood of
e being relevant for data clustering.

Since our relevance learning algorithm is essentially all¢greedy) searching method, the
algorithm could be sensitive to parameter initialisatispexially given noisy and sparse data
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[4]. To overcome this problem, first oar priori knowledge on the relationship between the
relevance of each eigenvector and its corresponding eadigmvs utilised to set the initial
value of R,,_. Specifically, we setR,, = )\, where R,, is the initial value of R, and
i € [0, 1] is the normalised eigenvalue fef, with A =1and XKW = 0. We then randomly
initialise the values of the other five parameters, namely 13, ox2, 013 @and wy, and the
solution that yields the largeste,, |62, ) over different initialisations is chosen.

It is worth pointing out that although our relevance leagnailgorithm is based on estimat-
ing the distribution of the elements of each eigenvector,ane only interested in learning
whether the distribution is unimodel or multimodal, whistreflected by the value d?., . In
other words, among the 8 free parameters of the eigenvestivibdtion (Eqn. (12)).R., is
the only parameter that we are after. This also explains winatgorithm is able to estimate
the relevance accurately when there are more than 2 clumtelsr the distribution of each
cluster is not Gaussian.

The ML estimateRAek thus provides a real-value measurement of the relevanag,.of
Since a ‘hard-decision’ is needed for dimension reductwa eliminate thetth eigenvector

ex among thek,, candidate eigenvectors if
Re, <05 (13)

After eliminating those irrelevant eigenvectors, the cidd relevant eigenvectors are used
to determine the number of clustek§ and perform clustering based on GMM and BIC as
described in Section IV-C. Each behaviour pattern in thenitngi dataset is then labelled as
one of theK behaviour classes.

Fig. 4 shows an example of data clustering using our eigeorveelection based spec-
tral clustering algorithm. 80 sequences were randomly g¢ee using four MOHMMSs.
The dataset is composed of 20 sequences sampled from eachMMIOHRhe lengths of
these segments were set randomly ranging from 200 to 600fotieMOHMMSs have the
same topology shown in Fig. 3(b) with different parametess randomly. It can be seen
from Fig. 4(j)-(0) that the second, third, and fourth eigectors contain strong information
about the grouping of data while the largest eigenvector ighmless informative. The
rest eigenvectors contain virtually no information (seg.H(n)&(0)). It can be seen form
Fig. 4(c) that the proposed relevance meadigge accurately reflects the relevance of each
eigenvectors. By thresholding the relevance measure (Eg)), the largest 4 eigenvectors are
kept for clustering. Fig. 4(e) shows that the 4 clusters &arty separable in the eigenspace
spanning the 3 most relevant eigenvectors. It is thus ngirisimg that the number of clusters
was determined correctly asusing BIC on the relevant eigenvectors (see Fig. 4(d)). The
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Clustering a synthetic dataset using our spectral clustering algorithe eigenvalues of th&,, = 16 largest
eigenvectors is shown in (b). (c) depicts the learned relevance sddredirst four largest eigenvectors were determined
as being relevant using Eqn. (13). (d) shows the BIC model seleatmuits; the optimal cluster number was determined

three alternative approaches. The distribution of some of the top 16veigters are shown in (j)-(0).
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clustering result is illustrated using the re-ordered #ffimatrix in Fig. 4(f) showing that
all four clusters were discovered accurately. We also eddchthe number of clusters using
three alternative methods: (a) BIC using &l eigenvectors; (b) Porikli and Haga’s Validity
score [19] (maximum score correspond to the optimal numlaen) (c) Zelnik-Perona cost
function [32] (minimum cost correspond to the optimal numbEig. 4(g)-(i) show that none
of these methods was able yield an accurate estimate of tiseeclnumber.

E. A Composite Behaviour Model using a Mixture of MOHMMs

To build a model for the observed/expected behaviour, we rfiedel thekth behaviour
class using a MOHMMB,,. The parameters dB,, fg, are estimated using all the patterns
in the training set that belong to ti¢h class. A behaviour mod@&I is then formulated as a
mixture of the X’ MOHMMSs. Given an unseen behaviour pattern, representedoafaviour
pattern feature vectdP as described in Section lIll, the likelihood of observiRggiven M
is
Nepg
N

where N is the total number of training behaviour patterns andis the number of patterns

PPM) :ﬁ P(PIB,), (14)

that belong to théth behaviour class.

V. ONLINE ANOMALY DETECTION AND NORMAL BEHAVIOUR RECOGNITION

Once constructed, the composite behaviour maddetan be used to detect whether an
unseen behaviour pattern is normal using a run-time anomalgsure. If detected as being
normal, the behaviour pattern is then recognised as onesdf tblasses of normal behaviour
patterns using an online Likelihood Ratio Test (LRT) method.

An unseen behaviour pattern of lendthis represented aB = [pi,...,ps, ..., Ppr|. At
the tth frame, the accumulated visual information for the bebawipattern, represented as
P, = [p1,...,p:, is used for online reliable anomaly detection. First themmadised log-
likelihood of observingP at thetth frame given the behaviour mod®l is computed as

1

l; can be easily computed online using the forward-backwaoteqature [13]. Specifically,
to computel,, the K, forward probabilities at time are computed using th&, forward
probabilities computed at time— 1 together with the observations at timgsee [13] for
details). Note that the complexity of computingis O(K,*) and does not increase with
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We then measure the anomaly Bf using an online anomaly measuk:

I ift=1
Q= (16)
(1—-a)Qi—1 + afl; —l;_1) otherwise
whereq is an accumulating factor determining how important thea&isnformation extracted
from the current frame is for anomaly detection. We have o < 1. Compared td, as
an indicator of normality/anomalyy; could add more weight to more recent observations.
Anomaly is detected at frameif
Qi <Thya a7)

whereTh, is the anomaly detection threshold. The valug'af, should be set according to
the detection and false alarm rate required by each paticuirveillance application. Note
that it takes a time delay fap, to stabilise at the beginning of evaluating a behaviouregpatt
due to the nature of the forward-backward procedure. Thgtheof this time period, denoted
asT, is related to the complexity of the MOHMM used for behavioundualling. We thus
setT,, = 3K, in our experiments to be reported later in Section VI, i.@ #momaly of a
behaviour pattern is only evaluated when 7.

At each framet a behaviour pattern needs to be recognised as one oKtiehaviour
classes when it is detected as being normal, i@, > Th,. This is achieved using an
online Likelihood Ratio Test (LRT) method. More specificallye consider a hypotheses test
between:

Hy : P.is from the hypothesised mod#8, and belongs to théth normal behaviour class
H, : P,is from a model other thaB, and does not belong to thgh normal behaviour class

where H, is called the alternative hypothesis. Using LRT, we compheelikelihood ratio
of the accepting the two hypotheses as

P(Py; Hy)
P(Py; Hy)
The hypothesist, can be represented by the model which has been learned in the

(18)

T =

behaviour profiling step. The key to LRT is thus to constrin &lternative model which
representdd,. In a general case, the number of possible alternativesliited; P(P;; Hy)

can thus only be computed through approximation [26], [Frtunately in our case, we
have determined at thgh frame thatP; is normal and can only be generated by one of the
K normal behaviour classes. Therefore it is reasonable tetean the alternative model as
a mixture of the res# — 1 normal behaviour classes. In particular, Eqn. (18) is ristevr
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as
P(Py|B)

Zi;ﬁk %MP(PABD‘
Note thatr; is a function oft and computed over time&; is reliably recognised as thgh

(19)

T =

behaviour class only wheh< Th, < r. In our experiments we found tha@th, = 10 led to
satisfactory results. When there are more than.Qngreater thar?'h,., the behaviour pattern
is recognised as the class with the larggst

For comparison, the commonly ustthximum LikelihoodML) method recognise®; as
the kth behaviour class wheh = arg max; { P(P¢|By)}. Using the ML method, recognition
has to be performed at each single frame without considdravgreliable and sufficient the
accumulated visual evidence is. This often causes errpecedly when there are ambiguities
between different classes (e.g. a behaviour pattern carxjaimed away equally well by
multiple plausible behaviour at its early stage). Comparedhe ML method, our online
LRT method holds the decision on behaviour recognition| wsuiificient evidence has been
accumulated to overcome ambiguities. The recognitionltesitained using our approach
are thus more reliable compared to those obtained by the Mihade Another commonly
used method for classification is the Maximum A PosteriorA@®) method. Although bear-
ing a resemblance to our online LRT in formulation, clasatfmn using the MAP rule is
conceptually very different from that using a hypothesst i@ LRT. In particular, unlike
MAP which has a standard formulation, LRT can be formulatdtemntly depending on
how the likelihood of accepting the alternative hypothesisomputed (i.e. the denominator
of Egn. (18)). The main difference between LRT and MAP ag#&s in the fact that in
a real-time application, LRT works better when multiple diglate behaviour classes give
equally plausible explanations for a temporally incomplbehaviour pattern. In this case,
the likelihood ratio value will be low and no decision will Imeade using LRT. In contrast
with LRT, without having any a priori knowledge about the mcence of different candidate
behaviour classes (i.€2(B;) = 1/K with 1 < k£ < K), the MAP values for multiple classes
can be high which will lead to premature and wrong decisionteNthat it is possible to
modify the standard ML and MAP rules so that a recognitionisien is withhold until
more information is accumulated. Nevertheless, the diffee mentioned above makes LRT
advantageous for our behaviour recognition task.

VI. EXPERIMENTS

In this section, we illustrate the effectiveness and raiest of our approach on behaviour
profiling and online anomaly detection with experimentsigsilatasets collected from both
indoor and outdoor surveillance scenarios.
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A. Corridor Entrance/Exit Human behaviour Monitoring

(e) C5 (f) cé

Fig. 5. Behaviour patterns in a corridor entrance/exit scene. (a3h@)v image frames of typical behaviour patterns
belonging to the 6 behaviour classes listed in Table I. The four classesnfsedetected automatically, ‘entering/leaving
the near end of the corridor’, ‘entering/leaving the entry-door’, ‘Bntgleaving the side-doors’, and ‘in corridor with the

entry door closed’, are highlighted in the image frames using boundirgsbim blue, cyan, green and red respectively.
The same colour scheme will be used for illustrating detected events in Rigd 8.

Dataset and feature extraction —A CCTV camera was mounted on the ceiling of an office
entrance/exit corridor, monitoring people entering aravileg an office area (see Fig. 5). The
office area is secured by an entrance-door which can only baeapby scanning an entry
card on the wall next to the door (see middle frame in row (bJigf 5). Two side-doors
were also located at the right hand side of the corridor. Refopm both inside and outside
the office area have access to those two side-doors. TypetaMour occurring in the scene
would be people entering or leaving either the office areaherdide-doors, and walking
towards the camera. Each behaviour pattern would norma#ly & few seconds. For this
experiment, a dataset was collected over 5 different daysisting of 6 hours of video
totalling 432000 frames captured at 20Hz w20 x 240 pixels per frame. This dataset was
then segmented into sections separated by any motionlemwals lasting for more than
30 frames. This resulted in 142 video segments of actualvi@lmapattern instances. Each
segment has on average 121 frames with the shortest 42 agelsto894.

Model training — A training set consisting of 80 video segments was randoralgcsed
from the overall 142 segments without any behaviour clalsslliag of the video segments.
The remaining 62 segments were used for testing the trairetkhtater. This model training
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C1 | From the office area to the near end of the corridor

C2 | From the near end of the corridor to the office area

C3 | From the office area to the side-doors

C4 | From the side-doors to the office area

C5 | From the near end of the corridor to the side-doors

C6 | From the side-doors to the near end of the corridor

TABLE |
THE 6 CLASSES OF BEHAVIOUR PATTERNS THAT MOST COMMONLY OCCURREINIA CORRIDOR ENTRANCHEXIT

SCENE

exercise was repeated 20 times and in each trial a differedehwas trained using a different
random training set. This is in order to avoid any bias in thenaaly detection and normal

behaviour recognition results to be discussed later. Farpewative evaluation, alternative
models were also trained using labelled datasets as fall&ws each of the 20 training

sessions above, a model was trained using identical tquis@ts as above. However, each
behaviour pattern in the training sets was also manuallglledh as one of the manually

identified behaviour classes. On average 12 behaviouredasere manually identified for

the labelled training sets in each trial. Six classes werayd identified in each training set
(see Table I). On average they accounted for 83% of the kdbéthining data.

Event detection for behaviour representatiddiven a training set, discrete events were
detected and classified using automatic model order setedti clustering, resulting in
four classes of events corresponding to the common coestguof all behaviour in this
scene: ‘entering/leaving the near end of the corridor’ téeing/leaving the entrance-door’,
‘entering/leaving the side-doors’, and ‘in corridor withet entrance-door closed’. Examples
of detected events are shown in Fig. 5 using colour-codedding boxes. Note that it
may appear to be intuitive and perhaps also desirable to &aswipe card’ event class for
anomaly detection in this scenario. However, it is also plegkthat due to the view angle,
most instances of the possible ‘swipe card’ event are ndbleisn the scene (e.g. occluded
by human body). Moreover, different people could have vefferent ways of swiping a
card particularly as a card is not required to make physioatact with the swipe machine
in order to trigger a reading. Therefore, even if a supedviseent detection approach is
taken to artificially impose such an event class, the ‘swigel’cevent could not be detected
reliably. Using our unsupervised method, a likely ‘swipedtaevent is in effect classified
into a general event class ‘in corridor with the entrancerddosed’ (see Fig. 5(b) for an
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example). Nevertheless, the experiments presented bedmmonktrate that these 4 general
event classes enable our approach to detect anomaly mnpbusihly by examining the
temporal correlations of different events. It is also oledrthat that due to the narrow
view nature of the scene, differences between the four camenents are rather subtle and
can be mis-identified based on local information (space and)talone, resulting in large
error margin in event detection. The fact that these everesalso common constituents to
different behaviour patterns reinforces the assumptia@t libcal events treated in isolation
hold little discriminative information for behaviour prifig.

Model training using unlabelled dataDver the 20 trials, on average 6 eigenvectors were
automatically determined as being relevant for clusternidp the smallest 4 and largest 9.
It is noted that all the selected eigenvectors were amond.@hkiargest eigenvectors of the
normalised affinity matrices. The number of clusters forheaaining set was determined au-
tomatically as 6 in every trial. By observation, each discededata cluster mainly contained
samples corresponding to one of the 6 behaviour classed iistTable I. In comparison, all
three alternative approaches, including BIC without eigetor selection, Porikli and Haga’s
validity score, and Zelnik-Manor and Perona’s cost furctEnded to severely underestimated
the class number. Fig. 6 shows an example of behaviour pattestering using unlabelled
training sets. Note that compared to the synthetic data Fsged), the data we have for
behaviour profiling is much more noisy and difficult to grodipis is reflected by the fact that
the elements of the eigenvectors show less information tatbeudata grouping (see Fig. 6
()-(0)). However, using only the relevant/informativegenvectors, our algorithm can still
discover the behaviour classes correctly. For each undgb&hining set, a normal behaviour
model was constructed as a mixture of 6 MOHMMSs as describesention IV-E.

Model training using labelled dataFor each labelled training set, a normal behaviour
model was built as a mixture of MOHMMSs with the number of mbglwcomponents deter-
mined by the number of manually identified behaviour clasEesh MOHMM component
was trained using the data samples corresponding to one alasanually identified behav-
iour in each training set.

Anomaly detection —The behaviour models built using both labelled and unlabidiiehav-
iour patterns were used to perform online anomaly detecfionmeasure the performance
of the learned models on anomaly detection, each behavatterp in the testing sets was
manually labelled as normal if there were similar pattemshie corresponding training sets
and abnormal otherwise. A testing pattern was detectediag Bbnormal when Eqgn. (17) was
satisfied at any time after, = 3K, = 12 frames. The accumulating factarfor computing
Q@ was set td).1. We measure the performance of anomaly detection using @gatatection
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Fig. 6. An example of model training. (c) shows that the top 6 largesthegptors were determined as relevant features
for clustering. (d) and (g) show the number of behaviour classesdetsmined a$ and2 using BIC with and without
relevant eigenvector selection respectively. (h) and (i) show thag Wimikli and Haga’s validity score and Zelnik-Manor
and Perona’s cost function, the class number was estimatédhnd 2 respectively.
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(a) ROC curves, labelled and unlabelled models (b) Confusiatrix, unlabelled models  (c) Confusion matrix, labelled medel
Fig. 7. (a): Comparing the performance of anomaly detection usingdoorentrance/exit behaviour models trained by
labelled and unlabelled data. The mean ROC curves were obtained oweal20(b)&(c): Comparing the performance of
behaviour recognition using models trained by labelled and unlabelled Begatwo confusion matrices were obtained by
averaging the results over 20 trials wilth, = —0.2. Each row represents the probabilities of the corresponding class

being confused with all the other classes averaged over 20 trials.

Anomaly Detection Rate (%) False Alarm Rate (%

Unlabelled 85.44+ 2.9 6.1+ 3.1
Labelled 73.1+ 129 8.4+ 53
TABLE 1l

THE MEAN AND STANDARD DEVIATION OF THE ANOMALY DETECTION RATE AND FALSE ALARM RATES FOR CORRIDOR
ENTRANCE/EXIT BEHAVIOUR MODELS TRAINED USING UNLABELLED AND LABELLED DATA. THE RESULTS WERE

OBTAINED OVER 20 TRIALS WITH Tha = —0.2.

rate and false alarm rdtewhich are defined as:

# True positives (abnormal detected as abnormal)

# All positives (abnormal patterns) in a dataset (20)
# False positives (normal detected as abnormal)

# All negatives (normal patterns) in a dataset
The detection rate and false alarm rate of anomaly deteetienshown in the form of a

Anomaly detection rate=

False alarm rate =

Receiver Operating Characteristic (ROC) curve by varying ti@raly detection threshold
Thy (see Egn. (17)). Fig. 7(a) shows that the models trainedyusimabelled data clearly
outperformed those trained using labelled data. In pdaicit is found that given the same
Th, the models trained using unlabelled datasets achieve@haytomaly detection rate and
lower false alarm rate compared to those trained usingli&bdhatasets (see also Table Il and
the last columns of the confusion matrices shown in Fig.&(@). Fig. 8 shows examples

4Anomaly detection rate and false alarm rate are also called true positivandtéalse positive rate respectively in
the literature. Note that the performance can also be measured usingetyative rate and false negative rate. Since we
have ‘true negative rate’=1-‘false alarm rate’ and ‘false negatite’'+1-‘anomaly detection rate’, showing only anomaly

detection rate and false alarm rate is adequate.
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Fig. 8. Examples of anomaly detection in the corridor entrance/exit s¢aj&(c): An abnormal behaviour pattern was
detected as being abnormal by the model trained using an unlabelleétdathie it was detected as being normal by the
model trained using the same but labelled dataset. It shows a persakingneto the office area without using an entry
card. (b)&(d): A normal behaviour pattern which was detected ctlyrdy the model trained using an unlabelled dataset,
but detected as being abnormal by the model trained using the saméeblltdadataset. The third frame from left in (b)
shows an error in event detection (an ‘in corridor with the entrance-dosed’ event was detected as an ‘entering/leaving
the side-doors’ event). Note that a smaller valu&gfmeans that it is more likely for the behaviour pattern to be abnormal.
Tha was set to—0.2.

of false alarm and mis-detection by models trained usingllet data. It is noted that the
lower tolerance towards event detection errors was the meaison for the higher false alarm
rate of models trained using labelled data (see Fig. 8(b)&fdan example).

Recognition of normal behaviour —To measure the recognition rate, the normal behaviour
patterns in the testing sets were manually labelled intemiht behaviour classes. A normal
behaviour pattern was recognised correctly if it was dettets normal and classified into
a behaviour class containing similar behaviour patternthéncorresponding training set by
the learned behaviour model. We first compare the performarficnodels trained using
labelled and unlabelled data. Table 1l shows that the nwdelined using labelled data
achieved slightly higher recognition rates compared tesé¢hmained using unlabelled data.
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Normal Behaviour Recognition Rate (%)

Unlabelled 77.9+ 4.8
Labelled 84.7+ 6.0
TABLE llI

COMPARING THE PERFORMANCE OF MODELS TRAINED USING UNLABELLBE AND LABELLED DATA ON CORRIDOR

NORMAL BEHAVIOUR RECOGNITION. THE RESULTS WERE OBTAINED WITHT'h4 = —0.2.

To have a more complete picture of the performance on normad\bour recognition, the
standard confusion matrix is utilised. Fig. 7(b) shows tiwen a normal behaviour pattern
was not recognised correctly by a model trained using ulibéata, it was most likely to
be recognised as belonging to another normal behavious.ds the other hand, Fig. 7(c)
shows that for a model trained by labelled data, a normal\betapattern was most likely
to be wrongly detected as an anomaly if it was not recognisecectly. This contributed to
the higher false alarm rate for the model trained by labedlath.

Our online LRT method was also compared with the conventidbiamethod for online
normal behaviour recognition using unlabelled data thimedels. Examples are shown in
Fig. 9. It is noted that based on our online LRT method, norbediaviour patterns were
reliably and promptly recognised after sufficient visualdence had become available (see
Fig. 9(c) & (g)). On the contrary, based on the ML method deass on behaviour recognition
were made prematurely and unreliably due to the ambiguamsng different behaviour
classes (see Fig. 9 (d)&(h)).

B. Aircraft Docking Area Behaviour Monitoring

Dataset and feature extraction —Now we consider an outdoor scenario. A fixed CCTV
camera was mounted at an aircraft docking area, monitohagircraft docking procedure.
Typical visually detectable behaviour patterns in thisngcevolved the aircraft, the airbridge
and various ground vehicles (see Fig. 10). The capturedovsdguences have a very low
frame rate of 2Hz which is common for CCTV surveillance videlbach image frame has
a size of 326240 pixels. Our database for the experiments consists of & 27/ames of
video data (around 10 hours of recording) that cover diffetenes of different days under
changing lighting conditions, from early morning, middaylate afternoon. The video was
segmented automatically using an online segmentatiorridigo proposed in [27], giving
59 video segments of actual behaviour pattern instances &sgment has on average 428
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Fig. 9. Compare our LRT method with ML method for online normal behaviecognition. (a): An abnormal behaviour
pattern where two people attempted to enter an office area without an anttylcresembles C2 in the early stage. (b):
The behaviour pattern was detected as anomaly from Frame 62 till theased bnQ;. (c): The behaviour pattern between
Frame 40 to 53 was recognised reliably as C2 using our LRT methodebleéang detected as an anomaly. (d) The behaviour
pattern was wrongly recognised as C3 before Frame 20 using the Mloche(l): A normal C3 behaviour pattern. Note
that it can be interpreted as either C1 or C3 before the person entersii¢ideor. (f): The behaviour pattern was detected
as normal throughout usin@:. (g): It was recognised reliably as C3 from Frame 83 till the end usingL&T method.

(h): The behaviour pattern was recognised prematurely and unrebabgither C1 or C3 before Frame 83 using the ML

method.

frames with the shortest 74 and longest 2841.

Model training — A training set now consisted of 40 video segments and theinémgal9
were used for testing. As in the corridor behaviour monitgrexperiments, 20 trials were
conducted, each of which had a different random training Betcompare models trained
using unlabelled data with those trained using labelled,dateach training session a model
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aircraftArrival  aitbridgeConnection

aircraftDeparture  airbridgeDisconnection

frontalCatering Service

Fig. 10. Typical, visually detectable behaviour patterns in an aircrafidgcscene.

Al | Aircraft arrives A2 | Airbridge connected A3 | Frontal cargo service
A4 | Frontal catering service A5 | Aircraft departs A6 | Airbridge disconnected
TABLE IV

SIX CLASSES OF COMMONLY OCCURRED BEHAVIOUR PATTERNS IN THE RPORT SCENE

was also trained using an identical but labelled training ®a average 9 behaviour classes
were manually identified for the labelled training sets iglegrial. Six classes were always
identified in each training set (see Table V). On averagg #ecounted for 74% of the
labelled training data.

Given a training set, discrete events were detected andifodas resulting in 8 classes of
events corresponding to the common constituents of all\beh&in this scene (see Fig. 1).
These events were mainly triggered by the movements of ticealti airbridge and various
ground vehicles involved in an aircraft docking servicecler It is noted that our event
detector makes more mistakes for the aircraft docking scengared to that for the indoor
corridor scene. This is due to the more challenging naturthefscenario in the sense that
(2) the lighting condition in the aircraft scene was far Iessble, (2) the image resolution
of the moving objects in the aircraft scene were lower, arjadtl{8 movements of different
objects in the aircraft scene were occluded a lot more.

In each training session, the 40 unlabelled training behavpatterns were represented
based on the event detection results and clustered to baitsngosite behaviour model. On
average 7 eigenvectors were automatically determined iag Ibelevant for clustering with
the smallest 4 and largest 10. The number of clusters for gaaking set was determined
automatically as 2 and 6 in every trial without and with relet eigenvector selection
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respectively. By observation, each of the 6 discovered dasders mainly contained samples
corresponding to one of the 6 behaviour classes listed ifeT&b In each session, a model

was also built using labelled data for comparison.

Al.

2

A3

A4

04t 4 s

Detection rate (mean)

= = =labelled
02 s unlabelled

0O 01 02 03 04 05 06 07 08 09 1 , , . " " " , " . " " N
False alarm rate (mean) AL A2 A3 A4 AS A6 Abnormal AL A2 A3 A4 A5 A6 Abnormal |

(a) ROC curves, labelled and unlabelled models (b) Confusiatrix, unlabelled models  (c) Confusion matrix, labelled medel

Fig. 11. (a): Comparing the performance of anomaly detection usingaftidocking behaviour models trained by labelled
and unlabelled data. The mean ROC curves were obtained over 20 tj&léc)( Comparing the performance of behaviour
recognition using models trained by labelled and unlabelled data. The twWosomm matrices were obtained by averaging
the results over 20 trials witli'h 4 = —0.5. Each row represents the probabilities of the corresponding class d@ifigsed

with all the other classes averaged over 20 trials.

Anomaly Detection Rate (%) False Alarm Rate (%

Unlabelled 79.24+ 8.3 5.1+ 3.9
Labelled 71.0+ 10.7 124+ 5.2
TABLE V

THE MEAN AND STANDARD DEVIATION OF THE ANOMALY DETECTION RATE AND FALSE ALARM RATES FOR AIRCRAFT
DOCKING BEHAVIOUR MODELS TRAINED USING UNLABELLED AND LABELLED DATA. THE RESULTS WERE OBTAINED

OVER 20 TRIALS WITH Tha = —0.5.

Anomaly detection —Each behaviour pattern in a testing set was detected as denoymal
when Eqn. (17) was satisfied at any time affg¢r = 3K, = 24 frames. The accumulating
factora for computing@, was set td).1 (same as in the corridor behaviour monitoring exper-
iments). Fig. 11(a) shows that the models trained usingbetiled data outperformed those
trained using labelled data. The results are slightly iofeto those obtained in the corridor
entrance/exit behaviour modelling experiments (compakig. 11(a) with Fig. 7(a)). It is
not surprising due to the factor that the data collectedimabtdoor scenario are much more
noisy and also more sparse while the behaviour capturedeirdlta are more complicated.
It is not surprising since the data collected in this outdee®@nario are much more noisy and
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sparse, and the behaviour captured in the data are more icatedl Fig. 12(b)&(f) show
examples of online reliable anomaly detection using ourtimme anomaly measure.

Normal Behaviour Recognition Rate (%)

Unlabelled 7214+ 5.4
Labelled 7954+ 4.8
TABLE VI

COMPARING THE PERFORMANCE OF MODELS TRAINED USING UNLABELLBE AND LABELLED DATA ON AIRCRAFT

DOCKING NORMAL BEHAVIOUR RECOGNITION. THE RESULTS WERE OBTAINED WITHI'h4 = —0.5.

Recognition of normal behaviour patterns — The normal behaviour recognition results
obtained using models trained by unlabelled and labelled aiee illustrated in Table VI and
Fig. 11(b)&(c). The results were consistent with those ilafd in the corridor entrance/exit
scene experiments. In particular, the recognition ratelightyy lower for models trained
using unlabelled data. However, when not being recognisetectly, a normal behaviour
pattern is more likely to be detected as anomaly using alEbelata trained model. This
resulted in higher false alarm rate. Examples of onlineabddi behaviour recognition using
our online LRT method are shown in Fig. 12 in comparison wité ML method. It can be
seen that our LRT method is superior to the ML method in thatnab behaviour patterns
can be reliably and promptly recognised after sufficient@igvidence had become available
to overcome the ambiguities among different behaviourselas

VII. DISCUSSIONS ANDCONCLUSIONS

The key findings of our experiments are summarised and dieduas below:

1) Our experiments show that a behaviour model trained uamgnlabelled dataset is
superior to a model trained using the same but labelled elalasdetecting anomaly
from an unseen video. The former model also outperformsdtierlin distinguishing
abnormal behaviour patterns from normal ones contaminbyedrrors in behaviour
representation. In comparison, a model trained using migniahelled data may have
an advantage in explaining data that are well-defined. Heweéxaining using labelled
data does not necessarily help a model with identifying hov&ances of abnormal
behaviour patterns as the model tends to be brittle and tasst in dealing with
instances of behaviour that are not clear-cut in an opetdvemenario (i.e. the number
of expected normal and abnormal behaviour cannot be preatkeéxhaustively).
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Fig. 12. Compare our LRT method with ML method for online normal b&havrecognition in an aircraft docking scene.
(a): An abnormal behaviour pattern where a truck brought engirtediix a ground power cable problem. It resembled A4
in the early stage. (b): It was detected as anomaly from Frame 147 tilintiebased or):. (c): The behaviour pattern
between Frame 53 to 145 was recognised reliably as A4 using LRT beém@ming abnormal and being detected using
Q:. (d) The behaviour pattern was wrongly recognised as A3 betweeneR88 to 98 using the ML method. (e): A normal
Al behaviour pattern. (f): The behaviour pattern was detected asahdhnoughout based o@:. (g): It was recognised

reliably as Al from Frame 73 till the end using LRT. (h): It was wronglgagnised as A2 between Frame 12 to 49 using
ML. In (a) and (e), detected events are illustrated using the same calbemg as in Fig. 1.

2) Our eigenvector selection based spectral clusteringyigihgn is capable of discovering
natural grouping of behaviour patterns in the training d&ar experiments show
that our simple data-driven eigenvector selection algoriworks well on real world
behaviour data. Furthermore, the eigenvector selectiem st the algorithm is critical
for determining the optimal number of behaviour patterrssdes.

3) Our online Likelihood Ratio Test (LRT) based normal bebavirecognition method is
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superior to the conventional ML based method. Since norrabbwiour recognition is
performed after anomaly detection, it is plausible to carcstthe alternative model as a
mixture of other normal behaviour patterns. This is the kesnake a LRT method work
because the performance of a LRT method depends on the egafr@onstructing
the alternative model.

Since our event detection method is based on unsuperviseding, the detected event
classes may not have a clear semantic meaning. In addibome €vent classes deemed as
important by human may not be detected due to the lack of Vesuidence or ambiguities
between event classes (e.g. the ‘swipe card’ event in thédoorentrance/exit scene). Nev-
ertheless, our experiments suggest that the proposed dhesttadble to cope with the errors
in event detection. This, as we mentioned earlier, is mailig to the fact that the temporal
information about the occurrence of events is exploitedeuradprobabilistic framework.

It is possible to develop a Baum-Welch [1] like EM algorithmttee mixture of DBNs
(Egn. (14)) to learn the behaviour model directly rathemthaking a stepped approach
as proposed in the paper. A model selection criterion sudBl@scan then be employed to
determine the number of behaviour classes automaticaflighacorresponds to the number of
mixtures in the directly learned model. However, in prazteEarning the model directly brings
about the initialisation problem which could lead to poaesults compared to the proposed
stepped approach. The initialisation problem always exiest a model based clustering
algorithm (e.g. Gaussian Mixture Models). However, thebpem becomes rather acute in
the case of clustering using mixture of DBNs because the nuwibparameters needed to
describe the model is very large and the EM algorithm usedrfodel learning will suffer
severely from the local minimum problem and prone to ovar@ttit would be interesting to
investigate possible solutions to the initialisation peob and compare the results obtained
using the direct approach with those of the stepped apprpeaposed in this work.

It is also noted that our behaviour profiling framework is iftde in the sense that it allows
for the use of different behaviour segmentation, repredemt, and affinity measurement as
long as a behaviour affinity matrix can be constructed. Feuntore, the unsupervised nature
of the framework allows it to be quickly adaptive to diffetesurveillance scenarios.

In conclusion, we have proposed a novel framework for robobhe behaviour recognition
and anomaly detection. The framework is fully unsupervised consisted of a number
of key components, namely a discrete event based behawpuesentation, a DBN based
behaviour affinity measure, a spectral clustering algorithith feature and model selection,
a composite behaviour model based on a mixture of DBNs, aimm-dccumulative anomaly
measure, and an online LRT based normal behaviour recogmtiethod. The effectiveness
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and robustness of our approach is demonstrated throughimgmes using datasets collected
from both indoor and outdoor surveillance scenarios.

This work is a serious effort to address the problem of angnaatection in realistic
scenarios. Nevertheless, there is still a long way to go tdsva general-purpose anomaly
detection method which can be applied to any type of scesalioparticular, the proposed
approach will not be able to cope with a very busy and unsiredtscenario. The limitation
is mainly caused by the representation aspect of the apprddare specifically, extremely
crowded dynamic scenes cause problem to our event detetkdhod because it is very
difficult and ambiguous to define and measure significantalishhanges that should be
associated to events. One of the possible improvements wene&e would be developing
more sophisticated and robust event detection methods loaisgnalysis of flow dynamics for
extremely crowded dynamic scenes and investigating theilgibyy of combining rule-based
behaviour profiling approaches with statistical learniagdd approaches. Another drawback
of the work is that it does not cope with changes of visual exintvhich could affect the
definition of what is normal and abnormal. In other words,etrained the model cannot be
adapted automatically to new observations. Our ongoingkwuerefore also includes adding
adaptive and incremental learning features into the fraoniew

Finally, it is worth pointing out that despite the best effofrom an increasing number of
researchers, we are still at the very early stage of undetistg the video behaviour anomaly
detection problem. We believe strongly that in order to msikmificant progress a number
of open questions need to be addressed. One of the quesiah®ut how to make use of
domain knowledge for anomaly detection. One of reasons whgam can detect anomaly
so effortlessly is because an enormous amount of domain Ikdge/common sense about
the scenarios has been accumulated and employed for deaisiking. How can a machine
learn such knowledge which is hidden in almost unlimited anmtoof data? How can the
learning process be speeded up with supervisions from htirAadlosely related question
would be how knowledge about one domain can be generalisethérs? Again, human has
the ability to generalise knowledge so that anomaly can lectel even in an unfamiliar
domain. How to enable a machine to possess the same abilihaswe do not have to re-do
the learning from scratch when an anomaly detection algorits applied to a completely
different scenario? We envisage that these questions withb focus of research on video

anomaly detection for years to come.
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