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Video Behavior Profiling for Anomaly Detection

Tao Xiang, Member, IEEE, and Shaogang Gong

Abstract—This paper aims to address the problem of modeling video behavior captured in surveillance videos for the applications of

online normal behavior recognition and anomaly detection. A novel framework is developed for automatic behavior profiling and online
anomaly sampling/detection without any manual labeling of the training data set. The framework consists of the following key components:
1) Acompact and effective behavior representation method is developed based on discrete-scene event detection. The similarity between
behavior patterns are measured based on modeling each pattern using a Dynamic Bayesian Network (DBN). 2) The natural grouping of
behavior patterns is discovered through a novel spectral clustering algorithm with unsupervised model selection and feature selection on
the eigenvectors of a normalized affinity matrix. 3) A composite generative behavior model is constructed that is capable of generalizing
from a small training set to accommodate variations in unseen normal behavior patterns. 4) A runtime accumulative anomaly measure is
introduced to detect abnormal behavior, whereas normal behavior patterns are recognized when sufficient visual evidence has become
available based on an online Likelihood Ratio Test (LRT) method. This ensures robust and reliable anomaly detection and normal behavior
recognition at the shortest possible time. The effectiveness and robustness of our approach is demonstrated through experiments using
noisy and sparse data sets collected from both indoor and outdoor surveillance scenarios. In particular, it is shown that a behavior model
trained using an unlabeled data set is superior to those trained using the same but labeled data set in detecting anomaly from an unseen
video. The experiments also suggest that our online LRT-based behavior recognition approach is advantageous over the commonly used

Maximum Likelihood (ML) method in differentiating ambiguities among different behavior classes observed online.

Index Terms—Behavior profiling, anomaly detection, dynamic scene modeling, spectral clustering, feature selection, Dynamic

Bayesian Networks.

1 INTRODUCTION

THERE is an increasing demand for automatic methods for
analyzing the vast quantities of surveillance video data
generated continuously by closed-circuit television (CCTV)
systems. One of the key objectives of deploying an automated
visual surveillance system is to detect abnormal behavior
patterns and recognize the normal ones. To achieve this
objective, previously observed behavior patterns need to be
analyzed and profiled, upon which a criterion on what is
normal/abnormal is drawn and applied to newly captured
patterns for anomaly detection. Due to the large amount of
surveillance video data to be analyzed and the real-time
nature of many surveillance applications, it is very desirable
to have an automated system that runs in real time and
requires little human intervention. In the paper, we aim to
develop such a system that is based on fully unsupervised
behavior profiling and robust online anomaly detection.

Let us first define the problem of automatic behavior
profiling for anomaly detection. Given a 24/7 continuously
recorded video or an online CCTV input, the goal of
automatic behavior profiling is to learn a model that is
capable of detecting unseen abnormal behavior patterns
while recognizing novel instances of expected normal
behavior patterns. In this context, we define an anomaly as
an atypical behavior pattern that is not represented by
sufficient samples in a training data set but critically satisfies
the specificity constraint to an abnormal pattern. This is
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because one of the main challenges for the model is to
differentiate anomaly from outliers caused by noisy visual
features used for behavior representation. The effectiveness
of a behavior profiling algorithm shall be measured by
1) how well anomalies can be detected (that is, measuring
specificity to expected patterns of behavior) and 2) how
accurately and robustly different classes of normal behavior
patterns can be recognized (that is, maximizing between-
class discrimination).

To solve the problem, we develop a novel framework for
fully unsupervised behavior profiling and online anomaly
detection. Our framework has the following key components:

1. A scene event-based behavior representation. Due to the
space-time nature of behavior patterns and their
variable durations, we need to develop a compact
and effective behavior representation scheme and to
deal with time warping. We adopt a discrete scene
event-based image feature extraction approach [8].
This is different from most previous approaches such
as [24], [16], [14], [3] where image features are
extracted based on object tracking. A discrete event-
based behavior representation aims to avoid the
difficulties associated with tracking under occlusion
in noisy scenes [8]. Each behavior pattern is modeled
using a Dynamic Bayesian Network (DBN) [7], which
provides a suitable means for time warping and
measuring the affinity between behavior patterns.

2. Behavior profiling based on discovering the natural group-
ing of behavior patterns using the relevant eigenvectors of a
normalized behavior affinity matrix. A number of affinity
matrix-based clustering techniques have been pro-
posed recently [25], [23], [30]. However, these
approaches require a known number of clusters.
Given an unlabeled data set, the number of behavior
classes is unknown in our case. To automatically
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determine the number of clusters, we propose to first
perform unsupervised feature selection to eliminate
those eigenvectors that are irrelevant/uninformative
in behavior pattern grouping. To this end, a novel
feature selection algorithm is derived, which makes
use of the a priori knowledge on the relevance of each
eigenvector. Our unsupervised feature selection
algorithm differs from the existing techniques such
as [12], [6] in that it is simpler, more robust, and thus
able to work more effectively even with sparse and
noisy data.

3. A composite generative behavior model using a mixture of
DBNs. The advantages of such a generative behavior
model are twofold: a) It can accommodate well the
variations in the unseen normal behavior patterns in
terms of both duration and temporal ordering by
generalizing from a training set of a limited number
of samples. This is important because in reality, the
same normal behavior can be executed in many
different normal ways. These variations cannot
possibly be captured in a limited training data set
and need to be dealt with by a learned behavior
model. b) Such a model is robust to errors in
behavior representation. A mixture of DBNs can
cope with errors that occurred at individual frames
and is also able to distinguish an error corrupted
normal behavior pattern from an abnormal one.

4. Online anomaly detection using a runtime accumulative
anomaly measure and normal behavior recognition using
an online Likelihood Ratio Test (LRT) method. A runtime
accumulative measure is introduced to determine
how normal/abnormal an unseen behavior pattern is
on the fly. The behavior pattern is then recognized as
one of the normal behavior classes if detected as being
normal. Normal behavior recognition is carried out
using an online LRT method, which holds the decision
on recognition until sufficient visual features have
become available. This is in order to overcome any
ambiguity among different behavior classes observed
online due to insufficient visual evidence at a given
time instance. By doing so, robust behavior recogni-
tion and anomaly detection are ensured at the shortest
possible time, as opposed to previous work such as [2],
[8], [16], which requires completed behavior patterns
to be observed. Our online LRT-based behavior
recognition approach is also advantageous over
previous ones based on the Maximum Likelihood (ML)
method [31], [8], [16]. An ML-based approach makes a
forced decision on behavior recognition at each time
instance without considering the reliability and
sufficiency of the accumulated visual evidence.
Consequently, it can be error prone.

Note that our framework is fully unsupervised in that
manual data labeling is avoided in both the feature
extraction for behavior representation and the discovery of
the natural grouping of behavior patterns. There are a
number of motivations for performing behavior profiling
using unlabeled data: First, manual labeling of behavior
patterns is laborious and often rendered impractical given
the vast amount of surveillance video data to be processed.
More critically though, manual labeling of behavior patterns
could be inconsistent and error prone. This is because a
human tends to interpret behavior based on the a priori
cognitive knowledge of what should be present in a scene
rather than solely based on what is visually detectable in the
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scene. This introduces a bias due to differences in experience
and mental states.

It is worth pointing out that the proposed framework is by
no means a general one, which can be applied to any type of
scenarios. In particular, the proposed approach, as demon-
strated by the experiments presented in Section 6, is able to
cope with a moderately crowded scenario thanks to the
discrete event-based behavior representation. However, an
extremely busy and unstructured scenario such as an
underground platform in rush hours will pose serious
problems to the approach. This will be discussed in depth
later in this paper.

The rest of the paper is structured as follows: Section 2
reviews related work to highlight the contributions of this
work. Section 3 addresses the problem of behavior
representation. The behavior profiling process is described
in Section 4, which also explains how a composite
generative behavior model can be built using a mixture of
DBNs. Section 5 centers about the online detection of
abnormal behavior and recognition of normal behavior
using a behavior model. In Section 6, the effectiveness and
robustness of our approach is demonstrated through
experiments using noisy and sparse data sets collected
from both indoor and outdoor surveillance scenarios. The
paper concludes in Section 7.

2 RELATED WORK

Much work on abnormal behavior detection® took a
supervised learning approach [16], [14], [8], [5], [3] based
on the assumption that there exist well-defined and known
a priori behavior classes (both normal and abnormal).
However, in reality, abnormal behavior is both rare and far
from being well defined, resulting in insufficient clearly
labeled data required for supervised model building.

More recently, a number of techniques have been
proposed for unsupervised learning of behavior models
[34], [9], [2], [28]. They can be further categorized into two
different types according to whether an explicit model is
built. Approaches that do not model behavior explicitly either
perform clustering on observed patterns and label those
forming small clusters as being abnormal [34], [9] or build a
database of spatiotemporal patches using only regular/
normal behavior and detect those patterns that cannot be
composed from the database as being abnormal [2]. The
approach proposed in [34] cannot be applied to any
previously unseen behavior patterns and therefore is only
suitable for postmortem analysis but not for on-the-fly
anomaly detection. This problem is addressed by the
approaches proposed in [9] and [2]. However, in these
approaches, all the previously observed normal behavior
patterns must be stored either in the form of histograms of
discrete events [9] or ensembles of spatiotemporal patches [2]
for detecting anomaly from unseen data, which jeopardizes
the scalability of these approaches.

There is also another approach that differs from both the
supervised and unsupervised techniques above. A semisu-
pervised model was introduced in [33] with a two-stage
training process. In stage one, a normal behavior model is
learned using labeled normal patterns. In stage two, an
abnormal behavior model is then learned unsupervised using

1. The notion of abnormal behavior appeared in different names in the
literature including unusual, suspicious, or surprising behavior/events/
activities, or simply anomaly, abnormality, irregularities, or outliers.
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Bayesian adaptation. This approach still suffers from the
laborious and inconsistent manual data labeling process.

In our work, an explicit model based on a mixture of DBNs
is constructed in an unsupervised manner to learn specific
behavior classes for automatic detection of abnormalities on
the fly given unseen data. Compared to our previous work
[28], we develop a more principled criterion for anomaly
detection and normal behavior recognition based on a
runtime accumulative anomaly measure and an online LRT
method originally proposed for keywords detection in speech
recognition [26]. This makes our approach more robust to
noise in behavior representation. Our approach is similar to
[9] in that behavior patterns are represented using discrete
events. However, the manual labeling of objects of interests
and manual event annotation are required in [9], which make
it not fully unsupervised. Moreover, the behavior representa-
tionin [9] is based on an event histogram that ignores/throws
away any information about the duration of an event. Such a
behavior representation thus has less discriminative power
compared to our method. Note that the anomaly detection
method proposed in [9] was claimed to be online. Never-
theless, in [9], anomaly detection is performed only when the
complete behavior pattern is observed, whereas in our work,
itis performed on the fly. Our work is similar in spiritto [2] in
that the behavior model (constructed in [2] as a database of
video patches) isable to infer and generalize from the training
data to unseen data. However, apart from the scalability
problem mentioned above, the approach in [2] has limitations
in capturing the temporal ordering aspect of a behavior
pattern due to the constraint on the size of the video patches.
In particular, the approach can only detect unusual local
spatiotemporal formations from a single objects rather than
subtle abnormalities embedded in the temporal correlations
among multiple objects that are not necessarily close to each
other in space and time. In summary, the key advantages of
the proposed approach over previous approaches are as
follows: 1) it is based on constructing a composite generative
behavior model that scales well with the complexity of
behavior and is robust to errors in behavior representation
and 2) it performs on-the-fly anomaly detection and is
therefore suitable for real-time surveillance applications.

3 BEHAVIOR PATTERN REPRESENTATION

3.1 Video Segmentation

The goal is to automatically segment a continuous video
sequence V into N video segments V ... fvy;...;Vn;...; VNG
such that, ideally, each segment contains a single behavior
pattern. The nth video segment v, consisting of T,, image
framesisrepresentedas vy ... kln1;...; Ine; ... InT, , Where Iy
is the tth image frame. Depending on the nature of the video
sequence to be processed, various segmentation approaches
can be adopted. Since we are focusing on surveillance video,
the most commonly used shot change detection-based
segmentation approach is not appropriate. In a not-too-busy
scenario, there are often nonactivity gaps between two
consecutive behavior patterns that can be utilized for activity
segmentation. In the case where obvious nonactivity gaps are
not available, the online segmentation algorithm proposed in
[27] can be adopted. Specifically, video content is represented
as a high-dimensional trajectory based on automatically
detected visual events. Breakpoints on the trajectory are then
detected online using a Forward-Backward Relevance (FBR)

procedure. Alternatively, the video can be simply sliced into
overlapping segments with a fixed time duration [34].

3.2 Event-Based Behavior Representation

First, an adaptive Gaussian mixture background model [24]
is adopted to detect foreground pixels, which are modeled
using Pixel Change History (PCH) [29]. Second, the
foreground pixels in a vicinity are grouped into a blob
using the connected component method. Each blob with an
average PCH value greater than a threshold is then defined
as a scene event. A detected scene event is represented as a
seven-dimensional (7D) feature vector

f o X y;wih; R MpX; Mpy 1

where Xx;y is the centroid of the blob, w;h is the blob
dimension, Rg is the filling ratio of foreground pixels within
the bounding box associated with the blob, and Myx; Mpy
are a pair of first-order moments of the blob represented by
PCH. Among these features, Xx;y are location features,
w; h and Rg¢ are principally shape features but also contain
some indirect motion information, and Myx;Myy are
motion features capturing the direction of object motion.
Third, clustering is performed in the 7D scene eventfeature
space using a Gaussian Mixture Model (GMM). The number
of scene event classes K, captured in the videos is determined
by automatic model order selection based on the Bayesian
Information Criterion (BIC) [21]. The learned GMM is used to
classify each detected event into one of the K, event classes.
Finally, the behavior pattern captured in the nth video
segment vy, is represented as a feature vector P, given as

Pn .. Pnti-- iPnt-- i Par, 2

where T, is the length of the nth video segment, and the
tth element of Py, is a Ke.-dimensional variable

Prt - Phe- PR ipne 3

Pne corresponds to the tth image frame of vy, where pK, is
the posterior probability that an event of the kth event class
has occurred in the frame, given the learned GMM. If an
event of the kth class is detected in the tth image frame of v,
we have 0 < pX,  1; otherwise, we have pK, ... 0. Our event-
based behavior representation is illustrated through an
example in Fig. 1. Note that different classes of events
occurred simultaneously (see Fig. 1a).

It is worth pointing out the following: 1) A behavior
pattern is decomposed into temporally ordered semantically
meaningful scene events. Instead of using low-level image
features such as location, shape, and motion (1) directly for
behavior representation, we represent a behavior pattern
using the probabilities of different classes of events occurring
in each frame. Consequently, the behavior representation is
compact and concise. This is critical for a model-based
behavior profiling approach because model construction
based upon concise representation is more likely to be
computationally tractable for complex behavior. 2) Different
types of behavior patterns can differ either in the classes of
events they are composed of or in the temporal orders of the
event occurrence. For instance, behavior patterns A and B are
deemed as being different if 1) A is composed of events of
classes a, b, and d, whereas B is composed of events of classes
a,cand e; or 2) both A and B are composed of events of classes
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Fig. 1. Event-based behavior representation for an aircraft docking video. Details of the video can be found in Section 6.2. (b) shows that eight
classes of events are detected automatically using BIC. Different classes of events are highlighted in the image frame using bounding boxes in
different colors in (a). The spatial and temporal distribution of events of different classes throughout the sequence is illustrated in (c) and (d),
respectively, with centroids of different classes of events depicted using the same color coding scheme as (a). In particular, events corresponding to
the movements of objects involved in the front cargo and catering services are indicated in red, cyan, and magenta; events corresponding to a
moving and stopping aircraft and airbridges are indicated in black and green (rectangular), respectively; and events corresponding to the movements
of aircraft-pushing vehicles, passing-by vehicles in the back, and rear catering vehicles are in blue, yellow, and green (cross), respectively.

a, ¢ and d; however, in A, event (class) a is followed by c,
whereas in B, event (class) a is followed by d.

4 BEHAVIOR PROFILING

The behavior profiling problem can now be defined formally.
Consider a training data set D consisting of N feature vectors

D..fP:y;...;Pn;...;PnG; 4

where P, is defined in (2), representing the behavior pattern
captured by the nth video segment v,. The problem to be
addressed is to discover the natural grouping of the training
behavior patterns upon which a model for normal behavior
can be built. This is essentially a data clustering problem with
the number of clusters unknown. There are a number of
aspects that make this problem challenging: 1) Each feature
vector Py, can be of different lengths. Conventional clustering
approaches such as K-Means and mixture models require
that each data sample is represented as a fixed length feature
vector. These approaches thus cannot be applied directly.
2) A definition of a distance/affinity metric among these
variable length feature vectors is nontrivial. Measuring
affinity between feature vectors of variable length often
involves Dynamic Time Warping (DTW) [11]. A standard
DTW method used in computer vision community would
attempt to treat the feature vector P, as a K¢-dimensional
trajectory and measure the distance of two behavior patterns
by finding correspondence between discrete vertices on two
trajectories. Since in our framework, a behavior pattern is
represented as a set of temporal correlated events, that is, a

stochastic process, a stochastic modeling-based approach is
more appropriate for distance measuring. Note that in the
case of matching two sequences of different lengths based on
video object detection, the affinity of the most similar pair of
images from two sequences can be used for sequence affinity
measurement [22]. However, since we focus on the modeling
behavior that could involve multiple objects interacting over
space and time, the approach in [22] cannot be applied
directly in our case. 3) Model selection needs to be performed
to determine the number of clusters. To overcome the
abovementioned difficulties, we propose a spectral cluster-
ing algorithm with feature and model selection based on
modeling each behavior pattern using a DBN. Fig. 2 shows a
diagrammatic illustration of our behavior profiling ap-
proach. It shows clearly that the proposed spectral clustering
algorithm (blocks inside the dashed box) is the core of the
approach. The key components of our approach are
explained in details in the following sections.

4.1 Affinity Matrix

DBNs provide a solution for measuring the affinity between
different behavior patterns. More specifically, each behavior
pattern in the training set is modeled using a DBN. To
measure the affinity between two behavior patterns repre-
sented as P; and Pj, two DBNs denoted as B; and B; are
trained on P; and Pj, respectively, using the expectation-
maximization (EM) algorithm [4], [7]. The affinity between P;
and P;j is then computed as
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