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Abstract—An online biometric verification system for use over the Internet and

requiring no specialist equipment is presented. Combining two distinct tests to

ensure authenticity, a typing style test and a mouse-based signature test, achieves

a fraudulent access rate of� 4.4 percent, while authentic users access with a rate of

� 99 percent.
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1 INTRODUCTION

WITH the increasing use of the Internet as a business and social tool,
it is becoming more important that secure access to sensitive and
personal information can be provided. Biometrics, the application of
statistical analysis to identify individuals through their biological or
physiological characteristics, is emerging as a key aspect in new
security systems. Using biometrics, it is possible to avoid pitfalls
encountered with traditional security systems where users are
required to keep information, such as passwords, safe [1].

Biometric data can be classified as physiological or behavioral
[2]. Physiological data remains stable over time (barring injury),
examples include fingerprints [3], iris and retinal scans [4], [5], and
hand geometry measurements [6]. Behavioral data may change
over time, typical examples include signatures [7], [8], [9], [10],
voice prints [11], [12], and typing styles [13], [14]. Among these
methods signatures are most likely to be subject to active forgeries.

In this paper, we present an online behavioral biometric
verification system that is used in addition to the standard
password match. The biometric system improves upon the security
level provided by password matching while greatly reducing the
risk of dictionary-based attacks. The system can be customized to
multiple Internet-based applications requiring secure authentica-
tion. The system uses no specialized equipment, requiring only an
Internet capable computer with a keyboard, a mouse, and a Java
compliant browser; other systems require specialist equipment
such as scanners (e.g., fingerprint, iris, retinal) and microphones.

2 SYSTEM OVERVIEW

The system introduced in this paper uses a hybrid approach to
verification, requiring an authenticity confirmation from both a
typing style test and a signature match. The first stage of our
system uses a neural network to verify authenticity based upon
keyboard dynamics of password input [15], [16]; the pattern of
button presses as the user enters a password. Using the password
input as the source of biometric data means the security benefits of
standard password verification are enhanced, while placing no
increase upon the user’s cognitive load.

The second stage of the system uses additional neural networks
that verify authenticity based upon an online signature match using
both temporal and spatial information. Unlike other systems [17],
[7], [8], [18], [19], [20], [21], [22], [23], we use the mouse as the input
device. Two existing user skills are therefore built upon; mouse use

and signature writing. Although a pen-based system could be more
desirable for ease-of-use this would negate the possibility of
accessing the system via the Internet using no specialized hardware;
a key advantage of the system presented here. Fig. 1a shows that
complex signatures may be drawn using the mouse.

By using passwords and signatures to gather biometric data, we
avoid negative social stigmas, unlike, for example, fingerprint
systems. In a questionnaire-based study conducted with 35 partici-
pants, we determined that 83 percent of people are happy to provide
signatures as ameansofverificationandof these 97percentwouldbe
happy to provide a signature for use on the Internet.

2.1 System Function

The neural network-based system functions in three distinct modes:
registration, training, and verification. During the registration
phase, new users are required to select a username and input a
chosen password and signature multiple times (40 in our experi-
ments). The gathered biometric data is processed to extract salient
information. The details of the salient information, specifically, the
feature points used for the authentic user are then stored in a
template file. During the training phase, a novel technique is used to
generate forged samples automatically fromauthentic user samples.
These forged samples, together with the authentic user samples, are
provided to a back-propagation neural network, which is trained
and stored upon the server. During verification, the user logs into
the system via an applet that accepts a username, password, and
signature. The user template file, retrieved from the server, contains
details of the authentic user’s salient features; these features are then
extracted from the input biometric data and sent to the server for
neural network verification. Because the template only contains
details of which features to use, and not the values that they should
produce, no clue, neither explicit nor implicit, as to signature shape
is provided. The template may therefore be communicated safely
between client and server.

2.2 Data Acquisition

Initial data was gathered from an experiment involving 41 parti-
cipants between the ages of 20 and 30, with each participant
registering with the system via a Web-based applet from various
(uncontrolled) locations. Each of the 41 participants was requested
to register using their own details and also asked to provide a test
set of forged samples for a random selection of other users. This
allowed an assessment of the authentic user consistency levels and
the degree of variation between authentic and impostor samples,
to determine uniqueness.

To be truly portable, this system makes minimal assumptions
about the available technology at the point of use. The main issues
encountered during data analysis relate to the direct reliance upon
the local Java VM (Virtual Machine) to accurately sample informa-
tion. At present, the Java VM technology produces inconsistent and
nonuniform sampling rates due to its reliance upon the underlying
hardware and software of the client machine. This inconsistency
means that noise is introduced into any sampled data. This system
has therefore been designed to be tolerant of this noise by using
neural networks trained with noisy genuine data and appropriately
noisy automatically generated forged data samples.

2.3 Preprocessing

No two signatures are identical, even when signed by the same
person. The lengths of the signature trace (in terms of the total
number of sampled points N), the spatial size and temporal
information will all vary. The input signature trace therefore needs
to be preprocessed to reduce the effect of these differences and to
convert it into a standard format. Signature traces are preprocessed
to normalize the total arc length (disjoint segments are joined to
produce a single continuous arc). Next, the total time taken to
produce the trace is normalized. Finally, the traces are linearly time
warped so that the N points contained in the signature trace are
replaced by N0 temporally equidistant points using the process
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described by Lee [18]. This step is necessary because the Java VM is

unable to sample at a constant rate, thus adding excess noise to the
input signature and exaggerating differences in input.

3 INFORMATION EXTRACTION

From the keyboard dynamics of password input, we extract two

complete sets of biometric data; latency times and hold times. Hold
times represent the length of time each key is held down, while
latency times indicate the time from releasing one key until pressing

the next. Because these values are to be fed into a neural network for
training they are normalized by the total time (to type the password)

to prevent network weight saturation during training.
It is possible to represent a signature using all information

obtainable from the raw signature trace. This is, however, undesir-

able becausemuchof the datawill not provide a significant degree of
uniqueness or consistency. The usage of such information could,

therefore, prove to be counterproductive. Storing all of the informa-
tion is also costly (in terms of space) and has implications for

processing overheads when training networks and verifying

signatures.
A signature may be represented by a set of extracted features

rather than all of the raw data. This system adapts a technique used
by Ozcan and Mohan [24], [25] to perform partial spatial shape
matching. Using this technique, angle and distance relationships
between internal points, as defined by (3.1), (3.2), and (3.3) and
illustrated by Figs. 2a, 2b, 2c, and 2d, are used for representation.

The Euclidean distance, dij, is between two points Si ¼ ðxi; yiÞ
and Sj ¼ ðxj; yjÞ. N 0 is the number of temporally equidistant points
contained in the signature after performing linear time warping.

dij ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
xj � xi
� �2þ yj � yi

� �2q
;

where 0 � i < j � N 0ð Þ _ i ¼ N 0; j ¼ 0ð Þ½ �N 0 ¼ 100:
ð3:1Þ

The vector associated with a point, Si, is obtained by the
function V ðSiÞ, which returns either a vector from the previous
point to the current, or from the last point to the first in the
trace.

IEEE TRANSACTIONS ON PATTERN ANALYSIS AND MACHINE INTELLIGENCE, VOL. 25, NO. 9, SEPTEMBER 2003 1167

Fig. 1. Typical signatures used in the system. The images above represent typical signatures supplied by the users of our system and manually constructed schematics
showing stroke sequences used in later testing of the system with forged signatures. The images show that remarkably complex signatures may be input with a mouse.
(a) The images show single stroke signatures (first four), multistroke signatures (next three), and picture signatures (remaining two). (b) These images show the
sequence of strokes as input by the authentic user.



V ðSiÞ ¼ Si � Si�1; if i > 0
V ðSiÞ ¼ Si � SN 0�1; otherwise where S indicates

vector normalization:

ð3:2Þ

The angle, aij, from Sito Sj,where 0 � i; j � N 0 is obtained from the

function A, which returns the clockwise angle between the two

vectors (see Fig. 2d):

aij ¼ AðV ðSiÞ; V ðSjÞÞ where VðSxÞ is defined by ð3:2Þ: ð3:3Þ

Touse the extracted angle anddistance information to characterize a

signature trace, a techniquemust be implemented to obtain both the

salient angle and distance relationships from any input signature.

The techniquemust obtain two sets of signature points (one angle set

and one distance set) from which relationships can be extracted.

This is performed with the intention of minimizing within-class

variance and maximizing between-class variance, where within-

class variance is the degree to which patterns belonging to the same

class differ and between-class variance is the degree to which

patterns belonging to different classes differ. Two approaches used

to extract this information are now presented.

3.1 Ranking Approach

Initial tests used a simple ranking algorithm to extract the most

consistent relationships within the data. The fitness for a relation-

ship between two points Si and Sj is given using the standard

deviation equation defined by (3.4).

fitnessðSi; SjÞ ¼

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
n
Xn
k¼0

fðxkÞ2 �
Xn
k¼0

f xkð Þ
 !2

0
@

1
A,nðn� 1Þ;

vuuut ð3:4Þ

where n is the number of signatures input by a specific user during
registration and fðxkÞ is a function that calculates either the
distance dij (3.1) or angle aij (3.3) between the points Si and Sj (as
defined by (3.1), (3.2), and (3.3) for signature k.

Relationships are ranked in order of fitness and the 10 fittest
angle and 10 fittest distance relationships used for signature
representation. Using this technique, the relationships all contain
two points that are too close together, in a temporal sense, to
provide an acceptable level of between-class variance. This occurs
because verification relies too heavily upon spatial matches, which
proved less reliable in tests than spatio-temporal matches.

In order to increase the amount of between-class variance when
obtaining relationships, the fitness function defined by (3.4) was
redefined by (3.5) so that a bias is applied toward points that are
further apart temporally.

fitnessðSi; SjÞ ¼

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
n
Xn
k¼0

fðxkÞ2 �
Xn
k¼0

fðxkÞ
 !2

0
@

1
A,nðn� 1Þ

vuuut
� ð j� ij j

�
N 0Þ;

ð3:5Þ

where jj� ij is the modulus of j� i. N 0 is defined by (3.1) and fðxÞ
and n are defined by (3.4).

The result of redefining (3.4) is that the identified relationships
provide a higher amount of between-class variance, as illustrated
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Fig. 2. Extracting relationships from signatures. The above images show how relationships are extracted from an input signature. (a) The input signature as seen by the

user. (b) The input signature trace represented as sampled points; the circles indicate the two points from which an angle is to be extracted, while the squares indicate the

points from which distance information is to be extracted. (c) An expanded view of the region information is to be extracted from. D1 indicates the Euclidean distance vector

between the two points. The two vectors V1 and V2 show the vectors that represent the two points. (d) The clockwise angle between the vectors V1 and V2 is determined.



by Figs. 3a and 3b. The relationships do, however, form localized
groups meaning verification is performed with a high reliance
upon a small number of comparison areas. This means that only a
small number of areas need to be replicated for authenticity to be
confirmed. This information is redundant, in any case, because the
neural networks will implicitly model areas of high consistency.

3.2 Genetic Approach

The novel genetic algorithm (GA) described in this section
improves upon the ranking approach to relationship extraction.
The GA finds relationships possessing better within and between-
class variance values than the ranking approach, using standard
survival of the fittest, selection, crossover, and mutation [26].
Relationships are found that are well distributed throughout the
signature, as illustrated by Figs. 3d and 3e. The GA is used to
encode each individual user’s angle and distance relationships and
is defined by (3.6), (3.7), and (3.8).

The genetic population P consists of c individual chromosomes

(100 in our experiments):

P ¼ ðC1;C2; . . . : :CcÞ: ð3:6Þ

Each chromosome C consists of g genes (10 in our experiments):

C ¼ ðG1;G2; . . . : :GgÞ: ð3:7Þ

Each gene G contains two different points in the signature, i.e., a

single relationship.

G ¼ ðSi;SjÞ where i < j: ð3:8Þ

The fitness of the individual genes is determined by the fitness

function defined in (3.5). Our Chromosome fitness function, CF,

defined by (3.9) averages the fitness of each of the constituent

genes where �, �, and � are bonus functions described below:
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Fig. 3. Information reduction in signatures. The signatures above have been input into the system during the registration phase. In all cases, the arrows represent the
distance relationships (the arrow heads show the to points). (a) and (b) The relationships extracted using the ranking approach form localized groups placing a high
reliance upon a small number of comparison areas. (c) This diagram shows a signature split into 10 temporally equidistant sections. When using genetic extraction a
bonus will be awarded for each temporal section containing a from point (start of an arrow) and to point (end of an arrow). (d) and (e) The arrows show that the genetically
determined relationships are more evenly distributed throughout the signature than using the ranking approach.



CF ¼
Xg
i¼1

fitnessðGiÞ
,

gþ �þ � þ �;where CF g is defined by

ð3:7Þ and fitnessðGiÞ is defined by ð3:5Þ and ð3:8Þ:
ð3:9Þ

To determine the bonus values, the signature must first be divided
into g sections. The bonus functions may then be used to satisfy a set
of conditions. Described below are the conditions necessary to
extract salient features and the bonus functions used to achieve this.

1. Extracted relationships provide low levels of within-class
variance, as they capture the salient features of the user
signature. The low level of within class variance is
provided by the use of the formula fitnessðGiÞ, which
determines the fitness of individual relationships within
the preprocessed signature trace.

2. The relationships are well-distributed throughout the
signature, maximizing the likelihood of high between-class
variance. This is achieved using functions � and �, which
both lie in the range {0..1}. Function � returns a bonus of
1=g for each section containing a from point (Si in
G ¼ ðSi;SjÞ). Function � returns a bonus of 1=g for each
section containing a to point (Sj in G ¼ ðSi; SjÞ).

3. The chromosome contains consistently fit genes, rather than
some fit and some unfit. This prevents authenticity being
verified based upon inconsistent (unfit) relationships.
Function � achieves this goal by penalizing chromosome
fitness in proportion to the fitness of the worst gene, using
the function ðMinð1:0� standard deviationðG0::iÞÞÞ.

4 LEARNING

Any neural network-based verification system requires sufficient
training data to enable generalization [27]. The authentic user may
provide positive samples at the registration phase. There are,
however, two main problems associated with obtaining false data
from real people; the authentic user’s password and signature
must be made available to others and people willing to provide a
sufficient number of good quality forged samples must be found.

4.1 Profile Space, Boundary Space, and False Pattern
Generation

The biometric data obtained from a specific user input resides in a
small sub-space of the entire signature space. It is possible to
authenticate an individual based upon whether their input data
falls within this profile space region; the difficulty for any system,
therefore, is determining the size and shape of the authentic user’s
profile space. In this system, the means and standard deviations
extracted from the data supplied at the time of registration (hold/
latency times or angle/distance relationships) are used to provide
an approximate model of the profile space. In each dimensional
plane, we assume a circular distribution; the mean values provide
the profile space center, while standard deviation values provide
the radius.

The most difficult forgeries to recognize are those that are very
similar to authentic samples, lying close to the authentic user’s
profile space. Forgeries which reside further from the profile space
can more easily be rejected by a verification system and need fewer
training examples. In training a high proportion of false samples
lying close to the profile space boundaries, within a boundary space
region were used along with a few outlying samples to ensure a
correct modeling of the problem domain. The boundary space
region is an enclosing subspace (around the profile space region)
whose radius is the same as the profile space radius (in each
dimension) and extends a further distance of 0.25 times the
relevant radius. False samples are generated within the boundary
space using pseudorandom values for each axis, based upon the
authentic user’s characteristic patterns (additional true samples are
similarly generated within the profile space using the same

technique). Difficult forgeries are generated because they often
lie outside the profile space in only one dimension.

4.2 Network Training

To perform user verification, this system uses three neural
networks each trained using the back-propagation algorithm [27].
The first network uses hold and latency times to test typing style,
the second and third networks use angle and distance information,
respectively, to test the input signature. Separate angle and distance
networks are used because a combined network could not be
trained to correctly model the problem. In order for authenticity to
be verified as genuine, the user input data must pass all three tests.

When performing gradient descent on the networks, it is
possible to overfit a problem such that the network remembers
the input patterns rather than establishing an ability to generalize.
The global minima of the training data error surface may provide a
bad solution here because the input patterns are remembered. In
order to combat this problem, this system uses a validation set
during training to test for an ability to generalize; gradient descent is
performedwith respect to the training set but the previously unseen
validation set is used to test for generalization ability. To create the
training, validation, and testing sets the authentic user data (and
autogenerated true data) is split between the three sets. False data is
generated for each using boundary space generation, with the
validation and testing sets using a boundary space slightly closer to
the profile space than the training set so that performance and
ability to generalize is assessed based upon more difficult samples.
The proportion of data in the training, validation, and testing sets,
respectively, is (3 percent, 27 percent, 70 percent), (15 percent,
0 percent, 85 percent), and (4 percent, 0 percent, 96 percent) in the
format (true, true (autogenerated), false (autogenerated)).

The input layer node size for the angle network and the distance
network is set at 10 and for the keyboard dynamics’ network is set at
((numberof letters inpassword*2) – 1). Theoutput size for eachof the
networks is 1 (accept or reject supplied credentials). Todetermine the
hidden layer size and structure for the networks, we used a genetic
algorithm employing an adaptive multipoint crossover strategy
combined with a survival of the fittest mechanism, roulette wheel
selection, andmutation operator [26]. TheGA indicated that a single
hidden 20-node layer should be used for the password network. For
the angle and distance networks, the GA indicated two hidden
layers, of 30-nodes each, should be used. The network threshold is
set to provide a good balance between FAR and FRR (with respect
to the testing set). We select the i value that maximizes
ð1� FAR2

i þ FRR2
i Þ, where FARi and FRRi are the FAR and

FRR values obtained when the network is run with threshold i.

5 RESULTS

In this section, the results obtained from this system are presented in
terms of FAR (False Accept Rate) and FRR (False Reject Rate). FAR is
the rate at which forged samples are accepted as genuine and FRR is
the rate at which genuine samples are rejected as forgeries.

5.1 Experimental Methods

To obtain FRR information users were asked to log into the system
twice a day for two weeks; at each login session, the users were
allowed five attempts to access the system, if after five attempts their
login was unsuccessful, the sessionwas classed as a false reject. This
methodology is the same as that used by Zwiesele et al. [28].

FAR information was obtained from a group of 41 participants,
each of whom was given a copy of the authentic user’s login,
password, signature, and stroke sequence (the details of how the
signature was written—see Fig. 1b). None of these would be
available to genuine forgers. The participants were asked to
attempt to fraudulently access the authentic user’s account using
these details, and if successful, a false accept was recorded. The
experiment provided a total of 1,500 fraudulent attempts to access
the 41 genuine accounts.
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5.2 System Performance

The FAR results obtained using this system are hereby presented;
values for 95 percent confidence intervals are provided in brackets.
The system has an overall FAR of 8.5 percent (�4.2 percent) when
signature stroke sequences are supplied (see Fig. 1b) and 7.0 percent
(�3.9 percent) if they are not. Using a familiar password and a single
or multistroke signature (which users can fairly easily generate),
users can expect an FAR of 4.9 percent (�4.1 percent) if stroke
sequences are supplied to forgers and 4.4 percent (�3.8 percent) if
they are not. Using picture signatures (which authentic users found
hard to produce consistently) the FAR increases to 16.3 percent
(�11.4 percent) if signature stroke sequences are supplied and
12.1 percent (�10.9 percent) if they are not.

A FRRwas recorded for the 41 users who logged into the system
20 times over two weeks. This rate varies little irrespective of
signature type. The overall FRR produced by this system degrades
as follows: FRR(5) = 0.2 percent, FRR(4) = 2.4 percent, FRR(3) =
7.8 percent, FRR(2) = 21.2 percent, and FRR(1) = 38.6 percent, where
FRR(1) means FRR given one attempt at each login.

6 CONCLUSIONS

This paper has introduced a new approach for providing secure
access over the Internet using biometric verification. The systemuses
a hybrid test to ensure that the set of credentials supplied to the
system at the login stage are genuine. The system is novel because it
is, to the best of the authors’ knowledge, the only mouse-based
Internet signature verification system to bedeveloped at this point in
time. The system is specifically designed for use in a potentially
hostile real world environment with uncontrolled and nonstandard
equipment.

The FAR of 4.4 percent produced by this system is extremely
encouraging and compareswellwith figures cited by other specialist
technology pen-based systems including Higashino (0.61 percent)
[10], Martens (1.5 percent) [15], and Hesketh (3.6 percent) [9]. The
keystroke-based system developed by Robinson [10] quotes an FAR
of 9 percent. In our system, the FAR for an average user is largely
determined by the type of the password and signature chosen, a
good addition to this systemmay therefore be a complexitymeasure
of the input signature that provides an estimation of security level
fed back to the user at the time of registration. This would assist the
user in choosing an appropriate form of their signature for the
desired level of security.

The FAR provided by this system is affected by the type of
password chosen by the authentic user (familiar versus randomly
selected). The use of a familiar password provides higher between-
class variance and lower within-class variance because users have
developed a style and level of consistency of input; however, when
using a randomly assigned word the input is less fluid and well
practiced and therefore less unique. This observation highlights the
importance of providing a system that may adapt over time to
model the improvements in user consistency. Adaptation can be
provided by performing periodic retraining of the entire system
using data accumulated from successful logins. Alternatively data
could be presented to the trained networks at each successful login
fromwhich an output error is calculated. A single back-propagation
pass is then performed, allowing gradual evolution of the networks.

The FRR(5), where FRR(5)means FRR given five attempts at each
login, of 0.2 percent provided by this system compares well with the
systems tested by Zwiesele et al. [28] where rates of 65.4 percent and
14.5 percent are cited. This system also compares favorably when
fewer than five attempts are allowed at each login.

It is anticipated that the FAR and FRR will decrease as better
hardware (improving sampling consistency) becomes available. We
believe that by producing forged samples based upon the genera-
tion of signature traces rather than relationship values the rates
could be reduced even further. This technique could provide
signatures that look like the authentic signatures and so relation-
ships could then be extracted based upon within and between-class

variance rather than using empirical values. We also note that this

system allows the threshold to be changed so that greater security or

reduced verification levels are required to allow users into the

system, this is useful as different applications will provide different

security requirements.
The results produced by this system are extremely encouraging

and suggest that widespread implementation of the system over

heterogeneous networks should be further investigated. The

system produces good FAR and FRR values even when genuine

passwords, signatures, and stroke sequences are provided to

forgers. Forgers cannot obtain these details from the final system

because only relationships and not the entire signature trace are

stored. The system is likely to benefit from lower skepticism levels

than other biometric systems because familiar tasks are built upon,

thus meaning that a faster deployment time should be possible.
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