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Abstract

We presenta unifyingframework for usinggameseman-
ticsasa basisfor programanalysis.Also,wepresenta case
studyof the techniques. Theunifying framework presents
games-basedprogram analysisas an abstract interpreta-
tion of an appropriate gamescategory in the category of
non-deterministicgames.Thecasestudyconcernsan ap-
plication to security.
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1 Intr oduction

Ouraimin thispaperis twofold: first,wepresentaunify-
ing framework for previouswork on usinggamesemantics
asa basisfor programanalysis;second,we presenta case
studyof the techniques.The unifying framework presents
games-basedprogramanalysisasanabstractinterpretation
of an appropriategamescategory in the category of non-
deterministicgames[6]. Thecasestudyconcernsanappli-
cationto security.

Previous work on games-basedprogramanalysis[16,
17] wasbasedonagraphicalrepresentationof termsin nor-
mal form with interactionlinks (which we calleddottedar-
rows) to capturethe dynamicsof computation;this work
wasrestrictedto typed,call-by-namelanguages.Herewe
show how thesegraphscanbe describedby a lax functor
betweenthe appropriatecategory of gamesand the cate-
gory of non-deterministicgamesin [6]. Thedottedarrows
arerecoveredby extendingthis functorto operateon paral-
lel composition.Within this underlyingframework we can
alsomodelcall-by-valuelanguages[5], untypedlanguages
[15] andlanguageswith controlfeaturessuchasexceptions
[14].

In theabsenceof higherorderfeatures,thebasicnotion
of securityis that, onceprogramvariablesaregiven a se-
curity clearance,no userableto readvaluesstoredin vari-
ableswith clearance� cangainany informationaboutval-
uesstoredin variableswith aclearancehigherthan � . Many
approacheswhich have clearcorrectnessresultsarebased
on a typesystemsecuritychecker [25, 12] in which these-
curity statusof a programcomponentis treatedin a very
similarway to typeinformationin a typedlanguage.In this
settinga correctnessresult amountsto a soundnessproof
for the type system. However the analogybetweentypes
and security is not completelyconvincing. A variableof
type integer is expectedto hold an integer valueindepen-
dentlyfrom thecontext it is in. This is to ensurethevalidity
of operationsover this variableandfor memoryallocation.
However securityis a muchmorecontextual notion. Con-
siderfor examplethefollowing program:����������	�
�	
�����
where

�
is “low security” variableand

�
a“high security”

variable. In [25] it is not possibleto certify the security
of
�

, because
	

shouldbe(becauseof
�

) a“high security”
variableandthenwewouldbreachsecuritywith

������	
or
	

shouldbe(becauseof
�

) a “low security”variableandthen
we would breachsecuritywith

	������
. However it is rather

obviousthatif
	

hasn’t beendeclared“high security”before
thestatement

������	
thenthereis no breachof securityin�

; thevariable
	

hasjustbecome“high security”becauseof	������
andwhatever it hasbeenin thepastdoesn’t matter.

Higherorderfeaturesintroduceadditionaldifficulties.In
this settingonecangetinformationaboutsecuredatawith-
out usingassignments.Considerthefollowing example:

let lookup x l = if l=[] then false
else if x= hd(l) then true

else lookup x (tail l)

Here whoever usesthis function can get information
aboutthe elementsof the list. Thenaturalrequirementfor



a function � is hencethat thesecurityof theapplicationof� to its argumentsshouldbeat leastashigh asthehighest
securityof its arguments.So in theabove exampleeven if
everybodycouldbeauthorisedto use ����������� , theresultof�����������! #" couldn’t bereadby someonenot authorisedto
read" .

This approachto security is the one followed by [12]
(andis basedonsimilar ideasusedby [22] in theframework
of integrity). Both theseapproachesarehowever basedon
typesanda rigidity similar to theonewe have alreadyno-
ticedin theimperativecasearises.

We believe hencethat a more reasonabletreatmentof
securityshouldbe in termsof the informationflow of the
program.Unlike types,informationflow takesinto account
temporalityso to make possibledistinctionslike the ones
wewerediscussingabove.

The gamebasedapproachto securityhasthe following
features:

$ It is a particularapplicationof a generalframework
for thestaticanalysisof programs.As a consequence
it inheritsmany propertiesof this generalframework:

– Correctnessof the security analysisbasedon
gamesis a corollaryof a muchmoregeneralre-
sult aboutthe relationof abstractgamesandop-
erationalsemantics.

– The gameapproachworks for a broadspectrum
of programminglanguageswith functional, im-
perativeandclass-orientedfeatures.

$ On the otherhand,concurrency is at the momentyet
outsidethegametheoreticalapproach.However there
seemsnot to bea generalagreementconcerningwhat
is an informationflow for a concurrentlanguage(see
thediscussionin [25])

1.1 Relatedwork

Therehave beena variety of frameworks for program
analysisproposedin the literature[20]. Recentlywe have
shown how GameSemantics[3] provide a suitableseman-
tic basisfor programanalysis.GameSemanticsarea form
of denotationalsemanticsbut gamescontaina lot of inten-
sionalinformation.In [16] we developedaclosureanalysis
for a call-by-namefunctionallanguage.Theanalysisalgo-
rithm, deriveddirectly from thegamesemantics,wascubic
andessentiallycorrectby construction. In [17] we devel-
opeda generalisednotionof flow-graph,againbasedon an
abstractionof gamesemantics,and showed how it could
be usedin the analysisof class-basedobject-orientedlan-
guageswith single inheritance.All of this previous work
appliesto call-by-namelanguages.

Ban̂atre et al [8] presenta programlogic which deter-
minesinformationflows for a languagebasedon Dijkstra’s
guardedcommandlanguage.

Denning[10] introduceda lattice model for securein-
formation flow. In essence,variablesare assignedsecu-
rity clearances.Secureflow analysisaims to ensurethat
thereare no information flows from higher securityvari-
ablesto lower securityvariables;the otherdirectionis ac-
ceptable.Mizuno andOldehoeft[18] presentan informa-
tion flow algorithmfor distributedobject-orientedprograms
which builds on Denning’swork. Mizuno andSchmidtuse
abstractinterpretationtechniquesto show the correctness
of theMizuno andOldehoeftflow analysis[19]. Sabelfeld
andSandshave recentlyshown how PERsmaybe usedto
model this kind of analysis;they have also extendedthe
work to considerprobabilisticinformationflows [24]. Vol-
panoetal[25] presentasecureflow analysisbasedontypes;
they criticise[19] becausethecorrectnessof theanalysisis
demonstratedwith respectto a complex instrumentedse-
manticswhich is not provencorrect. Finally, Heintzeand
Riecke [12] presentthe SLamcalculus– a lambdacalcu-
lus extendedwith securityandintegrity annotations.Their
approachis basedon types. Their work is oneof the first
publishedworkswhich extendsto higher-orderprograms.

Another analysisthat is closely relatedto secureflow
analysisis trustanalysis[22]. Theaim of secureflow anal-
ysis is to ensurethat “secure” systemsdo not leak infor-
mation. The aim of trust analysisis to ensurethat trusted
systemsto not receiveuntrusteddata.

2 Games

We will beconcernedwith two playergames[3, 13, 6];
we designatethe two playersby P, for Player, andO, for
Opponent.The playerrepresentsthe programandthe op-
ponentrepresentsthe environment. A gameof type A is
a triple, %'&)(+*-,.(/* � (10 , consistingof a set of moves, a
labelling function (which specifieswhethera move is a
player/opponentmove)anda setof valid positions.

Thesetof valid positionsof a gameof typeA is a prefix
closedsubsetof the set of sequencesof moves. In addi-
tion, in elementsof

� ( movesalternatebetweenplayerand
opponent.

Gamescorrespondto types[3, 13] or logical formulas
[6] ; the gamescorrespondingto non-basictypesarecon-
structedaccordingto the type constructorsinvolved in the
type. For example, the gamefor 2436587 is constructed
from the gamesfor A andB. The movesare the union of
the movesfrom the two componentgames.The labelling
function complementslabelsin A. The valid positionsare
alternatingsequencesof movesconstrainedsuchthat if we
projectover eitherA or B we geta valid positionin there-
spective game,only theplayeris allowedto switchfrom A



to B. Similarly thetensorgame2:9�7 is definedby taking
asmovesthe unionof the movesfrom the two component
games,thelabellingfunctionis thecopairingof thetwo la-
belling functionsfor 2 and 7 and the valid positionsare
alternatingsequencesof movesconstrainedsuchthat if we
projectover eitherA or B we geta valid positionin there-
spectivegameandonly opponentis allowedto switchfrom
A to B.

Given a positions, we write ;<( to representthe subse-
quenceof swith movesin & ( .

To modelprograms(of a particulartype)or proofsof a
formulawe introducethenotionof strategy– a non-empty,
prefix-closedsetof valid positions.

Theusualfunctionspace,2>=?7 , is constructedasthe
setof strategies in %A@ 2>3B587C0 where @ 2 is the gamefor A
repeatedad libitum (see[3] for details). The game 2ED is
the sameasthe gameA exceptthat playermovesbecome
opponentmovesandviceversa.

In the category of games,the gamesare objectsand
strategiesarethemorphisms.

Application of oneprogramto anotheris modelledby
parallel compositionof the correspondingstrategies, fol-
lowedby hiding theinteraction[6]:

F 
HG � I ;+JH2!*LK�MN;PO F M M G�Q
whereF � 2R=S7T* GU� 7V=WKF M M G � I ;6O)%X& (UY &)Z Y &)[\0-]^M<;8_EO F *-;<`PO G�Q
where; _ � ;/JH2!*H7; ` � ;/JH7T*-K

3 Nondeterministic Games

A simpleformalisationof this generalnotion of games
hasbeenproposedby [6] in orderto modelClassicalLin-
earLogic; this impliestheability to model“orthogonality”,
i.e. linear negationof games,which amountsto swapping
theroleof OpponentandPlayer. As describedabovestrate-
giesarejust a prefix closedsetof positions,sono contraint
of “deterministicbehaviour” is required;thetricky point of
this generalnotion of gamesis to show that thesenonde-
terministicstrategiesdo indeedcomposeandgive rise to a
category a .

For ourpurposesweareinterestedin b#c , themultiplica-
tive intuitionistic subcategory of a , i.e. we consideronly9d*e3L5 gameconstructorsandrestrictpositionsto startwith
anOpponentmove.

We aregoingnow to definea mappingf ( f for repeti-
tion) on objectsof b c asfollows:

Givena game2 , fg%h2E0 hasthesamemovesandlabeling
functionas 2 and a sequenceof moves ; is a position in

fg%h2E0 if there exists a labeling i of ; such that ij%X;N0 is a
positionin 9Ek.2 1.

Hencefg%h2^0 allows to play 2 ad libitum.
The abstract gamescategory is b the subcategory ofb c whoseobjectsarewell openedgames(a gameis well

openedif all of its positionsbegin with the sameunique
move).

We interpretnormalformsof type 2l=m7 in b asnon-
deterministicstrategiesin fg%X2E0\3n587 ; this is nothingmore
thantheusuallinearlogic decompositionof theintuitionis-
tic implication;howeverby using fC%X2E0 we allow thesame
moveto occurseveraltimesin aposition.This is animpor-
tantingredientin our framework becauseit allowsthecom-
positionto nondetermisticallyconnecta procedurewith all
its possiblecall sites.This possibility is whatdistinguishes
theprogramanalysisof a programfrom its realevaluation,
wherethetheexactsequenceof callsmustbedetermined.

Althoughthecategoricalstructureof b#c hasan interest
in its own, in this paperwe arenot going to study in de-
tail its properties.For our purposesit is enoughhereto be
able to give a mathematicaldefinition for the abstractin-
terpretation;this requiresomeform of functor (definedin
the next section)togheterwith somebasicpropertiesw.r.t.
gameconstructors.This will be enoughin orderto give a
precisemathematicalmeaningto the constructionswe in-
troduedin earlierworks[16, 17] and(giventheabstraction
of thefunctor)to extendthemto othergamemodels.

Nondeterministicgamesform a CartesianClosedCate-
gory, henceprovideamodelfor functionallanguages;how-
ever it is a ratherloosemodelwherea gameinterpretinga
typehasfar too many strategieswhich arenot definablein
the language.Indeedoneof theachievementsof gamese-
manticshasbeento provideasolutionto thefull abstraction
problemfor several languages,the first beingPCF[3, 13].
Theseresultshave beenpossibleby definingmorerestric-
tivecategoriesof gamesthantheonewehaveseensofar.

The gamemodel we are mainly interestedhere is the
fully abstractmodelfor PCF(for technicalconveniencewe
will usetheHyland-Ong,Nikau model[13, 21] ); We will
denoteby apo�q'r the subcategory of [13] with objectswell
openedgameswherethe intensionallyfully abstractmodel
lives.

More recent full abstraction results (for Idealised
Algol[5], IdealisedAlgol with generalreferences[2], PCF
extendedwith control[14]) havebeenobtainedby carefully
relaxing someof the conditionsof innocenceor bracket-
ing. For exampleknowing strategies (i.e. strategies that
are not innocent)which are well-bracketedare sufficient

1Here sutwv is the unboundedtensorgamewhich hasas moves the
disjoint union of omega copiesof v , labelling in eachcopy is the same
as v andpositionsareOpponentstarting,alternatingsequencesof moves
whereonly Opponentcanswitchcomponentandsuchthat the restriction
to eachcomponentis aplay in v .



to modelcall-by-namefunctionallanguageswith first-order
references.

4 The Abs operation

We arenow goingto definea map x�y{z from theobjects
of a oHq'r to the objectsof b c . First definean equivalence
operationon answermovesin a game2 asfollows: |g}R|�~
if f both | and |�~ arejustifiedby the samequestion.Given
a game 2 , x�y�z�%X2E0 is thenthe gamewhosemovesarethe
questionmovesof 2 strippedof their justificationpointers
andequivalenceclassesof answermovesof 2 strippedof
their justificationpointers,,w���L�-� (�� � ,�( , anda positioninx�y�z�%h2E0 is a sequenceof moveswhich is obtainedfrom a
positionin 2 by strippingit of its justificationpointersand
replacinganswermoveswith theirequivalenceclasses.

Noticethefollowing propertyof x�y�z :
Lemma 1 $ x�y{z�%h2:9�7C0/��x�y�z�%X2E0�9�x�y�z�%X7d0
$ x�y{z�%h2�3n587d0+��x�y{z�%h2^0n3u58x�y�z�%h7d0
$ x�y{z�%h2��U7d0 � x�y�z�%X2E0B��x�y�z�%h7C0
$ x�y{z�%A@ 2E0 � fg%�x�y�z�%X2E0H0

The reasonfor theseinequalities(insteadof equations)is
not trivial: It dependson the visibility condition. No-
tice alsothat the for thefirst inequalitywe areconsidering
the largercategoriesof Hyland-Ongandnon-deterministic
games(because%X2�9�7C0 is notnecessarlywell-opened).x�y�z can be lifted to operateon arrows in the obvious
way, i.e. givena stragegy F , x�y�z�% F 0 will be the setof po-
sitionsobtainedby strippingeachposition in F of its jus-
tification pointersand replacinganswermoves with their
equivalenceclasses.Hence x�y{z�% F 0 is a prefix closedset
of positions,i.e. a strategy in b . It is easyto seethat the
following propertieshold;

$ x�y{z�%A� ( 0B�R�e���L�H� (��
$ x�y{z�% F 
HG 0B�:x�y�z�% F 0 
 x�y{zw% G 0
The map x�y�z is hencea Lax Functor[7]; the fact thatx�y�z�% F 
�G 0#��x�y�z�% F 0 
 x�y�z�% G 0 meansthat theabstractinter-

pretationof a strategy (i.e. of the semanticsof a program)
is asafeapproximationof its semantics.

We will defineabstract strategies to be the imageun-
der x�y�z of strategies representingprograms. Notice how
by this meansstrategiesinterpretingprogramsarefinitized;
e.g. the identity on integers

I<�8�N��� M � O�� Q becomesI<�8���^��Q
. Fixedpointscanberepresentedsyntheticallyby

usingcyclic graphs.

Hencethe x�y�z imageof the call-by-namemodel in b
providesa finitary representationfor normalforms2 whose
propertiesandcomplexity we have studiedin [16, 17]. In
orderto performprogramanalysiswe still needto finitely
representtheinteractionbetweennormalforms.Remember
thatin all categoriesof games,thecompositionis definedby
parallelcompositionplushiding [3], i.e. given F � 2>=�7
and

G�� 7S=�K , first definea setof sequencesof movesF�� G whereeachsequenceis a possibleinteractionbetweenF and
G

andthenremove from thesesequencesall moves
playedin thesharedsubgame7 .

We hencedefinetheabstract interactionbetweenF andG
as x�y�z�% F 0 � x�y�z�% G 0 . Thelaxnessof x�y�z is actuallya con-

sequenceof thefollowing inequality:

% � 0�x�y�z�% F�� G 0/�:x�y�z�% F 0 � x�y�z�% G 0
which in turn statesthat theabstractinteractionbetweenF
and

G
is a safeapproximationof their evaluation.

4.1 Safeness

We are now going to relate the abstractstrategies and
abstractinteractionwith the operationalsemanticsof the
language.To keepthingsassimpleaspossiblewe will re-
strict ourselvesto PCFtermswith no constantswhich are
in ��3 long form andin normalisedform (i.e. of the shape&l�C_����e�H�P  with all &�*H�d¡ in normalform).

First definethe Linear HeadReduction(LHR) [9] of a
lambdaterm & asfollows: at eachstepconsiderthe left-
mostheadvariable

�
in theterm & ; replace(only) this oc-

currenceof
�

with acopy of thecorrespondingargument�
(correspondencegiven by , binding); if this was the only
occurrenceof

�
then erasethe original � and the corre-

sponding, � .
Given a normalisedterm &l�C_u���e���P  we have the fol-

lowing property:

Lemma 2 TheLHR of a normalisedterm &l�g_u�e���H�P  to
weak head normal form generatesa unique sequenceof
pairs % � _ *-¢ _ 0£*e���e��*�% �{¤ *-¢ ¤ 0 where for ¥ even(resp. ¥ odd)��¦

is a variablein �d§ (for somë )(resp.a variable in & )
and ¢ ¦ a subtermin & (resp. in �d§ (for somë )). Call
such a sequencetheLHR sequenceof &l� _ �e���H�   .

It is well known thatgivenaPCFstrategy F correspond-
ing to a normalform ¢ we canidentify playerquestionsin

2The infinitary natureof the interpretationof normal forms in game
semanticscomesfrom two reasons:On onesidea strategy canbeinfinite
becauseaquestionhasaninfinite numberof answers– this infinity is elim-
inatedby identifying all answerswith © . On theothersideinfinity canbe
causedby having positionsof unboundedlength– this is whathappensin
thecaseof thefixedpoint constant;however this infinity canbeexpressed
asa regularexpression,henceafinite graph.



F as variablesin ¢ and Opponentquestionsin F as sub-
termsof ¢ ; this is theessenceof thedecompositionlemma.
Givenasequenceof questionmoves ; let ,�%X;N0 thesequence
of correspondingvariables/subterms.

Given ª1*L« _ *��e���e*-«   strategies interpreting&�*H� _ *e�e���e*-�   we have then (assumingfor simplicity
that &l� _ �e���H�   is of basictype):

Proposition1 Let ; be the play generated byª � «j_ � �e�e� � «�  , ;8_ the subsequenceof ; in the hidden
part (i.e. ;8_ is not in ª 
 «�_ 
 ���e� 
 «�  ) and containing
only questionmoves. Then ,�%X;8_�0 �¬� _8*L¢�_N*��e�e��* � ¤ *-¢ ¤
where % � _8*L¢�_­0­*e�e���e*<% � ¤ *L¢ ¤ 0 is the LHR sequenceof&l� _ �e���H�   .

This propositionis basicallyprovedin [9]. Its meaning
is that the LHR operationalsemanticscorrespondsto the
parallelcompositionin gamesemantics.

As a consequenceof theabovepropositionandinequal-
ity % � 0 we have that the LHR sequenceof &�*-�C_N*��e���­*H�P 
is includedin theabstractinteractionbetweenª1*L«j_N*��e���e*-«< 
andhencetheabstractinteractionis safe.

4.2 Charts

Notice that an abstractstrategy ª , x�y�z�%�ª�0 is just a fi-
nite graphwhosenodesarethemovesin x�y�z�%�ª�0 andthere
is an edgebetween® and ®�~ if ;�®�®�~¯;<~UO°x�y�z�%hª�0 for
somesequence;�*-; ~ ; we will call thesesolid edges. Sim-
ilarly theabstractinteractionx�y�z�%hª�0 � x�y�z�%X«w0 will give rise
to edgesbetweenx�y�z�%�ª�0 and x�y�z�%'«w0 which we will call
dottededges.

We definehencethechart of a program&�*-�C_N*��e���­*H�P 
as the graph obtained first by generating the graphsx�y�z�%�ª�0£*Hx�y{zw%'« _ 0­*e�e���e*Hx�y�z�%X«   0 and then connectingthese
by thedottededgesgeneratedby theabstractinteraction.

Noticethateachnodein thegraphwill beeithera ques-
tion or ananswer(becausenodesaremoves)andthateach
dottededgewill beeitheraquestionedge(if it connectstwo
questions)or anansweredge(if it connectstwo answers).

5 Generality of the gameapproach

An importantquestionis how generalis our approach;
thefollowing resultshowsthatwecanbuild chartsfor most
of theexistinggamemodels.

Proposition2 Thelax functor x�y�z is well definedover the
gamemodelsfor thefollowing languages:

$ Call-by-NamePCF[3] andIdealisedAlgol [5].

$ Call-by-ValuePCFandIdealisedAlgol [4].

$ UntypedLambdacalculus[15].

$ Functionallanguageswith control operators [14].

This resultdependson thefact that thesemodelsbeara
strongsimilarity to thecall-by-namePCFmodel;for exam-
ple in [4] (section3.2) it is shown thata fully abstractgame
model for a call-by-valueIdealisedAlgol canbe obtained
in a subcategory of thecategory in which thefully abstract
gamemodelfor IdealisedAlgol is constructed.Thekey in-
gredientin thefully abstractmodelfor functionallanguages
with control is to relax the bracketingcondition;sincethe
map x�y�z doesn’t take into accountthebracketingcondition
its relaxationis not influentialto theconstruction.

Therearehowevergamemodelslike theonefor general
references[2] for which the x�y�z mapis not well defined;
for examplex�y�z�%X2�3p587C0²±�:x�y�z�%h2^0p3p5Nx�y�z�%X7d0 . To find an
abstractinterpretationfor this model is a matterfor future
investigation.

6 Constructive definition of Charts.

In [17] wegiveamoreconstructivedefinitionof this ab-
stractinterpretationfor call-by-nameIdealisedAlgol. We
give a syntax-basedtranslationfrom eachnormalform &
to anabstractstrategiy (representedby agraph)noted ³ &�´ .

This stepcorrespondsto theimageunderx�y{z of normal
forms.To seewhy this is considerthekey case:Takeanor-
mal form & � , � _ ���e� �{¤ �¶µ·�j¸w¹�% 	 & _ �e���-&   0A�º��~ . The
strategy associatedto this normal form will, on receiving
theinitial Opponentquestion,askfor thevariable

	
; at this

point eitherOpponentanswerit or is goingto play someof
thestrategiesassociatedto some & ¡ ; eventuallyOpponent
will answerthe

	
question;Playerwill usethatanswer|�»

to play � (if |�» is true)or �º~ (if |�» is false);however the
initial questionof � and ��~ is not playedand their final
answeris consideredasthe answerto the initial Opponent
questionfor thewholeterm.

Theabstractstrategy correspondingto this complex dy-
namicscanbeexpressedby thefollowing tree[17]:¼l½e¾

¿À» ½<Á

ÂÃ Ä Ä Ä Ä Ä Ä Ä Ä
Ä Ä Ä Ä Ä Ä Ä ¿À ÅÆ ÇÇÇÇÇ

ÇÇÇÇ
È ¼^ÉËÊ ÌAÌ�Ì È ¼EÍNÊ Î ½�Á

¿À ÅÆ ÏÏÏÏÏ
ÏÏÏÏ

È Ð Ê¶Ñ È Ð/Ò Ê¶Ñ
whereÓ and Ô arethetypesof theterm & andthevari-

able
	

and ³ ÕU´�Ö is thegraph ³ ÕU´ prunedof its root.
This tree is an optimization ofx�y{z�%X, � _ �e��� �.¤ �¶µj�j¸�¹{% 	 & _ ���e�L&   0�����~¯0 wherewe would



have more edges;the pathsgeneratedby theseadditional
edgescanbe recoveredby the abstractinteractionandare
henceeliminatedin the optimizedabstractstrategies. For
exampleconsider& � , � �×µj�j¸w¹.% ��Ø�Ø 0�Ù�Ù Ø�Ø ; x�y�z�%'&�0 is
thefollowing tree:

¼
¿À Ú

¿À ÛÜ ÝÝÝÝÝ
ÝÝÝ

Þ
¿À

Î
¿ÀÎ

ß�àáááááááá Î
thediagonaledgebetweenthetwo â nodesis absentin the
optimizedversion;thepathsaddedby thatedgearehowever
recoveredin theabstractinteraction,e.g. if we considerthe
abstractinteractionbetween& and � � , 	 � 	 weget:

¼
¿À

Ð
¿ÀÚ

¿À ÛÜ ÝÝÝÝÝ
ÝÝÝ

ã ä
»
¿ÀåæÞ

¿À
Î
¿À

Î
¿ÀÎ

ß�àáááááááá
ã ä

Î Î
çè

In theconstructivedefinitionof chartsthedottedarrowsare
built usinga syntacticalgorithmwhich usestype andsub-
terminformation.

An importantpoint to noticeis thatthecomplexity of the
abstractinterpretationof a family of strategiesis linearand
thealgorithmto addabstractinteractionis quadratic.

Usingthisabstractrepresentationwehavesofardevised
algorithmsin thefollowing fieldsof programanalysis:

$ Generalisedflowcharts as a basis for higher order
dataflow analysis[17].

$ Closureanalysis[16].

In the paper[17] we show how a generalised(higher-
order)flowchartcanbe constructedby consideringcertain
pathsthroughthesegraphs.Theuseof theterm“flowchart”
is justifiedby thefact that theusualflowchartsarethepar-
ticularcaseof thegeneralconstructionin thecasewhenthe
programdoesn’t containany higher-ordercomponent.

To definethesegeneralisedflowchartsonestartsby iden-
tifying nodesin thegraphsthatcorrespondto subterms;no-
ticethatcommandsarejustparticularsubtermsof thewhole

program.In generalthis canbedoneby usingthe decom-
positionlemma,a key technicallemmain theproof of full
abstractionfor gamemodels. Oncethis hasbeendonea
preorderé betweenthesenodesis definedbasedon a no-
tion of “reachability”by sayingthat ;Pé�; ~ if ; ~ is reachable
from ; . Theguidingideais that ;!é�;<~ if thereis apossible
evaluationwhere ; happensbefore ;<~ .

The worst casecomplexity for building a generalised
flowchartis cubic in thesizeof the program;however this
situationis rarelyencountered;moreover for restrictedlan-
guagesgeneralisedflowchartsare easierto build; for ex-
amplethe algorithmrestrictedto imperative programshas
linearcomplexity.

The closureanalysisof [16] involvesa further abstrac-
tion: we forget answermoves. The closureanalysisfor a
higherorderprogramaimsto determine,given a program
point ê , which areall closureê canjump to; the key case
to consideris whatareall possiblesubstitutionsof a bound
variablewith anabstraction.This computationcanbedone
by somekind of (dotted/solid)alternatingpathin thechart
anddoesn’t involvevisiting questionnodesor edges;for ex-
ampleto determineclosureanalysisfor the program &l�
with & � , � �×µj�j¸w¹.% � %', � � � 0�0H0UÙ�Ù Ø�Ø *H� � , 	 � 	�Ø�Ø the
following graphis sufficient: ¼

¿À
Ð
¿ÀÚ

¿À

ã ä
»

åæÞ
This graphallow usto determinethatthevariable

�
will

besubstitutedwith � andthevariable
	

will besubstituted
with

�
(which correspondsto , � � � ). The closureanalysis

for the subtermcollectsall closuresthat areaccessiblein
this way. It is shown [16] that this analysisis asaccurate
asstateof the art algorithmsandhasthe samecomplexity
(cubic in the sizeof the term). The big advantageis that
theanalysisis constructeddirectly from the semanticsand
is correct-by-construction.

7 Inf ormation Flow

We now considera casestudyof the technique:theuse
of an informationflow analysisto checksecurityfor Ide-
alisedAlgol.

For first-orderlanguages,the basicnotionof securityis
that eachvariablehasan associatedsecuritylevel and no
useris ableto readvariablesatahigherlevel thantheuser’s
clearance.For example,a variableon the left handsideof
an assignmentis the userof any variableappearingin the
right handside.Suchdependenciescanbecapturedvia the
notionof informationflow.

In this sectionwe definea generalisationof information



flow for IdealisedAlgol. Thealgorithmheredescribedper-
formsan interproceduralanalysis(i.e. first orderIdealised
Algol programanalysis)to detectsecuritybreach.Theidea
is to take the chartof a programanddefinesomekind of
paths;thesepathsarethenusedto build anothergraph(the
flow graph)for the program;securityis thencomputedin
termsof connectivity in this flow graph.

The next sectionextend this algorithm to security for
higher order programsby addingadditionalnodesto the
flow graph;securityis againcomputedin termsof connec-
tivity in this flow graph;however an additionalalgorithm
hasto beused(thecontrol-flow algorithmdescribedin [16])
to computeall possibleabstractionswhich can be substi-
tutedfor a boundvariable.

A valid path is a sequence; _ ���e�-; ¤ suchthateach; ¡ is
an (solid/dotted)edgealternatingpathand for ¥�é �

the
targetof ; ¦ is avariablenodewhoseansweris thesourceof; ¦Hë _ .

In orderto definea particularclassof pathsover which
informationflow analysisis basedwe needthe following
lemma:

Lemma 3 Let &�_����e�-&ì  a term in normalisedform and�
be a nodein ³ &�_L´ (resp. in ³ &�¡í´ , �)éïî�ðñê ) with ®

outgoingdottededges; thenall theseedgeshaveas target
exactlyone ³ & ¡ ´ , �òé�îEð:ê (resp. ³ & _ ´ ) andoneof these® edgesis abovetheothers (in thetreesense);wecall this
theupperedgeof

�
.

Definea standard 1-valid path (SVP) as the following
valid path: Start from the root of the graphanddo an al-
ternatingpathover unvisitednodes;if you areat a node

�
with morethanone(unvisited)outgoingedgethenchoose
theupperedgeof

�
. If you areat a (nonanswer)nodeand

youhavevisitedall its outgoingedgesthenjumpto (oneof)
its answer(s).

Given nodes |{*-ó we say that ó is 1-reachable from |
(written |
éE_Bó ) if thereis a 1-valid pathin which | occurs
beforeó .

The numberof SVPs is a function of the numberof
testsof the programandcorrespondsto a possibleexecu-
tion trace.

Here is an example of a chart ôºõ Ø�Ø with ô the
fixpoint constant ,

Ø�Ø
the constant true and õ �

,.� � �×µj�j¸w¹ �.ö %X�n% ö ~÷0H0 with
ö * ö ~ unspecifiedexpressions:
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An SVP here would be e.g.ô * � *-õò* � * � _ * � ~_ * Ø�Ø *�â�*�â{*Aâ{*Aâ{*-�{* � ~¯* � . This SVP would
tell us that the õ is a recursive function with recursion
parameter� (becausetheclosureassociatedto � is õ , � is
1-reachablefrom

�
,
�

is 1-reachablefrom � andthe value
of
�

is õ ).
Notice how this kind of informationscould be equally

computedwith thevalid path ô * � *Lõg* � *�â{*L�{* � ~h* � (i.e. we
avoid the argument

Ø�Ø
), hence“virtual” SVP can extract

informationsaboutevaluationin a modularway.
Given the family of SVPsof a program

�
we are go-

ing to definethe informationflow graphof
�

. The nodes
of this graphareoccurrencesof variablesandtheedgesare
informationflows. Theoccurrencesof variablesareassoci-
atedwith programpointsin theflowchartandtheflows are
generatedasfollows:

We will assumethateachtimewebuild anew flow from�
to
	
, we also createa flow from the last occurrenceof�

we met astarget of a flow to this new occurrenceof
�
.

Following a SVP ; and meetinga node
�

, we reasonby
cases:

$ � is an assignment
� ��� � %��d0 (where � �	 _ *e�e���­* 	�¤ ) thencreatea flow from eachnodecorre-

spondingto theseoccurrencesof
	 ¡ to

�
.

$ � is a conditional: Then
�

could correspondto an
“if...then...else”or to a “while” statement.

– In the first casecreatea flow from the variables� in the guardto all variablesappearingin the
branches.

– In the secondcasecreatea flow from the vari-
ables� in theguardto all variablesfollowing in
theprogram.Moreoverstartingfrom thebottom
of thebodyof thewhile goingup to its guard,
for all

�
, createa flow from the last occurrence



of
�

we met as target of a flow to the previous
occurrenceof

�
.

$ � is a boundvariableof type �!|���³ ��´ . In that case
follow ; until a node® correspondingto a variableof
type �#|���³ � ´ andcreateaflow from ® to

�
.

Usinginformationflow how arewegoingto computese-
curity andintegrity? First sometagsshouldbeaddedto the
structure,in thecaseof securityoneshouldaddtheadequate
security tags to the nodescorrespondingto the variables
with that securityclass. We say that thereis no security
breachat the node

�
if the securityassociatedto all nodes

from whichthereis apathof flowsto
�

isn’t higherthanthe
securityassociatedto

�
. Integrity works in the sameway

by usingdifferent“trust” tags.
A moreextensionalpresentationof thisalgorithmcanbe

givenandwe now proceedto do this.
Givena flowchartfor a program

�
anda programpointê in

�
theguardssetat ê (notedby �   ) is definedastheset

of variablesin cond or while guardsembeddingê or
while guardsprecedingê .

We are now going to define by mutual recursiontwo
sets���   and� whicharerecursively computedgoingback-
wardsfrom aprogrampoint ê . In thedefinitionof thesesets
we useanauxiliary functionstore. We write

���R	
, where

y is of typeVar[X] , to meanthat
� éE_ � wheren is thecell

nodein the strategy for y andthat thereareno intervening
cell nodes.Thefunctionstore is definedasfollows:

;! #"$� ö % � 0 � I<	 M �%��	{Q
We lift store to setsof variablesin theobviousway.

The indirectflow to ê (notedas �&�p  ) is definedby

�&�p  � �E (' )Ú+*�,.-0/2143 �6587 � ��%
�����9� %:�d0H0

Notice that computingbackwardsmeansthat the
�>���� %:�C0 arethefirst assignmentsto

�
(for

� O<;>=4?+@BA�%:�   0 ) met
goingbackwardsin theflowchartstartingfrom theprogram
point ê .

The information flow to a variable
�

in a statement�:���C� %:�d0 at a programpoint ê (where � �ñ	 _ *e�e���e* 	j¤ )
is definedasthe following function (which againis recur-
sively computedgoing backwardsfrom the programpointê ):

�²% �º���D� %:�C0�0 � �9'E�&�   ' )F2G *�,4-0/2143 � » G � �²%
� ¡ ���D� %4H�0H0

Example: Given the program
�JI � ���¬	�
�	 ���¬�

we have �&� » ½ K F �ML
and �²% 	���� � 0 �mI<��Q

. For
� ~ Iµ·�j¸w¹^|ò% ������	�
H	������ 0 wewould have ��� » ½ K F ��I | Q and�²% ����� 	 0 � I�	{Q

. However for
� ~ IONQP8R ��SC|T¹�� �����	{
H	T����� ��¹ wewould have �²% ������	 0 ��I�	 * ��Q

Here are the flow graphsfor
	>���UT.
H�4���S	�
�	����S�

(left) and
	ì���VT.
2NQPWR ��S Ø�Ø ¹�� �����V	�
�	ì����� ��¹ (right).»
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7.1 Corr ectness

Thenotionof correctnesswearegoingto useis thesame
asin [8], i.e. if

	
is not in theinformationflow of avariable�

thena computationstartingwith any statewhich differs
only for thevaluesgivento

	
will produce(at theprogram

point ê ) thesamevaluefor
�
. Sothereis nocommunication

between
�

and
	
.

More formally, giventwo states
G * G ~ definetherelationG b^  G ~ if G and

G ~ agreeon all variablesin �.  .
We havethenthefollowing

(here é � * G`_ is a configurationin theoperationalse-
manticsof theprogram)

Proposition3
G b Ú ½ Kba �dc � G ~ and é � * Ge_ =�]·é �m���� %:�C0£* F _

, é � * G ~ _ =:]·é � ���e� %:�C0£* F ~ _ implies
that F b Ú ½ Kfa �dc � F ~

Notice that this propositionimpliesthat
�ì���g� %:�d0 has

the samesemanticsin F and in F ~ becauseF b Ú ½ Kba �dc � F ~
andthuswell formalizestheintuition of correctness.

8 Higher-order Security

Sofar, wehaveconcentratedonbreachesof securitythat
result from accessesto storagelocations. For first-order
programs,this may be sufficient. The situation changes
whenwe considerhigher-orderprograms;in this settingit
is importantto associatesecuritywith functionalparameters
(which essentiallybehave asmobile code)andparameters
of othertypes(for examplelists).

In orderto illustrateour approach,we considerthe fol-
lowing program:



let fold = , f l b. new l’.
acc := b; l’ := l;
while l’ <> null do
(acc:= f acc (hd l’);
l’:=(tl l’));

map = , f l. if l = null
then null
else
(f (hd l)):(map f (tl l));

lookup = , x y. x = y;
in

new result acc.
fold or (map (lookup 10) l) false;
result := acc;

The program definesan imperative version of “fold”
whichcombinestheelementsof a list usingabinaryopera-
tion,afunctionalversionof “map” whichappliesafunction
to every elementof a list and a “lookup” function which
testsfor the equalityof two values.The main body of the
programtestssomelist, l, to determineif 10 is anelement
of it. Theanswer(aboolean)is assignedto result.

Thealgorithmfor building flowsmustbemodifiedto ac-
count for boundvariablesof higher type. First the nodes
of theflow graphincludenow thenodesof thechart. Sup-
posingthe boundvariableoccursat noden thenwe must
follow eachSVP, s, from n until we encountera nodem
correspondingto a value (a constantor a closure)of the
appropriatetype andbuild a flow from m to n. In follow-
ing s, we mayencounteranoderepresentinganapplication�  _ ���e�2 ¤ ; in this case,we follow the path from the head
variableusingthe“cut” operationof [16] to removebinders
correspondingto thearguments.

Security(or integrity) is thencomputedby extendingthe
taggingto subterms;a “no breach”of securityis computed
asin theprevioussectionby addingthefollowingcondition:
If anexpression

�
hasoneof its boundvariablestargetof a

flow, thenthesecurityclearanceof
�

hasto beat leastthe
sameastheoneof thesourceof theflow.

Let’s for example consider again &l� with & �
, � �×µj�j¸w¹.% ��Ø�Ø 0gÙ�Ù Ø�Ø and � � , 	 � 	 ; applying the algo-
rithm we get the following flows (notedby dottedarrows;
noticetheir inverteddirectionw.r.t thedottedarrows in the

original chart): ¼
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Henceif we supposethat the constant

Ø�Ø
in & hasse-

curity clearance; then � shouldalsohave securityat least; ; henceforth
�

shouldhave at leastthe samesecurityand
eventually & wouldhaveto haveat leastsecurity; aswell.

Notice that in an expressionlike %X, ��	 � 	 0�| the security
of thewholeexpressionis independentof thesecurityof |
(thereis noflow from | to

�
); thisshowshow ourapproach

is moreflexible thana typeorientedone.
Then correctnessin this higher-order setting can be

statedasfollows:

Proposition4 Supposek is a constantor a closure. If k is
substitutedfor a variablex during theevaluationof a pro-
gramthen,if thealgorithmfails to detecta breach of secu-
rity, h�%'¨w0+ðih�% � 0 , where h�% T 0 returnsthesecurityclearance
of
T
.

The proof of this propositionfollows from the correctness
of theclosureanalysisalgorithm([16]).

Now supposethat thelist l hassomesecurityclearance
c. Thesub-expressionmap (lookup 10) l inheritsse-
curity c. As aconsequence,thevariablel’musthavesecu-
rity at leastc andsotoo mustacc. Finally, result must
alsohave securityat leastc in order to avoid a breachof
security.

8.1 Complexity

Theworstcasecomplexity for all of thealgorithmsout-
lined is jg% �bk 0 , wheren is the sizeof the IdealisedAlgol
term.This resultfollowsdirectly from theunderlyingcom-
plexity of theconstructionof standard1-valid paths.

9 Extending Security Analysis

We canexploit theunifying framework to extendthere-
sultsof the last two sectionsto call-by-valueanduntyped
languages.The detailsof the extensionareroutinebut re-
quireminor reformulationsof someof thetechnicalresults
(for exampleLemma3).



10 Conclusions

Wehaveshown how thecategoryof gamesfrom [6] pro-
videsa unifying framework for our previouswork on pro-
gram analysisfor call-by-nameAlgol-lik e languagesand
call-by-valuelanguageswith variousextensions.We pro-
ceededby showing how thecategory for call-by-namelan-
guagescouldbeabstractedin theunderlyingcategoryvia a
lax functor. We have alsoshown how theabstractionof the
categoryfor call-by-valuelanguagesformsasubcategoryof
theimageof call-by-nameone.Thefirst maincontribution
of this paperhasbeenthe identificationof the category of
[6] asaunifying framework andthedevelopmentof the x�y�z
lax functor. Thesecondmaincontributionhasbeento show
how theinformationflow-basedapproachto securitycanbe
generalisedto higher-orderlanguagesbasedon our notion
of generalisedflowchart.

Our eventualtarget is to be able to analyselanguages
suchas Java. The ability to have referencesto objectsis
anessentialstepin this enterprise;thework on gameswith
generalreferencesis a basisfor this. Gameswith control
allow usto modelexceptionmechanisms.

A major remainingobstacleis our current inability to
modelconcurrentprograms.This remainsa topic for future
work.
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