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Abstract

We presenta unifyingframevork for usinggameseman-
ticsasa basisfor programanalysis.Also,wepresent case
studyof the techniques. The unifying framevork presents
games-baseg@rogram analysisas an abstiact interpreta-
tion of an appropriate gamescategory in the category of
non-deterministigames. The casestudyconcernsan ap-
plication to security
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1 Intr oduction

Ouraimin thispaperis twofold: first, we presenaunify-
ing framework for previouswork on usinggamesemantics
asa basisfor programanalysis;secondwe presenta case
study of the techniques.The unifying framewvork presents
games-baseprogramanalysisasan abstracinterpretation
of an appropriategamescatejory in the category of non-
deterministiogameq6]. The casestudyconcernsanappli-
cationto security

Previous work on games-baseg@rogramanalysis[16,
17] wasbasednagraphicalrepresentationf termsin nor-
mal form with interactionlinks (which we calleddottedar-
rows) to capturethe dynamicsof computation;this work
wasrestrictedto typed, call-by-namelanguages.Herewe
shav how thesegraphscan be describedby a lax functor
betweenthe appropriatecategory of gamesand the cate-
gory of non-deterministigamesn [6]. The dottedarrows
arerecoveredby extendingthis functorto operateon paral-
lel composition.Within this underlyingframework we can
alsomodelcall-by-valuelanguage$5], untypedlanguages
[15] andlanguagesvith controlfeaturessuchasexceptions
[14].

In the absencef higherorderfeaturesthe basicnotion
of securityis that, once programvariablesare given a se-
curity clearanceno userableto readvaluesstoredin vari-
ableswith clearance: cangainary informationaboutval-
uesstoredin variableswith a clearancéiigherthanc. Many
approachesvhich have clear correctnessesultsare based
on atype systemsecuritychecler [25, 12] in which the se-
curity statusof a programcomponents treatedin a very
similarway to typeinformationin atypedlanguageln this
settinga correctnessesultamountsto a soundnesgroof
for the type system. However the analogybetweentypes
and securityis not completelycorvincing. A variable of
type integer is expectedto hold an integer value indepen-
dentlyfrom thecontext it isin. Thisis to ensurehevalidity
of operationsover this variableandfor memoryallocation.
However securityis a muchmore contextual notion. Con-
siderfor examplethe following program:

P=x:=yy:=2

wherez is “low security” variableand z a“high security”
variable. In [25] it is not possibleto certify the security
of P, becausg shouldbe (becausef z ) a“high security”
variableandthenwe wouldbreachsecuritywith 2 := y ory
shouldbe (becausef z ) a“low security”variableandthen
we would breachsecuritywith y := z. Howeverit is rather
obviousthatif y hasnt beendeclaredhigh security’before
the statementz := y thenthereis no breachof securityin
P; thevariabley hasjustbecoméhigh security”becausef
y := z andwhateverit hasbeenin the pastdoesnt matter
Higherorderfeaturesntroduceadditionaldifficulties. In
this settingonecangetinformationaboutsecuredatawith-
out usingassignmentsConsiderthefollowing example:

et lookup x I =if I=[] then false
else if x= hd(l) then true
el se lookup x (tail I)

Here whoever usesthis function can get information
aboutthe elementof thelist. The naturalrequiremenfor



afunction f is hencethat the securityof the applicationof
f toits amgumentsshouldbe at leastashigh asthe highest
securityof its arguments.Soin the above exampleevenif
everybodycouldbe authorisedo uselookup, the resultof
lookup a L couldn't be readby someoneot authorisedo
readL.

This approachto securityis the one followed by [12]
(andis basednsimilarideasusedby [22] in theframeawork
of integrity). Both theseapproachesarehowever basedon
typesandarigidity similarto the onewe have alreadyno-
ticedin theimperatvve casearises.

We believe hencethat a more reasonabldreatmentof
securityshouldbe in termsof the informationflow of the
program.Unlike types,informationflow takesinto account
temporalityso to make possibledistinctionslike the ones
we werediscussingabove.

The gamebasedapproachto securityhasthe following
features:

e It is a particularapplicationof a generalframewnork
for the staticanalysisof programs.As a consequence
it inheritsmary propertiesof this generaframework:

— Correctnessof the security analysisbasedon
gamess a corollary of amuchmoregeneralre-
sult aboutthe relationof abstracigamesandop-
erationalsemantics.

— The gameapproachworks for a broadspectrum
of programminglanguageswith functional,im-
perative andclass-orientedeatures.

e Onthe otherhand,concurreng is at the momentyet
outsidethe gametheoreticalapproach However there
seemaot to be a generalagreementoncerningvhat
is aninformationflow for a concurrenfanguage(see
thediscussiorin [25])

1.1 Relatedwork

There have beena variety of frameworks for program
analysisproposedn the literature[20]. Recentlywe have
shavn how GameSemanticg3] provide a suitableseman-
tic basisfor programanalysis.GameSemanticarea form
of denotationabemanticdut gamescontaina lot of inten-
sionalinformation.In [16] we developeda closureanalysis
for a call-by-namefunctionallanguage.The analysisalgo-
rithm, deriveddirectly from the gamesemanticsyascubic
and essentiallycorrectby construction.In [17] we devel-
opeda generalisedhotion of flow-graph,againbasedon an
abstractionof gamesemanticsand shaved how it could
be usedin the analysisof class-basedbject-orientedan-
guageswith singleinheritance. All of this previous work
appliesto call-by-namdanguages.

Baratre et al [8] presenta programlogic which deter
minesinformationflows for alanguageéasedn Dijkstra’s
guardeccommandanguage.

Denning[10] introduceda lattice modelfor securein-
formation flow. In essenceyariablesare assignedsecu-
rity clearances.Secureflow analysisaimsto ensurethat
thereare no information flows from higher security vari-
ablesto lower securityvariables;the otherdirectionis ac-
ceptable. Mizuno and Oldehoeft[18] presentan informa-
tion flow algorithmfor distributedobject-orienteghrograms
which builds on Dennings work. Mizuno andSchmidtuse
abstractinterpretationtechniqueso shav the correctness
of the Mizuno and Oldehoeftflow analysis[19]. Sabelfeld
and Sandshave recentlyshavn how PERsmay be usedto
model this kind of analysis;they have also extendedthe
work to considermrobabilisticinformationflows [24]. Vol-
panoetal[25] presentisecurdlow analysidhasedntypes;
they criticise[19] becausehe correctnessf theanalysiss
demonstratedvith respectto a complex instrumentedse-
manticswhich is not proven correct. Finally, Heintzeand
Riecke [12] presentthe SLam calculus— a lambdacalcu-
lus extendedwith securityandintegrity annotationsTheir
approachs basedon types. Their work is one of the first
publishedworkswhich extendsto higherorderprograms.

Another analysisthat is closely relatedto secureflow
analysisis trustanalysig22]. Theaim of secureflow anal-
ysis is to ensurethat “secure” systemsdo not leak infor-
mation. The aim of trust analysisis to ensurethat trusted
systemdo notreceve untrusteddata.

2 Games

We will be concernedwith two playergameq3, 13, 6];
we designatethe two playersby P, for Player, and O, for
Opponent. The playerrepresentshe programandthe op-
ponentrepresentghe ervironment. A gameof type A is
a triple, (Ma,Aa, Pa), consistingof a set of moves, a
labelling function (which specifieswhethera move is a
player/opponentove) anda setof valid positions.

The setof valid positionsof a gameof type A is a prefix
closedsubsetof the setof sequencesf moves. In addi-
tion, in elementof P4 movesalternatebetweerplayerand
opponent.

Gamescorrespondo types[3, 13] or logical formulas
[6] ; the gamescorrespondingo non-basictypesare con-
structedaccordingto the type constructorsnvolvedin the
type. For example,the gamefor A —oB is constructed
from the gamesfor A andB. The movesarethe union of
the movesfrom the two componengames. The labelling
function complementdabelsin A. The valid positionsare
alternatingsequencesf movesconstrainedgsuchthatif we
projectover either A or B we geta valid positionin there-
spectve game,only the playeris allowedto switchfrom A



to B. Similarly thetensorgameA ® B is definedby taking
asmaovesthe union of the movesfrom the two component
gamesthelabellingfunctionis the copairingof thetwo la-
belling functionsfor A and B andthe valid positionsare
alternatingsequencesf movesconstrainedsuchthatif we
projectover eitherA or B we geta valid positionin there-
spectve gameandonly opponentis allowedto switchfrom
AtoB.

Given a positions, we write s 4 to representhe subse-
guenceof swith movesin M 4.

To modelprogramg(of a particulartype) or proofsof a
formulawe introducethe notion of strategy — a non-empty
prefix-closedsetof valid positions.

Theusualfunctionspace, A — B, is constructedasthe
setof stratgiesin (!4 —oB) where!A is the gamefor A
repeatedad libitum (see[3] for details). The game A+ is
the sameasthe gameA exceptthat playermovesbecome
opponenmmovesandvice versa.

In the category of games,the gamesare objectsand
stratgjiesarethe morphisms.

Application of one programto anotheris modelledby
parallel compositionof the correspondingstratayies, fol-
lowedby hiding theinteraction[6]:

o1 = {s[A4,C|s€o|r}
where
c:A—»B,71:B—>C

olr = {s€(Ma+Mp+ Mc)*|s1€0,82 €T}
where

81 = S[A,B

89 = s|B,C

3 Nondeterministic Games

A simpleformalisationof this generalnotion of games
hasbeenproposeddy [6] in orderto modelClassicalLin-
earLogic; thisimpliestheability to model“orthogonality”,
i.e. linear negationof gameswhich amountsto swapping
therole of OpponentindPlayer As describedbove strate-
giesarejusta prefix closedsetof positions sono contraint
of “deterministicbehaiour” is required;the tricky point of
this generalnotion of gamesis to shav that thesenonde-
terministicstratgiesdo indeedcomposeandgive riseto a
categoryC.

For our purposesve areinterestedn A;, themultiplica-
tive intuitionistic subcatgory of C, i.e. we consideronly
®, -0 gameconstructorsandrestrictpositionsto startwith
anOpponenimove.

We aregoing now to definea mappingR (R for repeti-
tion) on objectsof A asfollows:

GivenagameA, R(A) hasthesamemovesandlabeling
functionas A and a sequencef movess is a positionin

R(A) if there exists a labeling £ of s sud that £(s) is a
positionin @~ AL

HenceR(A) allowsto play A ad libitum.

The abstract gamescateayory is A the subcatgory of
Ar whoseobjectsare well openedgames(a gameis well
openedif all of its positionsbegin with the sameunique
move).

We interpretnormalforms of type A — B in A asnhon-
deterministicstratgiesin R(A) —oB; thisis nothingmore
thantheusuallinearlogic decompositiorof theintuitionis-
tic implication; howeverby using R(A) we allow the same
moveto occurseveraltimesin aposition. This is animpor-
tantingredientin our framewnork becausét allowsthecom-
positionto nondetermisticallyconnecta procedurewith all
its possiblecall sites. This possibility is whatdistinguishes
the programanalysisof a programfrom its real evaluation,
wherethethe exactsequencef callsmustbe determined.

Althoughthe categyorical structureof A; hasaninterest
in its own, in this paperwe are not going to studyin de-
tail its properties.For our purposest is enoughhereto be
ableto give a mathematicabefinition for the abstractin-
terpretation;this requiresomeform of functor (definedin
the next section)togheterwith somebasicpropertiesw.r.t.
gameconstructors.This will be enoughin orderto give a
precisemathematicameaningto the constructionsve in-
troduedin earlierworks[16, 17] and(giventheabstraction
of thefunctor)to extendthemto othergamemodels.

Nondeterministigamesform a CartesianClosedCate-
gory, henceprovide amodelfor functionallanguageshow-
everit is aratherloosemodelwherea gameinterpretinga
type hasfar too mary stratgieswhich arenot definablein
the language.Indeedone of the achiezementsof gamese-
manticshasbeento provide asolutionto thefull abstraction
problemfor severallanguagesthe first beingPCF[3, 13].
Theseresultshave beenpossibleby definingmorerestric-
tive categoriesof gameghanthe onewe have seersofar.

The gamemodel we are mainly interestedhereis the
fully abstractmodelfor PCF(for technicalcorveniencewe
will usethe Hyland-Ong,Nikau model[13, 21] ); We will
denoteby C.;, the subcatgory of [13] with objectswell
openedgameswheretheintensionallyfully abstracimodel
lives.

More recent full abstraction results (for Idealised
Algol[5], IdealisedAlgol with generalreference$2], PCF
extendedwith control[14]) have beenobtainedby carefully
relaxing someof the conditionsof innocenceor braclet-
ing. For exampleknowing stratgies (i.e. stratgiesthat
are not innocent)which are well-bracleted are sufficient

IHere ®“ A is the unboundedensorgamewhich hasas moves the
disjoint union of omega copiesof A, labellingin eachcopy is the same
as A andpositionsare Opponenstarting,alternatingsequencesf moves
whereonly Opponentcanswitch componentindsuchthatthe restriction
to eachcomponents aplayin A.



to modelcall-by-namdunctionallanguagesvith first-order
references.

4 The Abs operation

We arenow goingto definea mapAbs from the objects
of C.pn to the objectsof A;. First definean equivalence
operationon answemMmovesin agameA asfollows: a ~ o
iff botha anda’ arejustified by the samequestion.Given
agameA, Abs(A) is thenthe gamewhosemovesarethe
guestionmaovesof A strippedof their justificationpointers
and equivalenceclassef answermovesof A strippedof
theirjustificationpointers,Ayps4) = A4, @anda positionin
Abs(A) is a sequencef moveswhich is obtainedfrom a
positionin A by strippingit of its justificationpointersand
replacinganswemoveswith their equivalenceclasses.

Noticethefollowing propertyof Abs:

Lemmal e Abs(A ® B) C Abs(A) ® Abs(B)

e Abs(A —oB) C Abs(A) —oAbs(B)
e Abs(A x B) = Abs(A) x Abs(B)
e Abs(!A) = R(Abs(A))

The reasonfor theseinequalities(insteadof equations)s
not trivial: It dependson the visibility condition. No-
tice alsothatthe for thefirst inequalitywe areconsidering
thelarger catggoriesof Hyland-Ongandnon-deterministic
gamegbecausé A ® B) is notnecessarlyvell-opened).

Abs canbe lifted to operateon arrows in the obvious
way, i.e. givenastraggy o, Abs(o) will bethe setof po-
sitions obtainedby stripping eachpositionin ¢ of its jus-
tification pointersand replacinganswermoves with their
equialenceclasses.HenceAbs(co) is a prefix closedset
of positions,i.e. a strat@y in A. It is easyto seethatthe
following propertieshold;

o Abs(14) C Iyps(a)
e Abs(o;7) C Abs(o); Abs(7)

The map Abs is hencea Lax Functor[7]; the factthat
Abs(o;7) C Abs(o); Abs(7) meanghatthe abstracinter-
pretationof a stratgy (i.e. of the semantic®f a program)
is a safeapproximatiorof its semantics.

We will defineabstract strategiesto be the imageun-
der Abs of strategjiesrepresentingorograms. Notice how
by this meansstrataiesinterpretingprogramsarefinitized;
e.g. the identity on integers {ggnn | n € w} becomes
{qq * *}. Fixed pointscanbe representedyntheticallyby
usingcyclic graphs.

Hencethe Abs imageof the call-by-namemodelin A
providesa finitary representatiofor normalforms’ whose
propertiesand compleity we have studiedin [16, 17]. In
orderto performprogramanalysiswe still needto finitely
representheinteractionbetweemormalforms. Remember
thatin all categoriesof gamesthecompositioris definedby
parallelcompositionplus hiding [3], i.e. givenc : A — B
andr : B — C, first definea setof sequencesf moves
o||m whereeachsequencés a possibleinteractionbetween
o andr andthenremove from thesesequencesall moves
playedin thesharedsubgameB.

We hencedefinethe abstiact interaction betweery and
7 asAbs(o)||Abs(7). Thelaxnessof Abs is actuallya con-
sequencef thefollowing inequality:

(¥) Abs(o||T) C Abs(o)||Abs(T)

which in turn stateshatthe abstractinteractionbetweens
andr is a safeapproximatiorof their evaluation.

4.1 Safeness

We are now going to relate the abstractstrategjies and
abstractinteractionwith the operationalsemanticsof the
language.To keepthingsassimpleaspossiblewe will re-
strict oursehesto PCFtermswith no constantswvhich are
in n—long form andin normalisedform (i.e. of the shape
MN; ... N, with all M, N; in normalform).

First definethe Linear Head Reduction(LHR) [9] of a
lambdaterm M asfollows: at eachstepconsiderthe left-
mostheadvariablez in theterm M ; replace(only) this oc-
currenceof z with acopy of thecorrespondingrgumentV
(correspondencgiven by A binding); if this wasthe only
occurrenceof z then erasethe original N andthe corre-
sponding\z.

Givena normalisedterm M NV, ... N, we have the fol-
lowing property:

Lemma 2 TheLHR of a normalisedterm A/ N; ... N, to
weak head normal form genertesa unique sequenceof
pairs (z1,51),-- -, (xn, Sn) Wherefor j even(resp.;j odd)
x; is avariablein N}, (for somek)(resp.a variablein i)
and S; a subtermin M (resp. in N}, (for somek)). Call
sut a sequencéhe LHR sequencef M N; ... N,,.

It is well known thatgivena PCFstrateyy o correspond-
ing to anormalform S we canidentify playerquestionsn

2The infinitary natureof the interpretationof normal forms in game
semanticcomesfrom two reasonsOn onesidea stratgy canbeinfinite
becaus@questiorhasaninfinite numberof answers-thisinfinity is elim-
inatedby identifying all answerswith x. Onthe othersideinfinity canbe
causedy having positionsof unboundedength— this is whathappensn
the caseof thefixedpoint constanthowever this infinity canbe expressed
asaregularexpressionhenceafinite graph.



o asvariablesin S and Opponentquestionsin ¢ as sub-
termsof S; thisis the essencef thedecompositiotemma.
Givenasequencef questiormovess let A(s) thesequence
of correspondingariables/subterms.

Given [T Z T 78 stratgies interpreting
M, Ny,...,N, we have then (assumingfor simplicity
that M N, ... N, is of basictype):

Propositionl Let s be the play geneated by
ullvall ... llvp, s1 the subsequencedf s in the hidden
part (i,e. s; is not in p;vy;...;vp) and containing
only questionmoves. Then\(s1) = z1,S51,---,%n,Sn
whee (z1,51),...,(z,,S,) is the LHR sequenceof
MN; ... Np.

This propositionis basicallyprovedin [9]. Its meaning
is that the LHR operationalsemanticscorrespondgo the
parallelcompositionin gamesemantics.

As a consequencef the above propositionandinequal-
ity (%) we have thatthe LHR sequencef M, Ny,...,N,
is includedin theabstracinteractionbetweery, vy, ..., v,
andhencethe abstracinteractionis safe.

4.2 Charts

Notice that an abstractstratey p, Abs(u) is just a fi-
nite graphwhosenodesarethe movesin Abs(u) andthere
is an edgebetweenm andm' if smm's' € Abs(u) for
somesequencss, s'; we will call thesesolid edges Sim-
ilarly the abstractinteractionAbs(u)||Abs(v) will giverise
to edgesbetweenaAbs(u) and Abs(v) which we will call
dottededges

We definehencethe chart of a programM, Ny, ..., N,
as the graph obtained first by generatingthe graphs
Abs(u), Abs(v4), ..., Abs(v,) and then connectingthese
by the dottededgeggeneratedby the abstracinteraction.

Noticethateachnodein thegraphwill beeithera ques-
tion or ananswer(becausenodesare moves)andthateach
dottededgewill beeitheraquestioredge(if it connectswo
guestionspr anansweredge(if it connectgwo answers).

5 Generality of the gameapproach

An importantquestionis how generalis our approach;
thefollowing resultshavs thatwe canbuild chartsfor most
of theexisting gamemodels.

Proposition2 Thelax functor Abs is well definedover the
gamemodelsfor thefollowing langueges:

e Call-by-NamePCF[3] andldealisedAlgol [5].
e Call-by-\aluePCF andldealisedAlgol [4].

¢ UntypedLambdacalculus[15].
e Functionallanguageswith control operators[14].

This resultdependn the factthatthesemodelsbeara
strongsimilarity to the call-by-name&?CFmodel;for exam-
plein [4] (section3.2)it is shavn thatafully abstracgame
modelfor a call-by-valueldealisedAlgol canbe obtained
in a subcatgory of the catggory in which thefully abstract
gamemodelfor IdealisedAlgol is constructedThekey in-
gredientin thefully abstracmodelfor functionallanguages
with controlis to relaxthe bracketing condition; sincethe
mapAbs doesnt take into accounthe bracketingcondition
its relaxationis notinfluentialto the construction.

Therearehowever gamemodelslik e the onefor general
referenceg2] for which the Abs mapis not well defined;
for exampleAbs(A4A —oB) € Abs(A) —oAbs(B). Tofind an
abstractinterpretationfor this modelis a matterfor future
investigation.

6 Constructive definition of Charts.

In [17] we give amoreconstructve definition of this ab-
stractinterpretationfor call-by-nameldealisedAlgol. We
give a syntax-basedranslationfrom eachnormalform M
to anabstracstratgiy (representedly agraph)noted[A/].

This stepcorrespondso theimageunderAbs of normal
forms. To seewhy thisis considethekey case:Take anor-
mal form M = Az;...xn.cond(yM; ... M,)NN'. The
stratgy associatedo this normalform will, on receving
theinitial Opponeniuestion askfor thevariabley; atthis
point eitherOpponentnswetit or is goingto play someof
the stratggiesassociatedo somel/;; eventuallyOpponent
will answerthe y question;Playerwill usethatanswera,
to play N (if a, is true)or N’ (if a, is false);howeverthe
initial questionof N and N’ is not playedand their final
answeris consideredasthe answerto the initial Opponent
guestiorfor thewholeterm.

The abstracstrat@y correspondingdo this complex dy-
namicscanbe expressedy thefollowing tree[17]:

M:T
l
y: U
[M] [M-] x: U
|\
[N]° (N

whereT andU arethetypesof theterm M andthevari-
abley and[H]° is thegraph[H] prunedof its root.

This tree is an optimization of
Abs(Azy ...zp.cond(yM; ... M,)NN') wherewe would



have more edges;the pathsgeneratedy theseadditional
edgescanbe recoreredby the abstractinteractionandare
henceeliminatedin the optimizedabstractstratejies. For
exampleconsiderM = Az.cond(ztt) ff tt; Abs(M) is
thefollowing tree:

M

T

q *

N
d

* *

thediagonaledgebetweernthe two x nodesis absenin the
optimizedversionjthepathsaddedy thatedgearehowever
recoveredin theabstracinteraction,e.g.if we considerthe
abstracinteractionbetweenM andN = Ay.y we get:

M N
T

In the constructve definitionof chartsthedottedarrovs are
built usinga syntacticalgorithmwhich usestype andsub-
terminformation.

An importantpointto noticeis thatthe complexity of the
abstracinterpretatiorof a family of stratejiesis linearand
thealgorithmto addabstracinteractionis quadratic.

Usingthis abstractepresentatiowe have sofar devised
algorithmsin thefollowing fieldsof programanalysis:

e Generalisedflowcharts as a basis for higher order
dataflav analysig17].

e Closureanalysig16].

In the paper[17] we shav how a generalisedhigher
order)flowchartcanbe constructedy consideringcertain
pathsthroughthesegraphs.The useof theterm“flowchart”
is justified by the factthatthe usualflowchartsarethe par
ticular caseof the generakconstructiorin the casewhenthe
programdoesnt containary higherordercomponent.

To definethesegeneralisedowchartsonestartsby iden-
tifying nodesn thegraphghatcorrespondo subtermspo-
ticethatcommandsrejustparticularsubterm®f thewhole

program.In generalthis canbe doneby usingthe decom-
positionlemma,a key technicallemmain the proof of full
abstractionfor gamemodels. Oncethis hasbeendonea
preorder< betweenthesenodesis definedbasedon a no-
tion of “reachability” by sayingthats < s’ if s’ isreachable
from s. Theguidingideais thats < s’ if thereis apossible
evaluationwheres happendefores’.

The worst casecompleity for building a generalised
flowchartis cubicin the sizeof the program;however this
situationis rarely encounteredmnoreoverfor restrictedan-
guagesgeneralisedlowchartsare easierto build; for ex-
amplethe algorithmrestrictedto imperatve programshas
linearcomplexity.

The closureanalysisof [16] involvesa further abstrac-
tion: we forgetanswermoves. The closureanalysisfor a
higherorder programaimsto determine given a program
point p, which areall closurep canjump to; the key case
to consideris whatareall possiblesubstitutionsof a bound
variablewith anabstractionThis computatiorcanbedone
by somekind of (dotted/solid)alternatingpathin the chart
anddoesnt involvevisiting questiomodesor edgesfor ex-
ampleto determineclosureanalysisfor the programM N
with M = Az.cond(z(Az.z))) ff tt,N = ly.ytt the

following graphis sufficient: M N
T Y

This graphallow usto determinahatthevariablex will
be substitutedvith N andthevariabley will be substituted
with ¢ (which corresponds$o Az.z). The closureanalysis
for the subtermcollectsall closuresthat are accessiblén
this way. It is shavn [16] that this analysisis asaccurate
asstateof the art algorithmsand hasthe samecomplexity
(cubicin the size of the term). The big adwvantageis that
the analysisis constructedlirectly from the semanticsand
is correct-by-construction.

7 Information Flow

We now considera casestudyof the technique:the use
of aninformation flow analysisto checksecurityfor Ide-
alisedAlgol.

For first-orderlanguagesthe basicnotion of securityis
that eachvariable hasan associatedecuritylevel and no
useris ableto readvariablesata higherlevel thantheusers
clearance For example,a variableon the left handside of
an assignments the userof ary variableappearingn the
right handside. Suchdependenciesanbe capturedvia the
notionof informationflow.

In this sectionwe definea generalisatiorof information



flow for IdealisedAlgol. Thealgorithmheredescribeder

formsaninterprocedurabnalysis(i.e. first orderldealised
Algol programanalysis)o detectsecuritybreach.Theidea
is to take the chartof a programand definesomekind of

paths;thesepathsarethenusedto build anothergraph(the
flow graph)for the program;securityis thencomputedin

termsof connectvity in this flow graph.

The next sectionextend this algorithm to security for
higher order programsby adding additional nodesto the
flow graph;securityis againcomputedn termsof connec-
tivity in this flow graph; however an additionalalgorithm
hasto beused(thecontrol-flox algorithmdescribedn [16])
to computeall possibleabstractionsvhich can be substi-
tutedfor aboundvariable.

A valid pathis asequence; ... s, suchthateachs; is
an (solid/dotted)edgealternatingpathandfor j < n the
targetof s; is avariablenodewhoseansweis the sourceof

Sj+1.
In orderto definea particularclassof pathsover which

information flow analysisis basedwe needthe following
lemma:

Lemma3 Let M, ... M, atermin normalisedform and
n be anodein [M;] (resp.in [M;], 1 < i < p) withm
outgoingdottededges; thenall theseedgeshaveas target
exactlyone[M;], 1 < i < p (resp.[M,]) andoneof these
m edgesis abovethe others (in thetreesense)we call this
theupperedgeof n.

Define a standad 1-valid path (SVP) asthe following
valid path: Startfrom the root of the graphanddo an al-
ternatingpath over unvisited nodes;if you areata noden
with morethanone (unvisited) outgoingedgethenchoose
the upperedgeof n. If you areata (nonanswer)nodeand
you havevisitedall its outgoingedgeghenjumpto (oneof)
its answer(s).

Given nodesa, b we saythatb is 1-readhable from a
(writtena <1 b) if thereis a 1-valid pathin which a occurs
beforeb.

The numberof SVPsis a function of the number of
testsof the programand correspondgo a possibleexecu-
tion trace.

Here is an example of a chart YQtt with Y the
fixpoint constant, tt the constanttrue and @ =
Afz.cond ze(f(e')) with e, e’ unspecifiedexpressions:

e ' )
*AM i
v
An SVP here would - .

Y7 q? Q7 'Z.7 ql? qi? tt? *7 *7 *7 *7 f? ql7 q Thls SVP WOUId
tell us that the ) is a recursve function with recursion
parameterf (becausehe closureassociatedo f is @, f is
1-reachabldrom ¢, ¢ is 1-reachabldrom f andthe value
of g is Q).

Notice how this kind of informationscould be equally
computedwith thevalid pathY, ¢, Q,z,*, f,q',q (i.e. we
avoid the argumenttt), hence"virtual” SVP can extract
informationsaboutevaluationin a modularway.

Given the family of SVPsof a programP we are go-
ing to definethe informationflow graphof P. The nodes
of this graphareoccurrencesf variablesandthe edgesare
informationflows Theoccurrencesf variablesareassoci-
atedwith programpointsin theflowchartandthe flows are
generated@sfollows:

We will assumehateachtime we build anew flow from
z to y, we also createa flow from the last occurrenceof
x we metastargetof aflow to this new occurrenceof z.
Following a SVP s and meetinga noden, we reasonby
cases:

e n is an assignmentz := E(Y) (whereY =
y1,...,Yn) thencreatea flow from eachnodecorre-
spondingio theseoccurrencesf y; to z.

e n is a conditional: Thenn could correspondto an
“if...then...elseor to a“while” statement.

— In thefirst casecreatea flow from the variables
Y in the guardto all variablesappearingn the
branches.

— In the secondcasecreatea flow from the vari-
ablesY in theguardto all variablesfollowing in
the program.Moreover startingfrom the bottom
of the body of thewhi | e goingup to its guard,
for all z, createa flow from the lastoccurrence



of x we metastarget of a flow to the previous
occurrencef z.

e n is a boundvariableof type Var[X]. In thatcase
follow s until anodem correspondingo a variableof
typeVar[X] andcreateaflow fromm ton.

Usinginformationflow how arewe goingto computese-
curity andintegrity? First sometagsshouldbe addedto the
structurejn thecaseof securityoneshouldaddtheadequate
security tagsto the nodescorrespondingo the variables
with that securityclass. We say that thereis no security
breachat the noden if the securityassociatedo all nodes
from whichthereis apathof flowsto n isn’t higherthanthe
securityassociatedo n. Integrity worksin the sameway
by usingdifferent“trust” tags.

A moreextensionapresentatiorf thisalgorithmcanbe
givenandwe now proceedo dothis.

Givena flowchartfor a programP anda programpoint
pin P theguardssetatp (notedby G,) is definedastheset
of variablesin cond orwhi | e guardsembedding or
whi | e guardspreceding.

We are now going to define by mutual recursiontwo
setsl F,, andZ which arerecursvely computedyoingback-
wardsfrom aprogrampointp. In thedefinitionof thesesets
we useanauxiliary function store. We write z C y, where
yis of typeVar[X], to meanthatz <; n wherenis thecell
nodein the stratayy for y andthatthereareno intervening
cell nodes.Thefunctionstore is definedasfollows:

{y | zCy}

We lift storeto setsof variablesn the obviousway.
Theindirectflowto p (notedasIF},) is definedby

store(z) =

IF,=G,u
z€E€store(Gp)

Notice that computingbackwardsmeansthatthe z :=
E(Y) arethefirstassignmentt z (for z € store(G)p)) met
goingbackwardsin theflowchartstartingfrom the program
pointp.

The information flow to a variablez in a statement
z := E(Y) ataprogrampointp (whereY = y1,...,y5)
is definedasthe following function (which againis recur
sively computedgoing backwardsfrom the programpoint

D)
I(z:= E(Y))=YUIF,u |

ziEstore(y;)

Example: Given the programP = z := y;y = z
we have IF,,—, = 0 andZ(y := z) = {z}. For P! =
conda (z :=y;y := z) wewouldhave I'F,._, = {a} and
Z(z := y) = {y}. Howeverfor P’ = while a do z :=
y;y = z od wewouldhaveZ(z := y) = {y, 2}

Here arethe flow graphsfor y := v;z = y;y = 2
(left) andy := v;while tt do z := y;y := 2 od (right).

Yy<—-1v

N\

Yy<—— 2

Yy<—v

.

7.1 Correctness

Thenotionof correctnessve aregoingto useis thesame
asin [8], i.e. if y is notin theinformationflow of avariable
x thena computationstartingwith ary statewhich differs
only for the valuesgivento y will produce(at the program
pointp) thesamevaluefor z. Sothereis nocommunication
betweenz andy.

More formally, giventwo statesr, 7’ definetherelation
T A,7" if T and7’ agreeonall variablesin Z,,.

We have thenthefollowing

(here< P, > is aconfigurationin the operationake-
manticsof the program)

Proposition3 7A,._gyv)7 and < P,7 >=*< z :=
EY),0 > < P,7' >>*< z := E(Y),0' > implies
thata'Az::E(y)O'l

Notice thatthis propositionimpliesthatz := E(Y') has
the samesemanticsn ¢ andin o' becauserA,.—g(y)o’'
andthuswell formalizestheintuition of correctness.

8 Higher-order Security

Sofar, we have concentratedn breachesf securitythat
result from accesseso storagelocations. For first-order
programs,this may be sufficient. The situation changes
whenwe considerhigherorderprograms;in this settingit
isimportantto associateecuritywith functionalparameters
(which essentiallybehare asmobile code)and parameters
of othertypes(for examplelists).

In orderto illustrate our approachwe considerthe fol-
lowing program:



let fold = Af | b, newl’.
acc :=b; | :=1;
while |’ <> null do
(acc:=f acc (hd I");
o=t 1)),
map = Af 1.0 f | = null
t hen nul |
el se
(f (hd 1)):(map f (t1 1));
ookup = AX y. X =y,
in
newresult acc.
fold or (map (lookup 10) 1) fal se;

result := acc;

The program definesan imperative version of “fold”
which combinegheelementf alist usingabinaryopera-
tion, afunctionalversionof “map” whichappliesafunction
to every elementof a list and a “lookup” function which
testsfor the equality of two values. The main body of the
programtestssomelist, | , to determindf 10is anelement
of it. Theansweraboolean)s assignedor esul t .

Thealgorithmfor building flows mustbe modifiedto ac-
countfor boundvariablesof highertype. First the nodes
of the flow graphincludenow the nodesof the chart. Sup-
posingthe boundvariableoccursat noden thenwe must
follow eachSVR, s, from n until we encountera nodem
correspondingo a value (a constantor a closure)of the
appropriatetype andbuild a flow from mto n. In follow-
ing s, we mayencountea noderepresentingnapplication
xty ... t,; in this case,we follow the pathfrom the head
variableusingthe“cut” operationof [16] to remove binders
correspondingo thearguments.

Security(or integrity) is thencomputedy extendingthe
taggingto subtermsa “no breach”of securityis computed
asin theprevioussectionby addingthefollowing condition:
If anexpressionE hasoneof its boundvariablegargetof a
flow, thenthe securityclearanceof E hasto be at leastthe
sameasthe oneof the sourceof theflow.

Let's for example consideragain MN with M =
Az.cond(ztt) £f tt and N = Ay.y; applyingthe algo-
rithm we get the following flows (hotedby dottedarrows;
noticetheir inverteddirectionw.r.t the dottedarrowns in the

original chart): ) )
Y g

Henceif we supposehatthe constanttt in M hasse-
curity clearances then N shouldalsohave securityat least
s; henceforthe shouldhave at leastthe samesecurityand
eventually M would have to have atleastsecuritys aswell.

Notice thatin an expressionlike (Azy.y)a the security
of thewhole expressions independenbf the securityof a
(thereis noflow from a to x); this shavs how ourapproach
is moreflexible thanatype orientedone.

Then correctnessin this higherorder setting can be
statedasfollows:

Proposition4 Suppos is a constantor a closue. If kis
substitutedor a variable x during the evaluationof a pro-
gramthen,if the algorithmfails to detecta bread of secu-
rity, ¢(k) < ¢(z), whee¢(v) returnsthesecurityclearance
ofv.

The proof of this propositionfollows from the correctness
of theclosureanalysisalgorithm([16]).

Now supposehatthelist | hassomesecurityclearance
c. Thesub-epressiomap (| ookup 10) | inheritsse-
curity c. Asaconsequencehevariablel * musthave secu-
rity atleastc andsotoomustacc. Finally, r esul t must
also have securityat leastc in orderto avoid a breachof
security

8.1 Complexity

The worstcasecomplexity for all of the algorithmsout-
lined is O(n?®), wheren is the size of the IdealisedAlgol
term. This resultfollows directly from the underlyingcom-
plexity of the constructiorof standardL-valid paths.

9 Extending Security Analysis

We canexploit the unifying framework to extendthere-
sults of the lasttwo sectionsto call-by-value and untyped
languages.The detailsof the extensionare routine but re-
quire minor reformulationsof someof the technicalresults
(for exampleLemmas3).



10 Conclusions

We have showvn how the category of gamedrom [6] pro-
videsa unifying framework for our previous work on pro-
gram analysisfor call-by-nameAlgol-lik e languagesand
call-by-valuelanguagesith variousextensions. We pro-
ceededry shaving how the category for call-by-namédan-
guagesouldbeabstractedn theunderlyingcategory via a
lax functor. We have alsoshavn how the abstractiorof the
catgyoryfor call-by-valuelanguage$ormsasubcatgory of
theimageof call-by-nameone. Thefirst main contribution
of this paperhasbeenthe identificationof the category of
[6] asaunifying framewnork andthedevelopmenbf theAbs
lax functor. Thesecondnaincontribution hasbeento shav
how theinformationflow-basedapproacho securitycanbe
generalisedo higherorderlanguagesasedon our notion
of generalisedlowchart.

Our eventualtarget is to be able to analyselanguages
suchasJava. The ability to have referencedo objectsis
anessentiabtepin this enterprisethe work on gameswith
generalreferencess a basisfor this. Gameswith control
allow usto modelexceptionmechanisms.

A major remainingobstacleis our currentinability to
modelconcurrenprogramsThis remainsatopic for future
work.
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