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I. INTRODUCTION

Reconfigurable intelligent surfaces (RISs) have been regarded as a promising technique to
support the smart radio environment and efficient secure transmissions in future communication
networks [2]-[4]. One typical RIS is a uniform planer array with a large number of low-cost
elements. By equipping with advanced beamforming controllers, the phase shifts of reflected
signals on each RIS element can be changed independently, which helps to adjust the propagation
of signals [5]. Benefiting from this feature, the RIS is able to improve the communication quality
of legitimate users (LUs) while limiting eavesdropping by appropriate design on beamforming
[6], thereby enhancing physical layer security (PLS).

For the conventional reflecting-only RIS, PLS performance within half of the space in front of
the RIS can be controlled while the LUs in the other side still suffer from eavesdropping. To this
end, the concept of simultaneous transmitting and reflecting RIS (STAR-RIS) has been proposed
for providing full-space coverage [7], [8]. With three operation protocols, i.e., time switching
(TS), energy splitting (ES), and mode switching [7], different beamforming approaches can
be implemented at both sides of the STAR-RIS, and hence the full-space PLS enhancement is
realized. Note that STAR-RISs serve LUs at different sides by the same signal source, a multiple
access scheme is indispensable for splitting unicast reflected and transmitted signals. The non-
orthogonal multiple access (NOMA) scheme can be a competent candidate due to its high spectral
efficiency and user fairness. By employing the superposition coding at the transmitter for power
multiplexing and the successive interference cancellation (SIC) at the receiver for detection,
STAR-RIS-NOMA protects multiple LUs within the same time-frequency resource block [9],
[10].

A. Related Works

Due to the broadcast nature of wireless communications, the concept of PLS was proposed
from an information-theoretical perspective [11] and has attracted wide attention in recent years.
In general, PLS leverages the inherent characteristics of the propagation environment (e.g., fading,

noise, and interference) to provide secure transmissions. One common method is to employ the
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jamming and artificial noise (AN) aided technique to depress the wiretapping of the potential
eavesdroppers (Eves) [12], [13]. By deploying jammers that emit jamming signals to confuse
the Eves, the information loss due to eavesdropping can be reduced. Another popular method
is to improve the received signal quality at the LUs and to reduce the information leakage to
the Eves with the aid of multi-antenna technology [14], [15]. Therefore, it is natural to use the
RIS which is a passive multi-antenna device for PLS enhancement. The authors of [16] focused
on a challenging case in downlink RIS-assisted secure transmission, where the Eve has better
channel conditions than the LU. The design of beamforming is based on the global channel
state information (CSI) of the Eve and the LU. In [17], the authors proposed a novel design on
RIS beamforming to eliminate the signals received by the Eve, and hence the global CSI of the
Eve is required. In [18], the secrecy data rate in a RIS-aided massive multiple-input multiple-
output system was studied and the statistical CSI of the Eve was considered. These works
assumed that the perfect CSI of the Eve is known for beamforming design. In practice, however,
it is difficult to acquire perfect knowledge of the CSI of the eavesdropping channels because
potential Eves are not continuously communicating with the BS and are even passive to hide
their existence. In [19], the authors utilized the imperfect CSI of the Eves to jointly design the
transmit beamformers, AN covariance matrix, and RIS phase shifters. In [20], the theoretical SOP
was derived under the assumption that Eve’s CSI is unknown. The above works investigated PLS
in the presence of fixed LUs and Eves. To capture the randomness property in the considered
space, stochastic geometry is a powerful tool [21] and has been widely utilized to study the
PLS in traditional communication systems [22], [23]. The authors in [24] considered the spatial
effect in a RIS-assisted multiple-input multiple-output system and modeled the locations of LUs
by a homogeneous Poisson point process (HPPP). Then the theoretical secrecy performance
expressions were derived.

Sparked by the potential advantages of combining STAR-RIS and NOMA, research contri-
butions have been devoted to STAR-RIS-NOMA recently. In [25], the authors focused on the
coverage performance and illustrated the superiority of NOMA over orthogonal multiple access
(OMA) in STAR-RIS-aided transmissions. In [26], bit error rate expressions were derived in
STAR-RIS-NOMA and the results revealed that the STAR-RIS-NOMA outperforms the classical
NOMA system in terms of error performance. The authors in [27] solved a joint optimization

problem for maximizing the achievable sum rate. Simulation results demonstrated the better
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performance of STAR-RIS-NOMA than the conventional RIS-aided transmissions. Works [28]
and [29] investigated the theoretical performance of STAR-RIS-NOMA in large-scale networks.
In [28], the authors proved that for three STAR-RIS operation protocols, the accurate diversity
orders depend on the number of STAR-RIS elements that form the passive beamforming. In [29],
a general analytical framework was provided for the multi-cell networks, where LUs, BSs, and
STAR-RISs are randomly distributed. Furthermore, a few works started to pay attention to the
PLS in STAR-RIS-NOMA. In [30], the authors focused on the AN-assisted downlink transmis-
sion for the improved secrecy rate. In [31], residual hardware impairments were considered and
analytical expressions of the SOP were provided for the paired NOMA LUs. In [32], the authors
aimed to maximize the minimum secrecy capacity in STAR-RIS-aided uplink NOMA networks
by joint secrecy beamforming design. However, these initial works considered simplified settings

with fixed eavesdropping as the location of the Eve is predefined.

B. Motivations and Contributions

As we have discussed, STAR-RIS-NOMA has the capability of providing security enhancement
in the full space, while the impact of full-space eavesdropping needs to be investigated. The per-
formance analysis on secure STAR-RIS-NOMA transmissions considering randomly distributed
Eves in the full space is important, but to our knowledge, has not been studied in previous
work. Motivated by the above, in this work, we focus on the theoretical security performance
of the STAR-RIS-NOMA in the presence of randomly distributed LUs and Eves.! The main
contributions are summarized as follows:

o We propose an analytical framework for STAR-RIS-NOMA in terms of PLS, where both
LUs and Eves are randomly deployed. In this framework, the paired NOMA LUs are
randomly selected from two sides of the STAR-RIS, and the distribution of Eves is modeled
by a HPPP. A mapping method is introduced for unifying the performance at different sides
of the STAR-RIS. The beamforming of the STAR-RIS is designed to enhance the channels
of LUs. Moreover, a general x-p distribution is used to characterize the small-scale fading.

o We derive the analytical expressions of the SOP for the NOMA LUs when the CSI of Eves is

unavailable at the BS. The ordering channel statistics are obtained by exploiting the Gamma

'In this work, we only consider the impact of external Eves.
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distribution to fit the cascaded small-scale fading of STAR-RIS-aided links. We further
derive the asymptotic SOP expressions in the high signal-to-noise-ratio (SNR) regime. The
analytical results show that the secrecy diversity order for the strong LU is related to the
path loss exponent while the error floor exists for the weak LU in the considered scenario.

« We derive the analytical expressions of the average secrecy capacity (ASC) performance for
the NOMA LUs when the CSI of Eves is available at the BS. The asymptotic ASC is also
derived to obtain the secrecy slope. The analytical results demonstrate that the secrecy slopes
for the ES protocol and the TS protocol are one and the mode operation parameter of TS,
respectively, and hence the ES protocol outperforms the TS protocol in ASC performance
when the SNR is high.

« We use the numerical results to validate the analysis and to show that: 1) there is an optimal
STAR-RIS mode operation parameter to maximize the SOP performance and the ASC; 2)
the secrecy performance of the ES protocol always outperforms that of the TS protocol in
the considered system; 3) NOMA is able to achieve the higher ASC than the OMA in the
STAR-RIS-assisted transmission.

C. Organization and Notations

The remainder of this paper is organized as follows. In Section II, the system model of the
secure STAR-RIS-aided NOMA networks is introduced. In Section III, we derive the theoretical
SOP for the pair of NOMA LUs, and then the secrecy diversity order is investigated. In section
IV, we derive the theoretical ASC and then obtain the secrecy slope. The numerical results are
presented in Section V. Finally, we draw the conclusions in Section VI.

Notation: (-)T denotes the transpose operation. |z| is the amplitude of z. E[-] denotes the
expectation operator. Gammal(k, 0) is the Gamma distribution with shape %k and scale 6. I'(x) =
fooo t*"le~tdt is the Gamma function. v(c, x) is the lower incomplete Gamma function [33, eq.
(8.350.1)]. Ky(x) represents is the tth-order modified Bessel function of the second kind [33,
eq. (8.432)]. ,F,(a,; by; ) denotes the generalized hypergeometric function [33, eq. (9.14.1)].

(ay)

We denote [7]* = max{z,0}. GJ1" | (-) " s the Meijer G-function [33, eq. (9.301)]. For
(by) _

a cumulative distribution function (CDF) F'(z), we denote its complementary CDF as F'(z) =

1 — F(x).
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Fig. 1. System model for downlink secure STAR-RIS-NOMA transmissions.

II. SYSTEM MODEL

As shown in Fig. 1, we consider a secure downlink transmission scenario, where a BS
communicates with LUs assisted by a STAR-RIS in the presence of Eves. The STAR-RIS with
a random orientation is fixed at the origin of a two-dimensional plane R?. We fix the BS at
(—lpr,0), while the locations of LUs obey a HPPP ®, within a disc area with radius Ry
centered at the origin. The spatial distribution of Eves is modeled by another HPPP &, with
the density ). in the considered plane.> We consider that the BS, LUs, and Eves are equipped
with a single antenna. The STAR-RIS consists of N elements, and these elements are capable
of simultaneously transmitting and reflecting signals.

Those LUs located on the same side as the BS of the STAR-RIS are the reflecting LUs;
otherwise are the transmitting LUs. We randomly select a reflecting LU Uy and a transmitting
LU Ur to form a typical LU pair. The NOMA transmission scheme is invoked for the typical
LU pair. All Eves have powerful detection capabilities and are able to overhear the messages of
all available resource blocks. Moreover, multiuser detection techniques are adopted at Eves, and
hence the Eves can distinguish signals of different LUs when applying the NOMA scheme. For
tractable theoretical expressions, simple setups are employed, and all assumptions are concluded

as follows.

>The HPPP is a uniform distribution in this space, which can be regarded as the steady-state distribution in the random

direction mobility model [34]. Therefore, the LUs and Eves are moving as the random direction model.

Page 6 of 55



Page 7 of 55

oNOYTULT D WN =

IEEE Transactions on Wireless Communications

Assumption 1: We consider an urban environment for the secure STAR-RIS-NOMA transmis-
sion, so all direct transmission links between the BS and LUs/Eves are blocked.

Assumption 2: The STAR-RIS is antenna empowered and has the capability of independently
controlling the transmitted and reflected signals [35].

Assumption 3: The STAR-RIS is a planar antenna array. We assume that the inter-antennas
spacing is volume-unlimited, and the angle difference of the signal transmitted and received can
be neglected. In this case, we approximately regard that channel gains of N different channels

are independently and identically distributed [36].

A. Channel Model
In this work, we mainly focus on the STAR-RIS-aided links between the BS and LUs/Eves.

The channel model of the considered STAR-RIS-aided transmission includes the path loss model
and the small-scale fading model. For clarity, we use the subscript ¢ = {T,R} to denote the
transmitting LU and the reflecting LU, respectively. For LUs, the path loss of the STAR-RIS-

aided link is related to the product of two distances, which can be expressed as
La = Cr (ZBRda)ia ) (1)

where d. is the distance between the STAR-RIS and the LU. C., is the reference distance based

intercept. « refers to the path loss exponent. Similarly, the path loss of the Eve i € ®, is
Le,i = Or (ZBRde)_a . ()

As in previous works, all channels of the STAR-RIS-aided transmission suffer from cascaded
small-scale fading. Specifically, we denote the small-scale fading vectors of the BS-RIS link and
the RIS-LU/Eve link as h,, = [ 1,..., by, v]* and h,, = [hy,1, ..., hey n]T, Tespectively. For
LUs, the power of the equivalent overall small-scale fading for the STAR-RIS-aided cascaded
channel is given by |h.|? = |h,,”©.h,,
phase-shifting matrix of the STAR-RIS, where j = v/—1 and 6., € [0,27) for n € {1,...,N}.

2 . , :
, where ©. = diag (6395’1, o eﬂeva) is the normalized

To maximize the received signal power at LUs, the STAR-RIS reconfigures the phase shifts
according to the instantaneous exact CSI so that phases of all channels can be aligned at the
LUs, i.e., for ¢ € {R, T} we have

N 2
|he|? = (Z lhm,nllhm,n\) . 3)

n=1
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Different from the LUs, phases of different channels are random and independent at the Eves.

The overall small-scale fading power is

N 2
|he|? = (ZWBR,the,n!ejg") , (4)
n=1

where 0,, is uniformly distributed in [0, 27). In this work, the small-scale fading is characterized
by the k-p distribution [37], which is a general model including some classical distributions such
as the Rayleigh, Nakagami-m, and Rician as special cases. The transmission from the BS to the
LUs through the STAR-RIS element 7 is the double x-p distribution. The probability density
function of the BS-RIS link and the RIS-LU/Eve link is respectively given by

241 (1 + k) %kul e~k (1+nr1)z?

IAIED o Lt (2 T+ e 5)

K1 2 eH1k1

po+1

in(1 4 kg) 2 aHzeH2(ltn2)e?
o) = 222 E12) Lot (22V/m(T+ Ra)z) (©)

pa—1
Ko 2 eH2f2

where [(+) is the modified Bessel function of the first kind with order zero.

B. STAR-RIS Operation Protocol

This work considers the TS protocol and the ES protocol to operate the STAR-RIS. Here, We
introduce these operation protocols. Since the received signal is highly relative to the change of
phases and amplitudes by the STAR-RIS, we provide the transmission- and reflection-coefficient
matrics in two protocols.

1) Time Switching Protocol: In TS protocol, the STAR-RIS operates in the reflecting mode
or transmitting mode in different time periods. Let 7. denote the percentage of communication
time allocated to the LU &, where Tg + Tt = 1 and T. € [0, 1]. In the reflecting mode, the
transmission- and reflection-coefficient matric is @15 = C:)R while in the transmitting mode, we
have ©I5 = Or.

2) Energy Splitting Protocol: In ES protocol, the energy of the signal incident on each element
is split into two parts for transmitting and reflecting with energy splitting ratios St and [g,
respectively, and we have g + St = 1 according to the law of energy conservation. We consider
the same (. on all elements of the STAR-RIS. Therefore, the transmission- and reflection-
coefficient matric for LU ¢ is ©F° = \/F.0©..

In this work, we call 7. and (. the mode operation parameters of TS and ES, respectively.
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C. Signal Model

We focus on the typical LU pair in this work. The remaining LUs use resources that are or-
thogonal to the typical LU pair, so only intra-cluster NOMA interference occurs in the considered
system. In STAR-RIS-NOMA, the SIC process is employed as in traditional NOMA systems.
Without loss of generality, the SIC is employed at the LU with the better channel condition in
the typical NOMA LU pair to achieve high rate performance. Let U, and U,, denote the strong
LU and the weak LU in the LU pair, respectively. The power allocation coefficient for Uy is a,
and that for U, is a,,, where as + a,, = 1. For user fairness, the higher power level is always
allocated to U,, i.e., a,, > a,.

We consider the BS transmits Gaussian signals for both LUs. If the reflecting LU is the
strong LU, i.e., Ur = U, Ur decodes the massage of Ur first. For the operation protocol
XS € {TS,ES}, the signal-to-interference-plus-noise ratio (SINR) of the SIC process is given
by

xs _ XSawppLr |hg|?
Tsic = g 2 )
craspylr |he|” + 1

where ¢I® = 1 and ¢ = 3, for e € {T,R}. p; is the transmit SNR for LUs.

(7

After the successful SIC, Ur removes the messages of Urp. Then Ui decodes its required

messages with the following SNR
7 =y aspLr |hrl®. (®)

Since Ur decodes its message by treating the message of Uy as interference, the decoding

SINR at Uy is expressed as

XS _ ASaypy L |hp|”

y . ©)
T SaupLy [+ 1

For the case that the transmitting LU is the strong LU, the expressions can be obtained
similarly, and we skip it here. Since the SIC order in NOMA depends on the order of channel
gains, we focus on the performance of the strong LU and the weak LU in the rest of the paper.
Thus the subscript € € {s, w} related to the type of LUs.

We consider the worst-case of the security transmission, and hence we focus on the most

detrimental Eve which has the highest detecting SNR of U.. When the most detrimental Eve is
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at the LU 7 € {s, w} side of the STAR-RIS, the instantaneous SNR of detecting the information

of U. at the Eve can be presented as
7t = 7 aepe max { Lo [hel’} (10)

where p. is the transmit SNR for the Eve.

III. SECRECY OUTAGE PROBABILITY

In this section, we consider the scenario where the CSI of Eves is unavailable at the BS. In this
case, we employ the SOP as the performance metric. We first obtain new channel statistics for
STAR-RIS-aided links. Then we derive the theoretical SOP expressions of the typical NOMA
LU pair in the considered networks. Finally, the asymptotic SOP in the high SNR regime is
provided.

A. New Channel Statistics

The STAR-RIS assisted transmission introduces cascaded small-scale fading. For the fading

channel from the BS to the LU/Eve through the STAR-RIS element n, we denote A, =
|h7“17n‘|h’7"2,n

. The probability density function (PDF) of A, can be expressed as [37]

fan(@) = o DY paaGos (hiaa lg = 1t e — 1)), (1n
q=0 t=0
where ¢; = pi;(k; +1) and p,; = p tsg;ﬁffﬁ?(’g;ﬂ The k-th order moment of the product A, is
given by
(k1) & (p2) & k k
E[(A,)"] = 1 <— + pai s /‘61#1) 1P (— + 2 ph2; Hzﬂz) ) (12)
6u1f€1+p«21€2 ¢1 2 ¢2 2 2 2
where (z),, = W is the pochhammer symbol.

Some widely known fading distributions including Rayleigh distribution, Nakagami-m dis-
tribution, and Rician distribution are the special cases of the k- distribution. In Table I, we
conclude the parameters and the simplified PDFs for those typical fading models in the cascaded
channel. Allowing x; = K; and p; = 1 for i € {1,2}, we are able to obtain the double
Rician distribution with the shape parameter K; and the scale parameter 1. When K; — 0, the
distribution becomes the double Rayleigh distribution. If we set x; — 0 and p; = m;, the double

Nakagami-m distribution with the shape parameter m; and the spread parameter 1.
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TABLE 1

TYPICAL FADING MODELS IN CASCADED CHANNEL

Model Channel parameters PDF expression f;,,2(x)
double k1 — 0, ko — 0,
42Ko (2z)

Rayleigh pr =1, pu2 =1

double k1 — 0, k2 = 0, my+mg—1 mytmy

) m(mlmz) Kml—mz (2$‘/m1m2)

Nakagami H1 = m1, b2 = M2

double k1 = Ki, k2 = Ko, X X 4RI RS (A Ay) !

x TK5(A142) 2
Rician pr=1,p2 =1 r;o Eo FUITR2 ()2 (21)2 Krt (20vA14)

Lemma 1. When the number of STAR-RIS elements is large enough, the overall small-scale
fading power for the LUs obeys a Gamma distribution

(m2N + 0,%)*  4m,%0,2N? + 20,,4]\[)
Am,20,2N + 20,4’ my2N + 0,2 ’
E[(A,)?] — E[A,]? The overall small-scale fading power for the

(13)

|h|? ~ Gamma (

where m,,

E[A,] and o,?

Eves obeys

|he|* ~ Gamma (1, W, ), (14)

where W, = N(m,? + o,%).

Proof: Based on the results in our previous work [29], if m, and o,? are the mean and the
variance of A, respectively, the overall small-scale fading power |h,|* can be approximately

ot ) where M, = m,’N* + 0,>N and V, =

Vu ' M,

fitted by a Gamma distribution Gamma<
4m,%0,2N3+20,*N?. Moreover, the overall small-scale fading power for the Eves fulfills h.|? ~
N(m,?+ 0,%) x Gamma (1, 1). According to the property of the cascaded x-p distribution, this

lemma is proved. [ ]

Lemma 2. In the NOMA LU pair, CDFs of the channel power for the strong LU and the weak

LU can be respectively expressed as

Fy,(z) = [Fa, ()],

Fy,(x) = 2Fp, (z) — [Fp, ()],

15)

(16)



oNOYTULT D WN =

IEEE Transactions on Wireless Communications

12

~ I 57 1 2 22
where Fy, (1) = F(‘;T G Ijxief L0=2 A, =Cilpr ™% ke = %, and
k., 0,—0
0. — 4mi20,>N2+20,*N
r 2N+UT
Proof: See Appendix A. [ |

B. Secrecy Outage Probability Analysis

For the protocol XS € {TS, ES}, let C%is denote the channel capacity of the pair of LUs and
C%(ES represent the channel capacity of the most detrimental Eve with the data of U, respectively.
Then the secrecy capacity of the NOMA LUs can be expressed as [CFS — C35] * which is non-
negative. For a target rate R., if CX5 > R_, the information can be transmitted to U, in perfect
secrecy. Otherwise, the information-theoretic security is compromised. Therefore, the SOP of U,

can be defined as
PX —pr ([CF - )" < R.). (17)

We can observe from (17) that to calculate the SOP, it is important to derive the probability
distribution of C3;° and C}°. In the following, we first provide the statistics of C3® and C35.
On this basis, the SOP expressions are derived.

Note that the most detrimental Eve is at either the strong LU side or the weak LU side, we

provide the channel statistics of the most detrimental Eve at the LU 7 € {s,w} side.

Lemma 3. For the protocol XS € {TS,ES}, the CDF of the received SNR g, at the most

detrimental Eve E, (T € {s,w}) in terms of the message of U. is given by

-5
Frs (x) = exp (—me (C%) ) , (18)

where m. = 370X (pea. ALW,)°T(0) and 6§ = 2.

Proof: The CDF of the channel gain for the most detrimental Eve can be calculated as

follows

Frs () =Ee,

A/Ea T

HF\heP (m)] : (19)

Page 12 of 55
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We apply the probability generating functional [21, eq. (4.3)] and utilizing the property that
Gamma(1, W,) = W.Exp(1). The (19) can be rewitten as

o0 r*x
F,YEST([E) = exp (—ﬂ'/\e/O (1 — F]he\Q (m)) T’d’lﬂ)

a Ne(pea: ApcXSW, )T (8
ax
where (a) is obtained by applying [33, eq. (3.326.10)]. This completes the proof. [ |

When adopting the TS protocol, the channel capacity for the pair of LUs is C’Tf = T.log,(1+
72®), while the capacity for the reflecting/transmitting Eve is C£° = T, logy(1 + 75> ). To
obtain neat expressions, we propose a mapping method to unify the SNR at different sides of

the STAR-RIS. We introduce the equivalent received SNR for Eves as follows.

Definition 1. For the TS protocol, we deploy an equivalent Eve E._,. of the most detrimental
E.., which locates at the same side of the STAR-RIS as the U. and has the same capacity as E..

The equivalent received SNR at E._,. is
&
e = (L+e)™ — L @D

Then the PDF of the equivalent received SNR of the most detrimental Eve in all reflecting

and transmitting Eves can be calculated.

Lemma 4. For the TS protocol, the PDF of the equivalent received SNR for the most detrimental

Eve in terms of the U, data is given by

I —0
f"ygs (x) :5m567me ZTE{S,w}((fvﬁ’l)TS,T,l)
I —6—1
X Z :U + 1 Te r—1 <(l‘ + 1)T5,T _ 1) : (22)
Te{s,w}
where T. ., = %

Proof: Based on Definition 1 and the results in Lemma 3, the CDF of the equivalent

received SNR for the Eve is expressed as

F&g? (l‘) = F’YEEST((:E + 1)T5/TT _ 1) « FWES’R«‘% + 1)TE/TR . 1)

_ e me(@ )T/ T 1) T e (@) T/ TR 1) (23)
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By taking the derivative of Fy1s (x), we obtain the PDF of ﬁf Note that 7 € {R, T} is equivelent

to 7 € {s,w} in the expression of Fyrs(z), the lemma is proved. [

Theorem 1. For the TS protocol, the SOPs of the two NOMA LUs are given by

Rs
& 27Ts 1)—1
P;FS = / FHS (I + ) f:YTS (x)dx, (24)
0 QsPp s
TS Ry
_ up 1 2Tw 1)—-1
PP =Fp B+ [ Fu |+ et 1) s (e)dr, @29)
v 0 P a,, — a, <2T7)(x—|—1)—1> v
Where ngs = QRTlTwas — ]_

Proof: For both LUs, the SOP is related to fy1s(z) and the CDF of received SNR of the
LU. The SOP for the strong LU can be expressed as

P = /0 Fps (@) Fygs (257 (2 41) = 1) da. (26)

Based on the fact that 753 = asppH;, (24) is obtained. For the weak LU, since the outage
probability is 1, i.e., Firs(z) = 1 when a,, — (2ﬁ(&g§ +1) — 1) as < 0, the SOP for the weak

LU consists of two parts

By 0
P;ES = / f;y]gs (m)F,ygs (2R“’/Tw (x + 1) — 1) dx + f;ygs (m)dm 27
0 w w BE‘T)S w
Utilizing 7(15 = %, the proof is completed. [ |

From Theorem 1, we can easily observe that with the increase of T, the secrecy outage
performance for the strong LU is improved monotonically while the trend is the opposite for the
weak LU. Therefore, there is a trade-off between the SOPs of the strong LU and the weak LU.

When considering the ES protocol, the channel capacity of the legitimate LUs is expressed

e

as CF® = logy(1 +F®) and that for the Eves is C5> = log,(1 + vE>). Similarly, we utilize the

mapping method for the equivalent received SNR in this case as follows.

Definition 2. For the ES protocol, we deploy an equivalent Eve of E, located at the same side

as the U., and the equivalent received SNR is

. Br
Vv = 505 (28)
3
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Lemma 5. For the ES protocol, the PDF of the equivalent received SNR at the U, side for the

most detrimental Eve is given by

oNOYTULT D WN =

~ -5 ~
Fops () = e Dretnn (Bere) T N7 oot (29)

Ee
1 where Bw = %

- s - —5
13 Proof: We have the CDF of 455 expressed as Faes(v) = emme(Besr) " ome(Bewr) 7 paged

15 on Lemma 3, then this lemma is straightforwardly proved. [ ]

18 Theorem 2. For the ES protocol, the SOPs of the two NOMA LUs are given by

19 o 2fts 1)—1
20 P = / FH( (Boz + 1) ) fops (z)d, (30)
0 Bsaspb B

s

23 ES _ 7 ES /“p ( 1 2fe (Byr +1) — 1 )
24 Pw _Fﬁgi(Bup)—{_ . FHw pbﬁw aw_as( (5w£17+1)—1) fES (l')a 31

26 ES _ 1 1
o where Bup FoaBy ~ Bo

29 Proof: The proof is similar to Theorem 1 and hence we skip it here. [ ]

31 Corollary 1. For the protocol XS € {TS,ES}, the SOPs of two LUs in the NOMA LU pair

33 have the approximated closed—form expressions

-~ EnGYS (Em)
» Z (00, + DL )P X6 2

2

39 M, 7TBXS XS BXs
40 PY® ~ Foxs (BY) + Z m Gy mt ==, (33)

Rs
43 where GXS(x) = 5, () Fa, (ig?s(x)), Gul®) = f3, s (2) i, (ﬁgﬁsm), g75(x) = 27 (+
R

45 1) — 1 gB8(y) = 2= Bozt D)1 (TS(g) — 2Tw (24+1)-1 d dBS(z) = 2 Bzt l)=1
46 ) » Ys (SL’) Bs Yuw (SL’) Aw—as (2%@—1—1)—1)’ g (x) aw—as(2fs (Bsz+1)—1)
-1

48 ©m = COS ( T 7T) and &, is the m-th root of Laguerre polynomial Ly, (x). My and M, are

parameters to ensure a complexity-accuracy trade-off.

52 Proof: By applying the Gauss—Laguerre quadrature and the Chebyshev—Gauss quadrature
54 to the SOP expressions for the strong LU and the weak LU, respectively, the corollary can be

proved. [ ]
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Similar to the conclusion of the TS protocol, with a larger /3, the better SOP for the strong LU

is obtained while the secrecy performance becomes worse for the weak LU in the ES protocol.

Remark 1. When adjusting the STAR-RIS mode operation parameters 1. or (., there is a
trade-off between the SOP performance of the strong LU and the weak LU. In practice imple-
mentation, we should decide the STAR-RIS mode operation parameters according to different

LU requirements.

C. Diversity Order Analysis

To show further insights into the system implementation, we investigate the SOP in the high-
SNR regime. Eves are assumed to have a powerful detection capability as the above analysis.
The asymptotic performance is analyzed, especially when the difference of the channel SNR
between the BS and LUs is sufficiently high, i.e., p, — oco. Note that when Eve’s transmit
SNR p. — oo, the probability of successful eavesdropping tends to unity. We define the secrecy

diversity order as

1 PXS
XS _ .y 1982 (Fico) (34)
m—oo logy(pp)

where P _ is the asymptotic SOP.

It can be observed from Theorem 1 and Theorem 2 that the SOP is the integral of the product
of fixs () and Fy_(z). The expression is quite complex, so the relationship between p, and the
SOP expression is not straightforward. We first derive the asymptotic CDF of the unordered

channel power gain Fyy (x) which is related to Fyy_(x).

Lemma 6. When x — 0%, the CDF of unordered LU channel power gain is given by

Fpy, () = Lua"™, (35)
afi i — 14 (0

when [y = g, otherwise, K, = 1.

Proof: See Appendix B. [ |
Based on (A.5) in Appendix A, the asymptotic CDF of ordered LU channel power gain is
FO (x) = Sop, () [Lua™N 1 — LN ~ L2V for the I-th weakest LU. If the signal

is transmitted to LUs without being eavesdropped, i.e., p. — 0, the outage probability can be

Page 16 of 55
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expressed as Fp_ (ig?s(O)) Therefore, the diversity orders for the weak LU and the strong
LU are 4N and 21N, respectively.

Remark 2. When considering the STAR-RIS-assisted transmission in the no-eavesdropping sce-
nario, the diversity order for the NOMA LUs has a linear correlation with the number of elements
on the STAR-RIS. Therefore, the outage performance can be improved by increasing the number

of elements in this case.

When considering the PLS, however, we cannot ignore the impact of f&iﬂf (x) on the SOP
performance. Since ‘yﬁs may have a long-tail PDF, it is unreasonable to calculate the secrecy
diversity order by utilizing the asymptotic CDF obtained in Lemma 6 as in [22]. Therefore, we
employ the method of changing variables to calculate the secrecy diversity order of the strong

LU as follows.

Corollary 2. In STAR-RIS-NOMA, the secrecy diversity order of the strong LU is expressed as

T6 XS=TS
DXS = (36)

5 XS =ES,

where T'= min T, ,.
Te{s,w}

Proof: Noticed that only Fj, (%g?%x)) includes p, while the accurate expression of
Fy, (p—ig?s(:c)) is quite complicated, we calculate the SOP by changing the variable ¢ = ﬁ
For the TS protocol, the SOP for the strong LU is rewritten as

S > L s —ms 3 ((optn)Tor 1)~
Ps = 6m8pb FHS —Js (pbt) € S orelowd
0 Pb

- —6—1
x N Ty (ot + 1) ((pbt 1) 1) dt. 37)
Te{s,w}
Setting p, — oo, we have
PIS ~ dmgpy / Fy. (Q%t) > Tyr(pot + 1) 7014t (38)
0

Te{s,w}
Then we are able to obtain the secrecy diversity order by using its definition. For the ES protocol,

the derivation procedure is similar and hence we skip it here. The proof is completed. [ ]
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Remark 3. Since T < 1, the secrecy diversity order of the strong LU in the TS protocol is no

higher than that in the ES protocol.

Different from the no-eavesdropping scenario, the secrecy diversity order for the strong LU is
unrelated to the number of STAR-RIS elements. Furthermore, by properly adjusting the STAR-
RIS mode operation parameter, the best secrecy diversity order for both protocols is §, which is
only determined by the path loss exponent.

For the weak LU, intra-cluster interference may degrade the secrecy performance. As we have

discussed in the proof of Theorem 1, if
g — (2%(@,35 1) - 1) s <0, (39)
holds, the SOP of the weak LU is one for the TS protocol. In this case, the SOP has an error

floor due to Fﬁs(m) < 1. A similar conclusion can be obtained for the ES protocol.

Remark 4. Considering the PLS in the NOMA scheme, the error floor of the weak LU in
terms of the SOP depends on the CDF of the received SNR for the Eve, i.e., Fﬁs (). When
F&gf(prs) = 1, the error floor can be avoided. This usually happens when the SNR is high and

the required threshold is low.

Based on the characteristic of f@gs (x), we are able to calculate the error floor in the following

corollary.

Corollary 3. The secrecy error floor of the weak LU is expressed as
EF}° = Fyxs (By) . (40)
Therefore, the secrecy security order of the weak LU is zero.
Proof: When p, — oo, the received SINR for the weak LU tends to a constant *. Let us

take the TS protocol as an example. Based on the definition of the SOP, in the high SNR, we

have

PTS — pr (cgj > T, log, (1 4 a_W) - Rw)
a

s

= Pr (log2 (?yf,fs + 1) > log, (1 + a_w> — —> ) “4n
a
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then the corollary is proved. [ ]

Remark 5. In the considered secure STAR-RIS-NOMA transmission, the SOP of the NOMA LU
pair has the error floor due to the error floor of the weak LU. Therefore, the secrecy diversity

order of the NOMA LU pair is zero.

IV. AVERAGE SECRECY CAPACITY

In this section, we consider the scenario where the CSI of Eves is available at the BS. Here
we employ the ASC as the principal secrecy performance metric because the BS can adapt
transmission rate according to CSI of the LUs and the Eves to achieve perfect secure transmission.
The closed-form expressions are derived first, and then the asymptotic ASC, i.e., the secrecy

slope, is investigated for further insights.

A. Average Secrecy Capacity Analysis

The ASC is defined as the expectation value of the non-negative secrecy capacity over the
fading channel and the spatial effect [38]. In the considered networks, the ASC for the protocol
XS € {TS, ES} is expressed as

C¥ =E|[[CF - )] (42)

We observe that the theoretical expression of ASC can be obtained based on the derivation of
the SOP. The analtyical expressions of the ASC for the TS protocol and ES protocol are given

in Theorem 3 and Theorem 4.

Theorem 3. For the TS protocol, the ASC expressions for the two NOMA LUs are given by

C;[‘S _ Ts /oo FWUS (x)FvEs (x) dl‘, (43)
In2 J/, 1+
crs = Lo [ P @ P, @) ) (44)
In2 J, 14+x
Proof: See Appendix C. [ |

Theorem 4. For the ES protocol, the ASC expressions for the two NOMA LUs are as follows

g _ 1 OOFWUS(x/BS)FWES(x/ﬂs)
G = lr12/0 1+

dz, (45)
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CES — 1 /“1: F’va ($/ﬁw)FWEw (I/ﬁw)dx (46)
0

v T p9 142

Proof: By utilizing similar proof of Theorem 3, this theorem can be proved. [ ]

Remark 6. For the TS protocol, the ASC is linearly related to the STAR-RIS mode operation

parameter 1. For the ES protocol, however, the ASC is non-linear with .

Afterwards, the derived ASC can be further written as closed-form expressions in the following

corollaries.

Corollary 4. For the TS protocol, the closed-form approximations of the ASC for the two NOMA

LUs are expressed as

TS o
CTS ~

(47)

T, i En Py, (€m) By, (€m) /(14 &m)
In2 (Mg + 1)?[Las,11(&m))? exp(—&m)’

m=1

My, — B} -
TS o Lu LTVl T <—“w<¢m ha 1)> Fip, (—a“’(@m i 1)) . @8)

v T n2 — (Quwpm + as + 1) M, " 2a, 2a4
Proof: By applying the Gauss-Laguerre quadrature and Chebyshev-Gauss quadrature to (43)

and (44), respectively, the closed-form approximations can be obtained. [ ]

Corollary 5. For the ES protocol, the closed-form approximations of the ASC for the two NOMA
LUs are given by

s 1 s GnFhy, (6n/Bs) Fop, (6m/B) /(14 &)
O~ g (My + 1)2[Lag, 11 (Em) P exp(—Em)

m=1

(49)

My, — 2 B
B> g, (et D (e E) o

v In2 &~ (Qwipm + as + 1) M, " 20,43y, 20,5,
Proof: The proof is similar to Corollary 4. [ ]
Proposition 1. The ASC of the typical NOMA LU pair is given by

C*5 = C*5 1 C%5, (51)
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B. Secrecy Slope Analysis

Similarly, to gain insights into the ASC performance, the secrecy slope in the high-SNR regime

is considered, which is defined as

XS . cx
S™ = lim , (52)
o0 logy ()

where CX5 is the asymptotic ASC when p, — oo. The asymptotic expressions for the pair of

NOMA LUs are provided in the following propositions.

Proposition 2. For the TS protocol, the asymptotic ASC in the high-SNR regime can be expressed

as

C’;FEO = T, log, (aspy) + Tsos —

T 2 : fvaEs (&m/Bs) /(14 &m) (53)

E M, + 1)2[LMS+1 (fm)]Q e>{13(_§rrz)7

m=1

M,
T, = £/ 1— 2 _ 1
CTS_ =T, log, (1 + a—w) v UECAA Sk TN (—“w(‘pm i )) . (54

~ In2 — (awpm + as + 1) My, T 2a,

S

where o, = Ellog,(Hy)].

Proof: When p, — oo, (42) can be simplified as CX* = E [CFS] — E [CF5] = CX5 ., —

€,max

L (2 5@ g The term OTS_and CTS  can be expressed as CT5  ~ K [T, log,(aspyH,)] =

In2 JO 1+x s, max w,max s,max

T, logy(aspy) + Tsos and CL5

w,max

~ T, log, <1 + ‘;—j), respectively. Then the proposition is
proved. [ ]

Proposition 3. For the ES protocol, the asymptotic ASC in the high-SNR regime can be expressed

as

(55)

1 os P, (Gn/Bs) /(14 &)
In2 Z (

ES _
Cuoe = 108; (asBspy) + 0 My + 1)2[Lag, 11 (En) exp(—Epn)

m=1

M.
w 1 ~ w'V 1—- m2 = w m 1
C’Eio = log, (1 + Z—) — E ( a L4 ) (M) ‘ (56)

E m=1 anOm + ag + 1) Mw B 2asﬁw
Proof: The proof is similar to Proposition 2. [ ]

s

Remark 7. In the considered networks, the secrecy slopes of the TS protocol are SI° = T,

and SI° = 0 for the strong LU and the weak LU, respectively. For the ES protocol, the secrecy
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TABLE II

SECRECY DIVERSITY ORDER AND SECRECY SLOPE FOR DIFFERENT STAR-RIS PROTOCOLS

Secrecy Diversity Secrecy
Protocol LU
Pe > 0 Pe — 0 SlOpe
SU 2T /o 24N -
TS /
wuU 0 e :
SU 2/a 9N 1
ES /
WU 0 e O
1 e
e

O Ana, strong LU, N =25
0.3 H *  Ana., strong LU, N = 50

Sim., strong LU

: A Ana., weak LU, N =25
04 ] o Ana, weak LU, N =50
---------- Sim., weak LU

. .
0 1 2 3 4 5
Maximum recieved SNR

Fig. 2. CDF of the maximum received SNR at LUs with p, = 50 dB.

slopes are S™ = 1 and S5 = (. Therefore, the ES protocol achieves a higher ASC than the
TS protocol at a high SNR.

For clarity, we summarize all results of the secrecy diversity and the secrecy slope for two

STAR-RIS protocols in Table II, where SU represents the strong LU and WU is the weak LU.

V. NUMERICAL RESULTS

In this section, we present the numerical results to demonstrate the performance of STAR-RIS-
NOMA. Our theoretical results are validated and then some interesting insights are provided.
We mainly focus on the TS and the ES protocols of the STAR-RIS. Unless otherwise stated,
the simulation parameters are defined as follows. Consider line-of-sight (LoS) transmissions, the
small-scale fading channel is modeled as the cascaded Rician channel [16], and hence we set

K1 = ko = 3 and j1; = pip = 1. The density of Eves is A, = 10~% m~2. The path loss exponent is
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e, —A— Ana., TS T —A— Ana., TS
N Ana., ES Ana.,ES
\ e Sim,TS e Sim,TS
10 x  Sim., ES 10" x  Sim,ES ||
"""""""" Asympt., TS A e Asympt., TS
T,=5=07 - -~ Asympt. ES T,=4,=03 - -~ Asympt., ES
=%
S 102
v
x
1078 Y
g
T—3 %
. . . . . 10 . . . . . E!
60 65 70 75 80 85 60 65 70 75 80 85 90
7, (dB) #,, (dB)

(@) (b)

Fig. 3. Validation of the analytical SOP expressions: (a) strong LU; (b) weak LU.

a = 3. The outage threshold for both LUs is Ry = R,, = 0.1 bit per channel use. The number of
elements on the STAR-RIS is NV = 25. The radius of the disc area is Ry = 50 m. The transmit
SNR p, = 80 dB and p. = 50 dB. The power allocation coefficients for the NOMA LUs are
as = 0.3 and a,, = 0.7. The complexity-accuracy trade-off parameter M, = 30. The numerical
results are verified via Monte Carlo simulations by averaging the obtained performance.

To illustrate the derived channel statistics in Lemma 2, Fig. 2 plots the CDF of the maximum
received SNR of the paired LUs, where the maximum received SNR is the product of transmit
SNR p; and the channel power of LU H, for u € {s,w}. Here we set p, = 50 dB for ease
of observing different curves. Since Lemma 2 is based on Lemma 1, the accuracy of the
approximation in Lemma 1 is validated. In addition, we observe that the STAR-RIS-aided
channel model with a large number of elements has a higher channel power than the model with
a few elements. Therefore, the enhanced received SNR at LUs can be obtained by deploying
large-scale STAR-RISs.

Fig. 3 plots the SOP performance of the paired NOMA LUs versus the transmit SNR p;. The
theoretical curves fit the simulation results quite well and hence Theorem 1 and Theorem 2
are validated. Moreover, the asymptotic SOP is presented. As we have discussed in Corollary
2 and Corollary 3, the secrecy diversity order of the strong LU is a positive constant related

to the path loss exponent while the SOP of the weak LU has an error floor at the high SNR.



oNOYTULT D WN =

IEEE Transactions on Wireless Communications

24

10 g

=9 \
(@) -2 kY \
21 N
—o— Ana, SU, TS “'..\
Ana., SU, ES L ~e —
,| |~ @~ Ana, WU, TS o
10 Ana., WU, ES E
----------- Sim., UP \e
® Sim.,TS —s—
x  Sim., ES —
10'4 ! ! ! L L
0 5 10 15 20 25 30

Number of elements

Fig. 4. SOP of two NOMA LUs versus the number of STAR-RIS elements with 75 = 85 = 0.7, where “SU” represents strong
LU, “WU” stands for weak LU, and “UP” is the performance for the NOMA LU pair.

R, = 60,50, 40

Sop

0 0.2 0.4 0.6 0.8 1

Fig. 5. SOP of the NOMA LU pair versus the STAR-RIS mode operation parameter of the strong LU.

For the TS protocol, when the time allocation coefficient 75 < 0.5, the secrecy diversity order
of the strong LU is linear with 7§. In this case, the ES protocol has a larger secrecy diversity
order than the TS protocol for the strong LU.

Fig. 4 illustrates the impact of the number of STAR-RIS elements N on the SOP perfor-
mance. Although the Gamma approximation is adopted to characterize the overall small-scale
fading power of STAR-RIS-aided links, it can be observed that the analytical results match the
simulation marks even when N is small. Moreover, the SOP of the NOMA LU pair is highly

dependent on the worst performance in the paired LUs at a high SNR. With the increase of N,
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O Ana,TS O Ana.,TS
Ana., ES Fi Ana., ES
4 ®  Approx., TS Y 251 | e  Approx., TS
x  Approx., ES 7 x  Approx., ES
Simu., TS Simu., TS
Simu., ES 2+ Simu., ES
g [ [ Asympt. | £ & 1| e Asympt.
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p, (dB) p, (dB)
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Fig. 6. Validation of the theoretical ASC: (a) strong LU; (b) weak LU.

the SOP of the NOMA LU pair decreases first but finally keeps at a constant value. This is due
to the error floor of the weak LU. Therefore, the increase in the number of elements is able to
improve the SOP performance within a certain range, but a large number of elements cannot
reduce the error floor of the secure STAR-RIS-NOMA transmission.

Fig. 5 plots the SOP of the NOMA LU pair versus the STAR-RIS operation coefficients 7
and [, in the TS protocol and ES protocol, respectively. One can observe that the ES protocol
outperforms the TS protocol when 7T, = [5,. Another observation is that there exists an optimal
T or (3, between 0 and 1 to realize the lowest SOP. When T, = 3, = {0, 1}, the secrecy rate
of one of the NOMA LUs is zero, and the SOP for the LU pair is one in this case. When
T, = B € (0,1), the SOP is smaller than 1 and hence a minimum value exists. Thus a design
guideline is provided that the SOP performance can be improved by adjusting the STAR-RIS
operation coefficients. Furthermore, the optimal 7§ or 3, is reduced as Ry increases. Since the
SOP of the LU pair mainly depends on the worst performance in two LUs as shown in Fig.
4, the optimal 7§ or 3, is approximated as the crosspoint of the SOP curves of two LUs. With
the increase of Ry, the gap of best SOP performance of two LUs is bridged and the crosspoint
moves to the larger 7T or [3;.

Fig. 6 shows the ASC of two NOMA LUs versus the transmit SNR p,. The analytical results

are from Theorem 3 and Theorem 4. The approximation results are obtained in Corollary 4 and
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—e— Ana., TS

Ana., ES
25F e Sim., TS »
*x  Sim., ES &

0 5 10 15 20 25 30
Number of elements

Fig. 7. ASC versus the number of STAR-RIS elements.

Corollary 5. We can observe that the approximation results of the weak LU fit the simulation
curves well while there is a small performance gap for the strong LU especially at a high SNR.
This is because the Chebyshev-Gauss quadrature is accurate even with a small M,,. However, the
parameter M, is not large enough to ensure the accuracy of the Gauss—Laguerre quadrature. In
Fig. 6(a), the secrecy slope for the strong LU in the TS protocol is smaller than the ES protocol
as discussed in Remark 7. In Fig. 6(b), with the increase of the transmit SNR p,, the ASC of
the weak LU achieves an upper bound. In the ES protocol, the capacity upper bounds for two
NOMA LUs are the same. Moreover, the ES protocol has a higher ASC performance than the
TS protocol since extra flexibility from the space is utilized by the ES protocol.

Fig. 7 plots the ASC of the NOMA LU pair versus the number of STAR-RIS elements for
two protocols. Different from the observation in the SOP performance, the ASC keeps growing
linearly as the number of elements increases. The reason is that the achievable rate of the strong
LU can be improved by strengthening the RIS-assisted channel. Therefore, a high ASC can be
achieved by employing a STAR-RIS with a large number of elements.

Fig. 8 compares the ASC performance among different scenarios under different STAR-RIS
mode operation parameter values. We observe that the ASC of NOMA obtains a significant
improvement over OMA. This illustrates the efficiency of adopting the NOMA scheme in STAR-
RIS-aided systems. To show the efficiency of the phase aligned scheme at the paired NOMA

LUs, we plot curves of the Eve depression scheme and the random phase setup for comparison. In
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Fig. 8. ASC versus the STAR-RIS mode operation parameter of the strong LU, where “AP” represents the aligned phase scheme

in our analysis, “ED” denotes the Eve depression scheme, and “RP” is the random phase.

the Eve depression scheme, the STAR-RIS suppresses the eavesdropping of the most detrimental
Eve and reduces its capacity to zero as in [17]. We can observe that the phase aligned scheme
is able to improve the secrecy rate performance remarkably, while the enhancement of the Eve
depression scheme is negligible in the considered multi-Eve system. Moreover, when we set
T, = [, the rate performance of the ES protocol always outperforms the TS protocol due to
the extra degree of freedom in the space domain. By adjusting 7 or (3, the highest ASC can
be achieved. One should be noted that the ASC of the TS protocol is linear with 75 (Remark

6), and hence T = 1 is optimal. However, the optimal s depends on the system settings.

VI. CONCLUSION

In this paper, the PLS of the STAR-RIS-NOMA has been investigated. The stochastic geometry
based tool has been utilized to model the random locations of NOMA LUs and the Eves.
Considering the TS protocol and the ES protocol, we have derived the analytical expressions of
the SOP and the ASC, when the SIC order of the NOMA LUs is based on the channel gains.
In the high SNR regime, the asymptotic secrecy performance has been obtained. The analytical
results have revealed that the error floor exists for the SOP in the secure STAR-RIS-NOMA
transmission. The numerical results have provided design guidelines for the considered system:
1) the optimal secrecy performance can be achieved by adjusting the mode operation parameters

of the STAR-RIS; 2) the ES protocol has a better secrecy performance than the TS protocol; 3)
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the STAR-RIS with a large number of elements can be employed for the high ASC.

APPENDIX A: PROOF OF LEMMA 2

In this work, the overall channel power consists of path loss and small-scale fading. We denote
H, = XY, where X = |h|?> and Y = Apd~“ represent the power of small-scale fading and
path loss at the LU, respectively. According to (13), the CDF of the small-scale fading X is

oy (ke 2/6,)
S

Noticed that the locations of LUs obey a HPPP in the disc area, the PDF of the path loss Y

(A.1)

is given by

24,2/ —2/a—1 —a
#ng /e x> ALRy

fy(z) = B (A.2)
O,JZ S ALRU e,

For an arbitrary LU in ®,, we can formulate the CDF of the channel power H, as follows

Fu.(2) = / °°FX<§>fy<y>dy

I{Z xr®
@ 2 [ 7( o AL0T>
@) _2_ SN A g A3
R/ Ty (A9

where (a) is from the change of variable r = (y/A;)~/*. By employing the meijer G-function

of lower incomplete Gamma function, we rewrite Fy, (z) as

N 2 Ry 1.2 rr® 1
F = Gy d
Hy, (‘T) RUQF(kT) /[) r 1,1 AL&T k O T
® 0 12 | Rux 1-9,1
e Y , A4
F(kr) 23 ALer kir’ O, -5 ( )

where (b) is obtained by utilizing [33, eq. (7.811.2)].

For the LU pair, according to order statistics theory [39], if total of K LUs have the same
statitical channel characteristic, the ordered CDF of the channel power of the /th weakest LU is
given by

K /N . )
Fita) = Y- () a1~ Fin (o) (A5)

k=l
By substuting (A.4) into (A.5), this lemma is proved.
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APPENDIX B: PROOF OF LEMMA 6

To obtain the accurate asymptotic performance, we consider the accurate expression rather
than the Gamma approximation for the small-scale fading power |h,|?. Note that all channels
of the STAR-RIS are independent, we employ the convolution method to derive the distribution
of the overall small-scale fading power |h,|?. Based on (11), we first calculate the Laplace

transform of fa (x) as follows

2+/
EfAn (CU) o eulnlqj-l/iiz Z qut/ _szgzg <¢1¢2I2

1 1
¢+m =g ttp—g dr

q=0 t=0
C2V6i e 1919 0.3
102 G22 102 ' 2
\/_eumﬁ-uzn ZZ w? 1 1 . (B-l)
a=0 1=0 g+ —gttp—3
a
We denote J,; = Gg:g 4%’%’2 . By utilizing the relationship between the meijer G-function
b
and the generalized hypergeometric function, J,, is rewritten as
2 brm 1+b,—a) 2 2
4912 4912 m
Joo = ( — 21 | = HF(bi —bp) Hm + b —a;). (B2)
m=1 1+ bm —b =1 i=1
Hy

We observe that (B.1) is so complicated that it is difficult to obtain the tractable expression
of the inverse Laplace transform for Hi:f:l Ly, (w). Therefore, we consider the case w — 0o to
calculate the PDF of the overall channel gain near 0. When w — oo, H; — 1 holds. We only

keep the dominant item in (B.1), i.e., the item with » = ¢ = (0, and we have

T (w) = Aw (B.3)

fan
where [ = min{p, 1o} and A, is a constant unrelated to w. Since all channels of the STAR-RIS
are i.i.d., the Laplace transform of the PDF for the overall small-scale fading gain |h,| is

o (w) = AN (B.4)

We are able to obtain the PDF of |k, | by conducting the inverse Laplace transform of Ly (x),

which is given by

ot AuN 24N —1
fipa (@) = T2iN)” - (B.5)
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Then we obtain the CDF of |h,| as follows

0+ _ AN 24N
@) = FaaN T 1” (B.6)
Afterwards, the CDF of the overall small-scale fading power |h,|* can be easily calculated,
which is given by
AN ;
btz (@) = T (24N o,
fiN +1)

Kupo,o(p162) T (|1 —p2] )T (2 +i)0 ()
\/Eeulmﬂtz@

(B.7)

where i = min{yuq, po} and A, = . K, = 2 when p; = ps;

otherwise, K, = 1. Based on (A.3), we are able to obtain the CDF of the asymptotic unordered

channel H,
por 2[R AN /AN

. ANFL g — [ P B.8
,(7) Ri” Jo [(2aN +1) g ' ! (5:5)

Then the proof is completed.

APPENDIX C: PROOF OF THEOREM 3

Based on the definition in (42), the ASC for the strong LU is expressed as
C’;TS — / / (Tslogy (1 + x) — Tslogy (1 4+ 1)) fvgf(x)f@f (y)dydz
o Jo
:/ / Tilogy(1 + ) frxs (@) fyrs (y)dyda
0 0 S S

s

- / Tlogy(1+ ) (fps () Eygs () + Fygs () fps (0))

_ Ts /Oo F’YUS (I> dl’ . Ts /Oo F“fU5 ($)F7Es (SL’) dl’, (Cl)
n2 /, 1+=2 In2 J/, 14+x
CSTTETM C;Sr

s,loss

where CT5  is the ASC without eavesdropping, CT5 s the ASC loss due to the most

S,max s,loss

detrimental Eve.

For the weak LU, the ASC is zero when a,, — ygfas < 0. Thus the ASC is given by

TS _ Tw (‘% Fvuw (x)dx— Ty /C‘l’f By, (@) Fy, (x)
v In2 J/, 1+z In2 J, 1+z

NV vV
CTs CTS

w,max w,loss

dz . (C.2)

J/

Then the proof is completed.
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