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Abstract—The wide coverage and broadcasting characteristics
of satellite communications lead to multi-beam downlinks being
vulnerable to security threats, such as eavesdropping, hacking
and illegal access. This paper takes into account the case of
multiple users and an eavesdropper (Eve) in the target beam. In
particular, we consider the deployment of an unmanned aerial
vehicle to generate artificial noise in order to confuse Eve, while
acting as a relay for the legitimate users. In addition, a non-
orthogonal multiple access (NOMA) strategy is used to support
multi-user communication and to improve the transmission rate.
Considering the constraints due to quality of service, total and
per-beam transmit power of the satellite, two robust secure
precoding algorithms are presented to maximize the minimal
achievable secrecy rate of the legitimate users for both non-
critical and critical applications. Since the formulated opti-
mization problems are non-convex, we first use the arithmetic-
geometric mean inequality to solve the non-convex constraint
of the successive interference cancellation decoding order, and
the logarithmic parameter form is addressed by using the
first-order Taylor series expansion. Besides, the secure outage
probability constraint of the critical case is effectively resolved
by applying the Bernstein-type inequality/decomposition-based
large deviation inequality. Moreover, semi-definite relaxation and
penalty function optimization methods are adopted to design
the transmit power of the satellite in two cases, respectively.
Simulation results verify the effectiveness and superiority of the
proposed robust precoding design methods.

Index Terms—Multi-beam satellite communication, precoding,
physical layer security, unmanned aerial vehicle, non-orthogonal
multiple access.

I. INTRODUCTION

MUlti-beam satellite communication (SatCom) networks
are considered essential in 6G due to their high da-

ta rate transmission and spectrum reuse [1]. Specifically, a
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satellite generates multiple spot beams simultaneously through
the feeder reflector antennas, where each beam covers a spe-
cific area [2]. However, satellite-terrestrial integrated network
(STIN) downlinks are vulnerable to security threats because
of their inherent broadcast nature and wide coverage. Attack-
ers and eavesdroppers (Eves) within the satellite coverage
are particularly difficult to be tackled, as they can hide in
highly complicated environments [3]. Traditionally, secure
communications have been achieved by relying on upper-layer
encryption techniques [4]. Nevertheless, with the emergence
of new technologies, such as cloud computing and quantum
computing, this conventional security solution faces significant
challenges.

Physical layer security (PLS), which exploits the inher-
ent randomness of the wireless communication channel to
protect information from eavesdropping, is regarded as an
effective complementary solution to support data encryption
compared to the upper layer security methods [5]–[8]. Pre-
coding/beamforming (BF) has been widely used in specific
communication scenarios since it can simultaneously increase
the power of signals received by legitimate users and suppress
signal leakage from unauthorized users, which is the reason
why it has been recognized as an important means of enhanc-
ing the security of wireless systems. However, designing an
optimal beamformer to ensure secure communications remains
challenging. Recently, researchers have made considerable
efforts to design secure precoding algorithms based on ter-
restrial and SatCom systems [9]–[13]. More specifically, the
authors of [9] investigated the secrecy performance of amplify-
and-forward (AF) relay terrestrial communication networks
and provided a strategy in which the BF vector is a linear
combination of the energy and information BF vectors. The
authors of [10] studied a novel aerial BF relay system that
utilized an unmanned aerial vehicle (UAV) assisted virtual an-
tenna array to enable secure communications between remote
terrestrial users (GUs). Considering satellite carries multi-
antenna, joint BF of satellite and BS is proposed to achieve the
positive secrecy rate of STINs [11]. Furthermore, the security
problem of multi-beam SatCom systems was extended in [12],
in which a suboptimal BF algorithm based on zero-forcing
(ZF) and an optimal BF scheme utilizing a combination of
semi-definite relaxation (SDR) and gradient methods were
presented, respectively. Lin and Zhu et al. [13] addressed
the secure problem of wirelessly powered cognitive STIN,
where discretization and Taylor expansion were used to solve
the non-convex problem, and then an iterative algorithm was
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proposed to obtain suboptimal BF vector.
Another prospective approach for realizing secure commu-

nications is the artificial noise (AN) technique, which is to
inject appropriate pseudo-random noise into the transmit signal
to interfere with Eve, thus achieving an increased secrecy rate
(SR) of the system. This concept was originally proposed in
[14], where the AN is chosen to be in the null space of the
legitimate channel, so that no interference is introduced to the
legitimate receiver. The authors of [15] exploited both inherent
multi-user interference and AN to enhance the security of
terrestrial communication networks, and designed a power
allocation (PA) strategy to maximize the achievable secrecy
rate (ASR). Moreover, Xie and Zhu et al. [16] designed
an AN-assisted ZF synthesis method to analyze the secure
problem of wireless communication, which employed the
ZF strategy closely related to the pseudo-inverse concept to
simplify the calculation process of the baseband weighting
vector. Based on the UAV-generated AN scheme, Yin and Jia
et al. [17] explored the security issue by extending terrestrial
communications to multi-beam SatComs.

Combining BF design with AN technology can achieve
more secure information transmission. Nevertheless, it in-
evitably causes severe multiple access interference to a large
number of communication devices as wireless communication
evolves from single-user to multi-user scenarios [18]. The
application of non-orthogonal multiple access (NOMA) has
received much attention as it can accommodate more terminals
and provide compelling performance improvements in terms
of energy and spectrum efficiency [19]–[24]. Different from
traditional orthogonal multiple access (OMA), co-channel in-
terference (CCI) between users can be mitigated by successive
interference cancellation (SIC) at the receivers [25]–[27]. To
improve the secrecy performance, some related researches
have been presented to show that terrestrial resources can be
used to support SatComs and further use NOMA to guarantee
PLS [28]–[31]. Specifically, the authors of [28] studied the
security based on a hybrid satellite-ground cognitive network
relying on NOMA, and derived the closed-form expression of
intercept probability (IP). In [29], Yin et al. investigated the
security problem considering SatCom downlinks and proposed
a frequency-domain NOMA scheme to achieve positive SR.
[30] combined BF design and cognitive radio technique to
maximize the sum secrecy rate of a STIN system, where
SatCom networks adopted the OMA scheme and terrestrial
networks used the NOMA protocol. Moreover, Zhao et al. [31]
explored the secure energy efficiency of a cognitive NOMA
STIN system with mmWave communication by designing a
hybrid analog/digital precoding strategy.

The above studies have shown that NOMA can effectively
improve the throughput and spectrum efficiency of PLS sys-
tems for SatComs. However, most existing security analysis
of NOMA-based satellite systems is based on perfect channel
state information (CSI), which is unrealistic in satellite channel
environments. The CSI error for signal detection leads to
the non-removable residual interference, which degrades the
performance of the system [22]. In particular, the transmission
of CSI from device to satellite via gateway (GW) stations
causes channel estimation errors (CEEs) due to delays and

errors [32]. If SatCom is conceived directly on the basis of
perfect CSI for spot beam design, the secrecy performance of
SatCom with precoding strategy will be degraded. Therefore,
it is essential to comprehensively consider the impact of
imperfect CSI on NOMA-based SatCom PLS systems.

A. Motivations and Contributions

From the aforementioned works [18]–[20], it is known that
security can be enhanced in SatCom networks by utilizing
the NOMA protocol. Firstly, there is a trade-off between
ensuring SIC decoding success and user channel enhancemen-
t/suppression in multi-beam satellite networks, as SIC decod-
ing usually limits the channel strength of higher decoding pri-
ority users, which may make some legitimate channels weaker
than the eavesdropping ones. Secondly, the mitigation of the
CCI should be considered, where the precoding technique
can work out this disadvantage [33]. Some initial works are
devoted to the study on the secure transmission of multi-beam
SatCom systems based on NOMA and precoding technologies
[29]–[31], however 1) it is more realistic to consider the
imperfect CSI in the practical satellite communication scenario
in [29]; 2) the NOMA system considered in [30] is entirely
focused on terrestrial networks; and 3) the previous research on
the security of multi-beam satellite NOMA systems has been
constrained the total transmit power of the satellite [31], which
may result in unbalanced power distribution or unrealistic
transmit power for individual antennas.

Motivated by the above observations, we investigate the
secure transmission of multi-beam SatCom downlinks with
imperfect CSI of Eve. Specifically, a NOMA scheme is used to
support the communication of multiple terminals. To improve
the secure transmission of downlink multi-beam SatComs, a
fixed BF AF scheme is used to develop UAV in conjunction
with satellite to ground links. In addition, we also consider a
special case scenario where Eve is within the coverage range
of the UAV and the UAV creates AN to confuse Eve. In
this framework, we maximize the minimal ASR of legitimate
NOMA users in a beam by optimizing the BF factor of satellite
on the precisely of guaranteeing QoS and SIC decoding order
of users in each beam. The main contributions of this paper
are listed as follows.
• We propose a UAV-assisted multi-beam SatCom PLS

framework that exploits full frequency reuse (FFR) between
beams and accounts for non-negligible inter-beam/intra-beam
interference. Specifically, a UAV with large communication
range is used to generate AN to confuse Eve with imperfect
CSI, which is also employed as a relay. To improve the secrecy
performance, satellite precoding and NOMA techniques are
integrated to realize the information transmissions.
• Non-critical and critical algorithms are designed for differ-

ent applications. For the first case, our objective is to maximize
the minimal ASR of NOMA users in a beam by optimizing the
satellite’s BF vector while guaranteeing the QoS requirements
of each user, the SIC decoding order, and joint constraints on
the total and per-beam transmit power of the satellite. For the
critical case, we additionally impose secure outage probability
(SOP) constraints on the optimization problem of maximizing
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the minimal ASR to ensure secure transmission over fading
channels in the presence of CEEs.
• To solve the non-convex problems mentioned above, we

transform them into the equivalent one-dimensional search
problems. First, the arithmetic-geometric mean (AGM) and
the first-order Taylor series expansion are used to solve the
constraints of the SIC decoding order of NOMA users and
the logarithmic parameter form for the eavesdropping rate
substitution, respectively. Then, the rank-one constraint in the
non-critical case can be tackled by SDR method. Further-
more, we separately adopt the Bernstein-type inequality (BTI)
and decomposition-based large deviation inequality (DBLDI)
methods to perform the non-convex-to-convex transformation
of the bounded constraint on the SOP, and then jointly tackle
this problem iteratively using penalty function algorithm.
• Finally, the feasibility of the proposed secure precoding

design schemes, i.e, non-critical and critical (critical-BTI
and critical-DBLDI), is verified by numerical results. The
simulation results not only compare the secrecy performance
and computational complexity under different designs, but
also analyze the impact of the SOP threshold, the number of
beams, the number of legitimate users and the CEE factor on
the minimal ASR of the proposed UAV-assisted multi-beam
NOMA SatCom system.

The rest of this paper is organized as follows. Section
II introduces the system architecture, the input and output
modelling of signals, and the channel models. Section III
presents the non-critical robust secure precoding design for
the multi-beam SatCom system. The alternative optimization
(AO) scheme for the critical case is described in Section
IV. Numerical results are provided in Section V, where the
secrecy performance and the computational complexity of the
proposed communication system are compared. In Section VI,
we summarize the research work of the whole paper.

Notations: Uppercase A and lowercase a stand for matrix
and vector, respectively. E [·], Tr {·}, <{·} and λ {·} define
the expectation, trace, real part and eigenvalue of a complex
number or matrix, respectively. J1 (·) and J3 (·) are the first-
kind Bessel functions of order 1 and 3, respectively. νt ∼
CN

(
0, δ2

t

)
is the additive white Gaussian noise (AWGN) with

mean zero and variance δ2
t . 〈A,B〉 is equal to Tr

(
AHB

)
.

II. SYSTEM MODEL

As shown in Fig. 1, we consider a multi-beam downlink
PLS system using a low-earth orbit (LEO) satellite, where the
satellite equipped with an array-fed reflector antenna serves
N single-antenna ground users. A GW station maintains a
cluster of M contiguous ground beams generated by M spot
beams on board the satellite, and the m-th region contains
Nm legitimate users and FFR is utilized among beams. To
flexibly control the shape and number of beams, we exploit the
multiple feeds per beam structure. In addition, a single-antenna
Eve1 with imperfect CSI in a target beam is assumed to be
interested in intercepting the legitimate user working on the

1In some scenarios, an Eve with multiple antennas in satellite-terrestrial
communication system may intercept information from either the source or
the relay. We will set this assumption in our future work.

Fig. 1. UAV-assisted multi-beam LEO satellite PLS system model.

same beam. In order to achieve better secure transmission, we
consider that an UAV with L antennas is deployed as a relay
to improve the secure link from satellite to user, and at the
same time acts as a jammer to transmit AN for confusing Eve.
Furthermore, NOMA is used to support the communication
of multiple widely distributed devices in the limited radio
spectrum. Meanwhile, the satellite users (SUs) within an area
share the same beam but decode different data streams. Similar
to [17], [34], the Doppler effects in SatCom are assumed to
be perfectly compensated.

A. Transmitters
1) Transmission signal of Satellite: For the proposed UAV-

assisted multi-beam satellite PLS system, let sm,n denote
the transmitted signal for SUm,n with statistically normalized
power. Based on NOMA protocol, the transmitted signal for
the m-th beam is xm =

∑Nm

n=1

√
ηm,nsm,n, where ηm,n ∈

[0, 1] is the intra-beam PA factor that can coordinate intra-
beam interference and satisfy

∑Nm

n=1 ηm,n = 1,∀m. The xm
is precoded by the precoding vector wm ∈ CM×1 on the m-
th beam to reduce inter-beam interference. Consequently, the
total signal transmitted from the satellite can be expressed as

xS =

M∑
m=1

Nm∑
n=1

√
ηm,nwmsm,n. (1)

2) Transmission Signal of UAV: Without sacrificing gener-
ality, the UAV is deployed to support the secure transmission
from the satellite to SUm,n using full duplex operation.
The UAV hovers over SUm,n to receive the satellite signals
while simultaneously communicating with the target user. The
received signal at UAV is represented as

rU = hH
m,lxS + νm,l, l ∈ {1, 2, · · · , L} , (2)

where hm,l ∈ CM×1 is the satellite-to-UAV channel. The AF
relay protocol is used to transmit information to the legitimate
user for the UAV’s downlink, while the L×L BF matrix F =
[f1,F2] is designed, where f1 is used to send the information
bearing signal and the purpose of F2 is to transmit AN [35].
Therefore, the signal transmitted by UAV is described as

xU =
√
φPvf1rU +

√
(1− φ)PvF2g, (3)
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where Pv is the transmit power of the UAV. φ ∈ [0, 1] rep-
resents the PA coefficient for the transmit power of the UAV.
The fixed BF vector of the UAV is f1 ∈ CL×1 with ‖f1‖2 = 1.
F2 ∈ CL×(L−1) is based on the channel vector of the UAV-
to-SUm,n, hl,n ∈ CL×1, which contains L−1 eigenvectors of

the orthogonal projection matrix IL − hl,n

(
hH
l,nhl,n

)−1

hH
l,n

with hH
l,nF2 = 0. g ∈ C(L−1)×1 denotes the AN vector

with independent identically distributed (i.i.d) elements and
gi ∼ CN (0, 1/L).

B. Channels

This subsection describes the whole communication includ-
ing satellite-to-ground user/Eve, satellite-to-UAV and UAV-to-
user/Eve. Due to the existence of CEEs, the channel informa-
tion about Eve that are difficult to obtain perfect CSI during the
actual communication process, and the most common method
is to use the training sequence to estimate the channel. Thus,
the channel vectors of satellite-to-Eve and UAV-to-Eve can be
uniformly modelled as

hS=ĥS + eS , S ∈ {em;l,e } , (4)

where ĥS denotes the estimated channel vector of the real
channel hS . eS = E

1/2
S vS is the corresponding stochastic

channel vector measuring the CEEs with vem ∼ CN (0, IM ),
vl,e ∼ CN (0, IL), Ee

m = σemIM and El,e = σl,eIL.
1) Satellite-to-Ground/UAV Channel: We define the chan-

nel propagation coefficients between satellite and receiver by
hS̄ , S̄ ∈

{
u
m,n;m,l

}
and ĥem, where hum,n ∈ CM×1 is the

channel vectors of satellite-to-SUm,n. We assume that there is
free space loss (FSL) in the satellite-to-ground/UAV channel
transmission, and the FSL coefficient is defined as [36]

CS′ = χ

√
Gt,S′Gr,S′
KbT B

, S′ ∈
{
u
m,n;em ;m,l

}
, (5)

where χ = λ/(4πdS′) represents the FSL coefficient of one
receiver with λ = c/f , dS′ is the distance between satellite
and receiver, c and f are speed of light and carrier frequen-
cy, respectively. Kb = 1.38× 10−23J

/
K is the Boltzman

constant. T and B define receiver noise temperature and
carrier bandwidth, respectively. Meanwhile, Gt,S′ and Gr,S′
are respectively the transmit antenna gain of the satellite and
the receive beam gain of the receivers, which are denoted by

Gt,S′(θS′) = Gmax
S′

(
J1 (ωS′)

2ωS′
+ 36

J3 (ωS′)

ω3
S′

)2

(6)

and

Gr,S′ '

 Ḡmax, 0◦ < φS′ < 1◦

32− 25 log φS′ , 1
◦ < φS′ < 48◦

−10, 48◦ < φS′ ≤ 180◦
, (7)

where Gmax
S′ denotes the maximal satellite beam gain. ωS′ =

2.07123 sin θS′
/

sin θ3dB
S′ , in which θS′ is the angle of the

corresponding receiver and beam carrier position relative to
the satellite, and θ3dB

S′ is the 3dB angle of the receiver within
the m-th beam. Ḡmax represents the maximum beam gain of
the boresight. φS′ expresses the angle of the off-boresight.

In addition, rain attenuation is the dominant factor in
atmospheric effects and depends on the receiver location, op-
erating frequency, polarization and elevation angle of satellite.
According to ITU-R P.618 [37], the channel gain between
the satellite and ground/UAV can be modelled as a log-
normal random variable, i.e, ln ξdB ∼ N

(
µξdB , σ

2
)
, where

ξdB denotes the channel gain, µξdB and σ2 are respectively
the log-normal location and scale parameters. The satellite-to-
ground/UAV rain fading vector is

h̃S′ = ξ
− 1

2

S′ exp (−jϕS′) , (8)

where ϕS′ ∈ CM×1 represents the phase vector whose
components are uniformly distributed on [0, 2π).

The channel vectors of satellite-to-ground/UAV are given
by

hS̄ =
√
CS̄h̃S̄ , (9)

and
ĥem =

√
Cemh̃em. (10)

2) UAV-to-Ground Channel: The transmission from UAV
to ground receiver suffers from both large-scale loss and
small-scale fading [38]. The channel power gain is CL =
g0

/(
d2
D + d2

H

)
, where g0 is the channel power gain when

the reference distance is 1m. dD and dH are respectively the
horizontal distance of UAV-to-receiver and the UAV altitude.
The channel vector of UAV-to-ground can be expressed as

ĥS∗=
√
CL

(√
KS∗

KS∗+1
h̃LoSS∗ +

√
1

KS∗+1
h̃RayS∗

)
,S∗∈{l,n; l,e} , (11)

where ĥS∗ ∈ CL×1 refers to the use of the Rician fading
model for small-scale fading and KS∗ is Rician factor. h̃LoSS∗ ∈
CL×1 denotes the LoS component and h̃RayS∗ ∈ CL×1 is the
non-LoS Rayleigh fading component. ĥl,n = hl,n and ĥl,e
denote the channel vector of UAV-to-SUm,n and the estimated
channel vector of UAV-to-Eve, respectively.

C. Receivers
We assume that the satellite-ground direct link and the UAV

cooperative link arrive at the same time [17]. Due to the use of
superposition coding, there is intra-beam interference between
users in the same area. The terminals perform SIC to reduce
CCI. Without loss of generality, we assume that the effective
channel gains of the m-th beam follow an ascending order,
e.g.,

∣∣hu H
m,1wm

∣∣2 ≤ · · · ≤ ∣∣hu H
m,Nm

wm

∣∣2. Based on the NOMA
protocol, the received signal of the n-th user within the m-th
beam can be described by

yvi
= hH

vi
xS + hH

qi
xU + νvi

= bvi

√
ηm,nwmsm,n︸ ︷︷ ︸

Desired signal

+ bvi

Nm∑
i=1,i6=n

√
ηm,iwmsm,i︸ ︷︷ ︸

Intra−beam interference

+ bvi

M∑
j=1,j 6=m

wjsj,i︸ ︷︷ ︸
Inter−beam interference

+`vi
, i ∈ {1, 2} , (12)
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where bvi
= hH

vi
+
√
φPvh

H
qi

f1h
H
m,l, `v1

=
√
φPvh

H
q1

f1νm,l +

νv1
, `v2

=
√
φPvh

H
q2

f1νm,l +
√

(1− φ)Pvh
H
q2

F2g + νv2
,{

(v1, q1) =
(
u
m,n,l,n

)
, (v2, q2) = (em,l,e)

}
.

Here, we assume imperfect SIC to investigate the secrecy
performance for the UAV-assisted SatCom NOMA system.
Based on (12), the received signal-to-interference-plus-noise
ratios (SINRs) at the n-th user and Eve within the m-th beam
can be obtained as

γvi
=

ηm,n|bvi
wm|2

Nm∑
i=n+1

ηm,i|bvi
wm|2 +

M∑
j=1,j 6=m

|bvi
wj |2 +Di

, (13)

where D1 = φPv
∣∣hH

q1
f1
∣∣2δ2

m,l + δu 2
m,n and D2 =

φPv
∣∣hH

q2
f1
∣∣2δ2

m,l + (1− φ)Pv
∣∣hH

q2
F2g

∣∣2 + δe 2
m .

According to the Shannon theorem, the channel capacity is

Cvi
=log2 (1 + γvi

) . (14)

The n-th user’s ASR within the m-th beam is [39]

CASR
m,n =Cum,n − Cem. (15)

Based on the characteristics of communication applications,
i.e, non-critical and critical applications, we design two robust
secure precoding algorithms for multi-beam SatCom NOMA
in the presence of CEEs to maximize the minimal ASR of
legitimate NOMA user in the target beam.

III. NON-CRITICAL ROBUST SECURE DESIGN

First, we consider the case of non-critical communication
applications such as agriculture, entertainment, and smart
home. For these applications, the quality of the signal received
over time is more important than the instantaneous one.

A. Problem Formulation

We aim to maximize the minimal ASR by optimizing the
active BF at the satellite, while ensuring the QoS require-
ments of all users, the NOMA decoding order, and jointly
constraining the satellite’s total and per-beam transmit power.
Mathematically, the optimization problem is formulated as

Q : max
wm

min
m,n

CASR
m,n (16a)

s.t. Cum,n ≥ Cthm,n,∀m,n, (16b)

Cum,n ≤ Cum,k, 1 ≤ n ≤ k ≤ Nm, (16c)
M∑
m=1

‖wm‖2 ≤ Pmax, |[w]m|
2 ≤ Pm,∀m, (16d)

where Pmax and Pm are the total and per-beam transmit power
of the satellite, respectively. Cthm,n is the QoS requirement of
the user terminals.

Obviously, the above problem is intractable due to its non-
convexity nature, and by introducing the auxiliary variables

RASR
m,n , αum,n, βem and ιem, the original optimization problem

can be transformed into

Q1 : max
wm,R

ASR
m,n ,α

u
m,n,β

e
m,ι

e
m

RASR
m,n (17a)

s.t. γum,n ≥ αum,n,∀m,n, (17b)

γem ≤ βem,∀m, (17c)
log2 (1 + βem) ≤ ιem,∀m, (17d)

log2

(
1 + αum,n

)
− ιem ≥ RASR

m,n ,∀m,n, (17e)

(16b), (16c), (16d),

where RASR
m,n > 0 denotes the SR threshold.

We solve Q1 by importing εm,n = 2C
th
m,n − 1, Wm =

wmwH
m, Bu

m,n = bu H
m,nbum,n, Be

m = beHm bem, F1 = f1f
H
1 ,

F̄2 = F2F
H
2 , G = ggH and HS∗ = hS∗h

H
S∗ . Substituting

(13) into (17), (18) at the top of the next page can be obtained.
Remark 1: The problem Q2 is intractable for several

reasons. First, the constraints (16c), (18b), (18c) and (18d)
contain fractional functions of the optimization variables.
Second, (17d) is non-convex with logarithmic parameter form.
Third, it is difficult to solve the rank-one constraint (18f).
In order to tackle (18), some reasonable transformations and
approximations are needed, as shown in the following.

B. Convex Transformation

To begin with, we can rewrite (18b) as

Tr

Bu
m,n

ηm,nWm−εm,n
Nm∑
i=n+1

ηm,iWm−εm,n
M∑

j=1,j 6=m

Wj

≥εm,nD1.

(19)

Then, we import a slack variable zum,k to solve (16c) as

zum,k≤
ηm,kTr

(
Bu
m,kWm

)
Nm∑
i=k+1

ηm,iTr
(
Bu
m,kWm

)
+

M∑
j=1,j 6=m

Tr
(
Bu
m,kWj

)
+D1

. (20)

For the intractable constraint (20), we apply the AGM
inequality [40] to transform it into a convex form as

(
zum,k$

u
m,k

)2
+

(
πum,k
$u
m,k

)2

≤ 2ηm,kTr
(
Bu
m,kWm

)
, (21)

where the equality holds only when $
u (j)
m,k =√

π
u (j−1)
m,k

/
z
u (j−1)
m,k , πum,k =

∑Nm

i=k+1 ηm,iTr
(
Bu
m,kWm

)
+∑M

j=1,j 6=m Tr
(
Bu
m,kWj

)
+ D1. Then, exploiting (21) and

Corollary 1, (16c) can be transformed into

zum,n ≤ zum,k, 1 ≤ n ≤ k ≤ Nm. (22)

Corollary 1: When the objective function reaches the opti-
mum, the achievable rate of the n-th user within the m-th
beam decoding its own signal is log2

(
1 + zum,n

)
, where

zum,n=
ηm,nTr

(
Bu
m,nWm

)
Nm∑

i=n+1

ηm,iTr
(
Bu
m,nWm

)
+

M∑
j=1,j 6=m

Tr
(
Bu
m,nWj

)
+D1

. (23)
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Q2 : max
Wm,RASR

m,n ,α
u
m,n,β

e
m,ι

e
m

RASR
m,n (18a)

s.t.
ηm,nTr

(
Bu
m,nWm

)
Nm∑

i=n+1

ηm,iTr
(
Bu
m,nWm

)
+

M∑
j=1,j 6=m

ηj,iTr
(
Bu
m,nWj

)
+D1

≥ εm,n,∀m,n, (18b)

ηm,nTr
(
Bu
m,nWm

)
Nm∑

i=n+1

ηm,iTr
(
Bu
m,nWm

)
+

M∑
j=1,j 6=m

ηj,iTr
(
Bu
m,nWj

)
+D1

≥ αum,n,∀m,n, (18c)

ηm,nTr (Be
mWm)

Nm∑
i=n+1

ηm,iTr (Be
mWm)+

M∑
j=1,j 6=m

ηj,iTr (Be
mWj) +D2

≤ βem,∀m, (18d)

M∑
m=1

Tr (Wm) ≤ Pmax, |[W]mm| ≤ Pm,Wm � 0,∀m, (18e)

rank (Wm) = 1,∀m, (18f)
(16c), (17d), (17e).

Proof: See Appendix A.
For the non-convex constraints (18c) and (18d), we simplify

them by introducing the auxiliary variables χum,n, ϕum,n, λem,n
and φem,n as

ηm,nTr
(
Bu
m,nWm

)
≥ χum,n, (24)

Nm∑
i=n+1

ηm,iTr
(
Bu
m,nWm

)
+

M∑
j=1,j 6=m

Tr
(
Bu
m,nWj

)
+D1≤ϕum,n, (25)

ηm,nTr(Be
mWm) ≤ λem,n, (26)

Nm∑
i=n+1

ηm,iTr(Be
mWm)+

M∑
j=1,j 6=m

Tr(Be
mWj)+D2≥φe −1

m,n . (27)

In accordance with (24)-(27), (18c) and (18d) can each be
further recast as

αum,nϕ
u
m,n ≤ χum,n (28)

and
λem,nφ

e
m,n ≤ βem. (29)

Using the AGM inequality method, the above constraints at
the j-th iteration can be expressed as

1

2

(
ϑu (j)
m,n α

u 2
m,n +

ϕu 2
m,n

ϑ
u (j)
m,n

)
≤ χum,n (30)

and
1

2

(
ϑe (j)
m,n λ

e 2
m,n +

φe 2
m,n

ϑ
e (j)
m,n

)
≤ βem, (31)

where ϑ
u (j)
m,n = ϕ

u (j−1)
m,n

/
α
u (j−1)
m,n and ϑ

e (j)
m,n =

φ
e (j−1)
m,n

/
λ
e (j−1)
m,n . ϕu (j−1)

m,n , αu (j−1)
m,n , φe (j−1)

m,n and λ
e (j−1)
m,n

denote the optimal solution of ϕum,n, αum,n, φem,n and λem,n
at the j−1-th iteration.

Next, we rewrite (17d) with the first-order Taylor series
expansion [30], [41], [42] at π̄e (j)

m,n

log2

(
1 + π̄e (j)

m,n

)
+
βem − π̄

e (j)
m,n

1 + π̄
e (j)
m,n

≤ ιem, (32)

where π̄e (j)
m,n=β

e (j−1)
m is the optimal value of the j-th iteration.

Therefore, the problem Q2 of the j-th iteration can be e-
quivalent to determining the feasibility of Wm, which satisfies

Q3 : find Wm (33)
s.t.(17e),(18e),(18f),(19),(21),(22),(24)∼(27), (30)∼(32) .

In addition, (18f) is the last hurdle in Q3 to circumvent.
Here, the constraint can be solved by using the SDR approach
[43]. Therefore, the original problem can be reformulated as

Q4 : max
Wm,R

ASR
m,n ,α

u
m,n,β

e
m,ι

e
m

χu
m,n,ϕ

u
m,n,λ

e
m,n,φ

e
m,n,z

u
m,n

RASR
m,n (34)

s.t.(17e),(18e),(19),(21),(22),(24)∼(27), (30)∼(32) .

The above problem is concave and hence can be solved
via those optimization solvers, such as CVX. Specifically,
we can recover the rank-one approximate solution of the
precoding problem from the higher-rank solution of the rank
relaxation problem by a standard Gaussian randomization
(GR) procedure, where wm is achieved from Wm by using
singular value decomposition (SVD). The overall algorithm is
summarized in Algorithm 1.

Moreover, (34) includes 11MNm + 2M linear matrix
inequality (LMI) constraints of dimension 1 and M LMI
constraints of dimension M . Therefore, we can utilize
the standard interior-point method (IPM) to explore the
computational complexity of the optimization problem [44].
Given τ1 > 0, the number of iterations required to reach a
τ1-optimal solution to (34) is on the order of −

√
ΛN ln (τ1),

where ΛN = M (11Nm +M + 2) is the barrier parameter,
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and dN = M3 + 6MNm + 2M + 1 = O
(
M3
)

is the number of decision variables. Therefore, the
complexity of a generic IPM for solving (34) is ζ ln (1/τ1)√

ΛNdN
[(
11MNm+2M+M4

)
+dN

(
11MNm+2M+M3

)
+d2

N

]
,

where ζ defines the number of iterations.

Algorithm 1 Non-critical Robust Secure Precoding Scheme
1: Input: M , Nm, ηm,n, Cthm,n and SOPm,n;
2: Initialize the feasible solutions $u

m,k, ϑum,n, ϑem,n and
π̄em,n, and suppose RASR

m,n to be the optimal objective value
of the j-th iteration;

3: while ∆ > τ1 do
4: Solve (34) by dropping the rank-one constraint (18f),

and obtain RASR (j)
m,n ,

{
W

(j)
m

}M
m=1

, zu (j)
m,k , ϕu (j)

m,n , αu (j)
m,n ,

φ
e (j)
m,n , λe (j)

m,n , βe (j)
m , $u (j)

m,k , ϑu (j)
m,n , ϑe (j)

m,n and π̄e (j)
m,n ;

5: Update $u
m,k =

√
π
u (j)
m,k

/
z
u (j)
m,k , ϑum,n =

ϕ
u (j)
m,n

/
α
u (j−1)
m,n , ϑem,n = φ

e (j)
m,n

/
λ
e (j)
m,n and

π̄em,n = β
e (j)
m ;

6: Set j = j + 1;
7: Update ∆ =

∣∣∣RASR (j−1)
m,n −RASR (j)

m,n

∣∣∣ < τ1;
8: end while
9: Calculate {wopt

m }
M
m=1 by using SVD to

{
W

(j)
m

}M
m=1

;

10: Output: RASR,opt
m,n , {Wopt

m }
M
m=1.

IV. CRITICAL ROBUST SECURE DESIGN

Then, the case of critical communication applications such
as medicine, transport and industry are considered. For these
applications, we impose an SOP constraint on the design of
the transmit beams.

A. Problem Formulation

Here, the minimal ASR maximization problem is to op-
timize the transmit precoding vector while maintaining QoS
requirements and jointly constraining the total and per-beam
transmit power of the satellite. We impose an SOP constraint
on the design of the minimal ASR to ensure security perfor-
mance over fading channels in the presence of CEEs. The
optimization problem can be expressed mathematically as

Q∗ : max
wm,RASR

m,n

RASR
m,n (35a)

s.t. Pr

{
log2

(
1 + γum,n
1 + γem

)
≥RASR

m,n

}
≥1−SOPm,n, (35b)

(16b), (16c), (16d),

where SOPm,n ∈ (0, 1] is the SOP threshold of the n-th user
within the m-th beam.

Similar to what we did for problem (17), we substitute (13)
into (35), Q∗ can be rewritten as

Q∗1 : max
Wm,RASR

m,n

RASR
m,n (36)

s.t. (16c), (18b), (18e), (18f), (35b).

Remark 2: The problem Q∗ is intractable for the following
reasons. Firstly, (16c) and (18b) are non-convex since they are
fractional functions of the optimization variables. Second, the
SOP constraint (35b) contains the coupled variable. Thirdly,
the rank-one constraint (18f) is difficult to handle. To solve the
problem (36), an AO algorithm is proposed using the penalty
function optimization method [44].

B. Convex Transformation
We can see that the convex transformation process of (16c)

and (18b) has been shown in Section III.
For the inequality (35b), we convert it to

Pr
{
log2 (1 + γem)≥log2

(
1+γum,n

)
−RASR

m,n

}
≤SOPm,n. (37)

It can be observed that the above non-convex constraint
(37) is difficult to solve as it is the difference between the two
rate functions. By exploiting (22), the auxiliary variable tem,n
is introduced to simplify the probabilistic constraint (35b).
Therefore, (37) can be reformulated as

Pr


ηm,nbemWmbeHm

Nm∑
i=n+1

ηm,ibemWmbeHm +
M∑

j=1,j 6=m
bemWjbeHm+D2

>tem,n

≤SOPm,n.
(38)

The above inequality can be recalculated as

Pr
{
bemΨe

m,nbeHm > tem,nD2

}
≤ SOPm,n, (39)

where Ψe
m,n=ηm,nWm−tem,n

(∑Nm

i=n+1ηm,iWm+
∑
M
j=1,j6=mWj

)
,

and tem,n satisfies (40) at the top of the next page.
After some algebraic manipulations, (39) can be expressed

as

Pr
{
veHm Qe

mvem+2<
{
veHm cem

}
≥sem,n

}
≤SOPm,n, (41)

where sem,n = tem,nD2

/
ηm,n − b̂∗He Wmb̂∗e .

Proof: See Appendix B.
1) Bernstein-Type Inequality Method: From the above ex-

pression, the constraint is still non-convex. Fortunately, (41)
can be transformed into a convex one by utilizing the BTI
method [44], [45]. The deterministic form of (41) is equal to

sem,n ≥Tr (Qe
m) +

√
2ϑm,n

√
‖vec (Qe

m)‖2F + 2‖cem‖
2

+ ϑm,nλ
+
max (Qe

m) , (42)

where ϑm,n = − ln (SOPm,n), λ+
max (Qe

m) =
max (λmax (Qe

m) , 0) with λmax (Qe
m) denoting the maximum

eigenvalue of the matrix Qe
m.

By introducing the auxiliary variables αem,n and ξem,n,
Lemma 1 can be concluded as follows.

Lemma 1: (Bernstein-Type Inequality) The feasibility
problem of (42) is given by:

Find Qe
m, c

e
m, s

e
m,n, α

e
m,n, ξ

e
m,n

s.t. Tr (Qe
m)+

√
2ϑm,nα

e
m,n+ϑm,nξ

e
m,n−sem,n≤0, (43a)∥∥∥∥ vec (Qe

m)√
2cem

∥∥∥∥ ≤ αem,n, (43b)

ξem,nIM −Qe
m � 0, ξem,n ≥ 0. (43c)
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RASR
m,n ≥ log2

 ηm,nTr
(
Bu
m,nWm

)
Nm∑

i=n+1

ηm,iTr
(
Bu
m,nWm

)
+

M∑
j=1,j 6=m

Tr
(
Bu
m,nWj

)
+D1

− log2

(
1 + tem,n

)
≥ log2

(
1 + zum,n
1 + tem,n

)
. (40)

Following Lemma 1, Q∗1 can be transformed into

Q∗BTI : max
Wm,z

u
m,n

tem,n,α
e
m,n,ξ

e
m,n

1 + zum,n
1 + tem,n

(44)

s.t. (18e), (18f), (19), (21), (22), (43a) ∼ (43c) .

By introducing the auxiliary variables ς and ωem,n,
max

(
1 + zum,n

)/(
1 + tem,n

)
can be further derived and trans-

formed using the AGM method similar to (21) as follows(
ςωem,n

)2
+

(
1 + tem,n
ωem,n

)2

≤ 2
(
1 + zum,n

)
, (45)

where ωe (j)
m,n =

√(
1 + t

e (j−1)
m,n

)/
ς(j−1).

Therefore, the above optimization problem Q∗BTI is equiv-
alent to determining the feasibility of Wm which satisfies

Q∗VBTI : find Wm (46)
s.t. (18e), (18f), (19), (21), (22), (43a) ∼ (43c) , (45).

2) Decomposition-Based Large Deviation Inequality
Method: In addition, (41) can be transformed to the
following form by applying the DBLDI method [44].
Therefore, (41) is reformulated as

sem,n≥Tr (Qe
m)+2

√
ϑm,n

(√
2

2
‖cem‖+κem,n‖Qe

m‖F

)
, (47)

where κem,n > 1
/√

2 is chosen so that(
1− 1

/(
2κe 2

m,n

))
κem,n =

√
ϑm,n.

With the introduction of auxiliary variables such as α∗em,n
and ξ∗em,n, Lemma 2 can be obtained.

Lemma 2: (Decomposition-Based Large Deviation In-
equality) The feasibility problem of (47) is given by:

Find Qe
m, c

e
m, s

e
m,n, α

∗e
m,n, ξ

∗e
m,n

s.t. Tr (Qe
m)+2

√
ϑm,n

(
α∗em,n+ξ∗em,n

)
−sem,n≤0, (48a)

1
/√

2‖cem‖2 ≤ α
∗e
m,n, (48b)

κem,n‖Qe
m‖F ≤ ξ

∗e
m,n, (48c)(

1− 1
/(

2κe 2
m,n

))
κem,n =

√
ϑm,n. (48d)

Similar to Q∗VBTI , the optimization problem Q∗DBLDI based
on the above Lemma 2 can be equivalent to determining the
feasibility of Wm which satisfies

Q∗VDBLDI : find Wm (49)
s.t. (18e), (18f), (19), (21), (22), (45), (48a) ∼ (48d) .

Note that Q∗VBTI and Q∗VDBLDI are still intractable due the
rank-one constraint (18f). Here, Tr (Wm) ≥ λmax (Wm)
holds for any semi-definite matrix Wm � 0, and the constraint

(18f) can be rewritten as Tr (Wm)− λmax (Wm) ≤ 0. This
proves that Tr (Wm) = λmax (Wm), which requires that
Wm have one non-zero eigenvalue only. Thus, the rank-one
constraint (18f) can be equivalently expressed as

Tr (Wm)− λmax (Wm) ≤ 0. (50)

We find that the constraint (18f) can be guaranteed by (50)
in all cases. But it is still a non-convex constraint due to the
fact that Tr (Wm) − λmax (Wm) is concave. In particular,
λmax (Wm) is convex related to the Hermitian matrix. To
address the problem, we adopt the penalty function approach
[46] and Q∗VBTI and Q∗VDBLDI are further rewritten as

Q∗PFBTI : max
Wm,ς,z

u
m,n

tem,n,α
e
m,n,ξ

e
m,n

ς−µm[Tr(Wm)−λmax(Wm)] (51)

s.t. (18e), (19), (21), (22), (43a) ∼ (43c) , (45)

and

Q∗PFDBLDI : max
Wm,ς,z

u
m,n

tem,n,α
∗e
m,n,ξ

∗e
m,n

ς−µ∗m[Tr(Wm)−λmax(Wm)] (52)

s.t. (18e), (19), (21), (22), (45), (48a) ∼ (48d) ,

where µm > 0 and µ∗m > 0 denote the penalty weights
for the BTI and DBLDI methods, respectively2. However,
λmax (Wm) is a non-smooth function. To solve the problems
further, we use the sub-gradient of the maximum eigenvalue
function, which can be described as

∂λmax (Wm) = wm,maxwH
m,max, (53)

where wm,max is the eigenvector corresponding to the maxi-
mum eigenvalue of λmax (Wm).

According to the above expression, we can obtain

λmax (W)− λmax (Wm) ≥
〈
wm,maxwH

m,max,W −Wm

〉
,

∀W � 0. (54)

By defining the optimal solution W
(j)
m and computing its

maximum eigenvalue and the corresponding unit eigenvector,
the semi-definite problems (SDPs) are further represented as

Q̂∗PFBTI :

max
Wm,ς,z

u
m,n

tem,n,α
e
m,n,ξ

e
m,n

ς−µm
[
Tr (Wm)−λmax

(
W

(j)
m

)
−
〈
w

(j)
m,maxw

(j) H
m,max,Wm−W

(j)
m

〉] (55)

s.t. (18e), (19), (21), (22), (43a) ∼ (43c) , (45)

2Note that if we want to obtain the optimal solutions to problems (51)
and (52), the values of µm and µ∗m should be large enough to guarantee
Tr (Wm) ≈ λmax (Wm).
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and

Q̂∗PFDBLDI :

max
Wm,ς,z

u
m,n

tem,n,α
∗e
m,n,ξ

∗e
m,n

ς−µ∗m
[
Tr(Wm)−λmax

(
W

(j)
m

)
−〈

w
(j)
m,maxw

(j) H
m,max,Wm−W

(j)
m

〉] (56)

s.t. (18e), (19), (21), (22), (45), (48a) ∼ (48d) .

Proof: See Appendix C.
The iterative procedure is convergent from the above deriva-

tion. Therefore, (55) and (56) can be solved by a standard
convex optimization software package, and the computational
procedure is presented as Algorithm 2.

Similar to the complexity analysis in Section III, we
also apply the IPM method to calculate problems (55) and
(56). First, (55) contains 6MNm + 2M LMI constraints of
dimension 1, M (Nm + 1) LMI constraints of dimension M
and MNm second-order cone (SOC) constraints of dimension
M2 +M + 1. Given τ2 > 0, the number of iterations required
to obtain a τ2-optimal solution to (55) is of the order of
ζ ln (1/τ2), where ΛC = M2Nm+8MNm+M2 +2M is the
barrier parameter, and dC = M3 + 4MNm + 1 = O

(
M3
)

is
the number of decision variables. Therefore, the complexity
of a generic IPM for solving (55) is ζ ln (1/τ2)

√
ΛCdC[

M5Nm+3M4Nm+M4+3M3Nm+2M2Nm+7MNm+2M
+dC

(
M3Nm +M3 + 6MNm + 2M

)
+ d2

C

]
. Then, (56)

has 6MNm + 2M LMI constraints of dimension 1, M
LMI constraints of dimension M , MNm SOC constraints of
dimension M + 1 and MNm SOC constraints of dimension
M2 + 1. The total computational complexity of (56) is
ζ ln (1/τ2)

√
Λ′Cd

′
C

[
M5Nm +M4 + 3M3Nm + 2M2Nm +

8MNm + 2M + d′C
(
M3 + 6MNm + 2M

)
+ d

′2
C

]
, where

Λ′C = 10MNm +M2 + 2M and d′C = dC .

V. NUMERICAL RESULTS

TABLE I
SYSTEM PARAMETERS [1], [10], [11], [17], [32]

The distance from satellite to receiver dS′ = 600km
Carrier frequency f = 2GHz
Carrier bandwidth B = 15MHz
Receiver noise temperature T = 135◦K
3dB angle θ3dB

S′ = 0.4◦

Maximal beam gain Gmax
S′ = 45dB

Receive gain from satellite to receiver Gr,S′ = 4dB
Rain attenuation parameters µξdB = 3.125

σ2 = 1.591
The horizontal distance of UAV-to-receiver dD = 10m
UAV altitude dH = 100m
The number of legitimate users(m-th beam) Nm = 2
The number of spot beams M = 2
The QoS requirements Cth = 0.1bit/s/Hz
The Rician factor of UAV-user Kl,n = 5dB
The Rician factor of UAV-Eve Kl,e = 0dB

In this section, simulation results are presented to confirm
the superiority of the proposed robust precoding algorithms.
For simplicity, we assume that all legitimate users have the
same SOP threshold (SOPm,1 = · · · = SOPm,Nm = SOPth)
and the QoS requirements

(
Cthm,1 = · · · = Cthm,Nm

= Cth
)
.

Algorithm 2 Critical Robust Secure Precoding Scheme
1: Input: M , Nm, L, fl, ηm,n, Cthm,n and SOPm,n;
2: Initialize W

(0)
m , $u

m,k, ωem,n, Rmin (j − 1) and Rmin (j),
and suppose ς is the optimal objective value of the j-th
iteration.

3: Set penalty function weights µm > 0 and µ′m > 0, the
convergence tolerance τ2 > 0;

4: while |Rmin (j − 1)−Rmin (j)| ≥ τ2 do
5: repeat
6: Given j = 1, solve the problem (55) (or (56))

through standard software package;
7: Calculate W

(j)
m satisfying (18e), (19), (21), (22),

(43a) ∼ (43c), (45) (or (18e), (19), (21), (22),
(45), (48a) ∼ (48d)), and its maximal eigen-
value λmax

(
W

(j)
m

)
and corresponding eigenvector

w
(j)
m,max;

8: if W
(j)
m ≈W

(j−1)
m then

9: µm = 2µm (or µ∗m = 2µ∗m);
10: else
11: Set j = j + 1;

12: Update $u
m,k =

√
π
u (j)
m,k

/
z
u (j)
m,k and ωem,n =√(

1 + t
e (j)
m,n

)/
ς(j);

13: end if
14: until

∣∣ς∗(j)−ς∗(j−1)
∣∣≤τ2,

∣∣∣Tr
(
W

(j)
m

)
−λmax

(
W

(j)
m

)∣∣∣≤
τ2, µ(j)

m ≤ µ′m, µ∗(j)m ≤ µ′m;

15: Calculate {wopt
m }

M
m=1 by using SVD to

{
W

(j)
m

}M
m=1

and RASR,opt
m,n = log2 (ςopt);

16: end while
17: Output:

{
W

(j)
m

}M
m=1

, RASR,opt
m,n .

The initialized parameters are ϑ
u (0)
m,n = ϑ

e (0)
m,n = π̄

e (0)
m,n =

ω
e (0)
m,n = 100 ∗ ones (M,Nm) and $

u (0)
m,k = W

(0)
m =

10 ∗ ones (M,Nm) [40], [42], [45]. The PA coefficient
of satellite is {ηm,1 = 1, Nm = 1; (ηm,1, ηm,2) = (0.6, 0.4) ,
Nm = 2; (ηm,1, ηm,2, ηm,3) = (0.5, 0.3, 0.2) , Nm = 3}. The
system parameters are set in Table I unless otherwise specified.

Tag/Benchmark: For the marked “Non-critical NOMA”,
“Critical-BTI NOMA” and “Critical-DBLDI NOMA”, we
consider separately non-critical and critical cases with im-
perfect CSI on Eve for joint precoding to ensure the com-
munication security of the LEO satellite NOMA system. For
comparisons, the “Sphere Bounding NOMA” scheme adopts
the sphere bounding method to address SOP constraint based
on the considered multi-beam SatCom system. In addition,
considering the case of time division multiple access (TDMA),
marked by “Non-critical TDMA”, “Critical-BTI TDMA”,
“Critical-DBLDI TDMA” and “Sphere Bounding TDMA”, are
regarded as the benchmarks.

In Fig. 2, we compare the performance of several algorithms
by varying total transmit power of the satellite. The results
show that the security of the non-critical precoding method is
inferior to that of the critical-BTI, critical-DBLDI and Sphere



JOURNAL OF LATEX CLASS FILES, VOL. 0, NO. 0, MARCH 2023 10

Fig. 2. Minimal ASR versus the total transmit power of satellite for different
schemes (M = 2, Nm = 2, σS = 0.01, SOPth = 0.2).

Fig. 3. Minimal ASR versus SOP threshold for different schemes (M = 2,
Nm = 2, Pv = 50dBm and Pmax = 50dBm).

Bounding robust algorithms, indicating that the latter methods
have a strong advantage in suppressing inter-beam interfer-
ence. Besides, the critical-BTI algorithm achieves the best
security among these methods, followed by critical-DBLDI,
and the performance difference between the critical-BTI and
critical-DBLDI methods is small. Furthermore, both methods
consume less energy in the critical case than the Sphere
Bounding approach. The performance distinctions between the
latter three algorithms are insignificant due to the weak inter-
beam interference in the low signal-to-noise range. Moreover,
it is obvious that TDMA has the worst security among all
schemes. Although there is no interference between users in
the OMA scheme, each user requires a higher transmit power
than in the NOMA strategy to meet the SINR constraint.

Fig. 3 studies the secrecy performance comparison between
the proposed and traditional precoding algorithms under var-
ious SOPth. The simulation results show that the minimal
ASR of the system in the critical case improves gradually
with the increase of SOP threshold. This is due to the fact that
the total transmit power consumption declines more slowly as
SOPth grows, indicating that the system performance under

Fig. 4. Minimal ASR versus the total transmit power of satellite for different
schemes (M = 2, Nm = 2, Pv = 40dBm).

Fig. 5. Minimal ASR versus the transmit power of UAV for different φ
(M = 2, Pmax = 50dBm).

the critical case is more sensitive to the SOP in the restricted
area. In addition, this figure also depicts that the system
security of the non-critical case is maintained when SOPth
changes, because the non-critical algorithm is not constrained
by the SOP threshold. Owing to the requirements of QoS, the
SOP cannot be allowed to be too high in practical applications.
Besides, it can also be seen that TDMA has the worst secure
performance among all schemes.

In Fig. 4, we investigates how the performance of the
proposed precoding algorithms varies with CEE factor. The
simulation results are consistent with the theoretical analysis,
i.e, the system’s minimal ASR decreases with the CEE factor
rises. Besides, the critical algorithm is more robust for the
slight variation between σ = 0 and σ = 0.001. The non-
critical algorithm performs worse security than the critical
method as σ increases, because the average SINR constraint is
more relaxed than the SOP constraint, which also means that
the critical scheme can meet higher QoS requirements.

Fig. 5 illustrates the influence of different UAV’s transmit
power on the system secrecy performance under the proposed
robust precoding algorithms. For φ = 0, it can be seen that the
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Fig. 6. Minimal ASR versus the total transmit power of satellite for different
Nm (M = 2, Pv = 50dBm).

minimal ASR of the system is proportional to Pv , especially
after Pv = 40dBm. This is because the total transmit power
of the UAV is used to send AN to Eve. For φ = 0.1, we can
observe that with the increase of Pv , the security in the critical
case first strengthens and then weakens, as explained in the
following. Although the larger Pv enhances the interference
of Eve to achieve a further ascent in SR, it also causes in
more disruption to legitimate receiver when at around 40dBm.
For the minimal ASR in the non-critical case, the situation is
reversed for the critical case. Moreover, the results show that
when PA coefficient rises, the performance of the system does
not necessarily get better or worse all the time, depending on
the other conditions of the system.

Fig. 6 compares the minimal ASR of the non-critical and
critical algorithms under different number of legitimate users.
It is clear that the signal-to-noise ratio requirements of the
system also grow asNm increases, which further leads to the
poor minimal ASR. Additionally, if the total transmit power is
constant, a growth of Nm will reduce the transmit power from
satellite to user, thereby weakening the security of the system.
When there are many users, the critical-BTI and critical-
DBLDI algorithms have significantly lower satellite transmit
power than the non-critical method.

Fig. 7 shows the performance curves of the system as the
number of beams changes. It can be seen that not only the
minimal ASR of the proposed precoding algorithms decreases
with the increase of M , but also the performance difference
between the critical-BTI and critical-DBLDI schemes becomes
smaller and smaller, which is due to more inter-beam inter-
ference introduced by the growing number of beams. The
optimization results also show that the minimal ASR of the
proposed algorithms becomes gradually stable with the growth
of M . In particular, more beams will make the performance
of the three schemes more similar.

Fig. 8 demonstrates how the computational complexity of
the system varies with Nm. We can see that the computational
complexity increases with the expansion of the number of
legitimate users, among which the complexity of the critical-
BTI scheme is the highest, and the critical-DBLDI method

Fig. 7. Minimal ASR versus the number of satellite beams for different
schemes (Nm = 2, Pmax = 50dBm, Pv = 40dBm).

Fig. 8. Computational complexity versus Nm for different schemes with
M = 2.

is the lowest. This is because the approximation based on
the critical-DBLDI scheme contains only SOC constraints and
thus solves more efficiently than the approximation of the
critical-BTI algorithm. Particularly, the use of the critical-BTI-
based approximation is more costly in terms of computational
complexity and feasibility when the size of the LMI constraint
is large. In contrast, the non-critical case has a higher com-
plexity than the critical-DBLDI method because it requires
more LMIs.

VI. CONCLUSION

In this paper, we have studied the secure transmission for
UAV-assisted multi-beam SatCom scenario. In the case of
imperfect CSI of Eve, the minimal ASR of NOMA users in the
target beam is maximized by optimizing the BF factor of the
satellite. In addition, two robust secure precoding algorithms
have been proposed for non-critical and critical cases accord-
ing to different communication applications. Firstly, we have
formulated a minimal ASR maximization problem by jointly
considering the constraints of QoS, the NOMA decoding order,
total and per-beam transmit power of the satellite. Then, we
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have imposed the SOP constraint on the optimization problem
of maximizing the minimal ASR to ensure secure transmission.
To solve the non-convex problems, we have utilized the AGM
inequality to transform the non-convex constraint of the SIC
decoding order, and the logarithmic parameter form for the
eavesdropping rate substitution has been solved by adopting
the first-order Taylor series expansion. Moreover, the SOP
constraint has been effectively addressed by applying the
BTI/DBLDI. Furthermore, the semi-definite relaxation and
the penalty function optimization methods have been used
to design the transmit power of the satellite in two cases,
respectively. Numerical results verified the effectiveness and
robustness of the proposed algorithms.

VII. FUTURE WORK

In future work, multi-antenna Eve can be introduced into our
SatCom system to further investigate the secrecy performance.
In addition, our analysis can be extended to the jointly opti-
mize the satellite’s transmit precoding vector and AN matrix,
which are set as our future work.

APPENDIX A
THE PROOF OF (23)

According to the asymptotic approximation
in (20), we can obtain zum,n ≤ z

u [max]
m,n =

ηm,nTr(Bu
m,nWm)

Nm∑
i=n+1

ηm,iTr(Bu
m,nWm)+

M∑
j=1,j 6=m

Tr(Bu
m,nWj)+D1

. Alternatively,

the lower bound on the secrecy rate can be derived as follows

fs,lower = log2

(
1 + zum,n

)
− log2

(
1 + tem,n

)
, (A.1)

where the above expression is a monotonically increasing
function on zum,n. Therefore, fs,lower becomes optimal as the
objective function converges to the maximum, that is zum,n =

z
u [max]
m,n =

ηm,nTr(Bu
m,nWm)

Nm∑
i=n+1

ηm,iTr(Bu
m,nWm)+

M∑
j=1,j 6=m

Tr(Bu
m,nWj)+D1

.

APPENDIX B
THE PROOF OF (41)

First, (39) can be reformulated as (B.1) at the top of the
next page.

In practical transmissions, legitimate users usually pos-
sess limited signal decoding capabilities, while the potential
eavesdropper may have the stronger multi-user detection and
interference cancellation capacities. To this end, we adopt the
worst-case assumption in PLS that Eve can cancel the co-
channel interference [46]. Thus, we can write the left-hand
side of (39) as

Pr

{
bemWmbeHm ≥

tem,nD2

ηm,n

}
≤ SOPm,n. (B.2)

According to (4) in Section II, we can obtain the following

bemWmbeHm =
(
heHm+

√
φPvh

H
l,ef1h

H
m,l

)
Wm

(
hem+

√
φPvhm,lf

H
1 hl,e

)
=
(
b̂∗e + eS

)H

Wm

(
b̂∗e + eS

)
= b̂∗He Wmb̂∗e+2<

{
veHm cem

}
+veHm Qe

mvem, (B.3)

where b̂∗e = ĥem+
√
φPvhm,lf

H
1 hl,e, cem =

(
E
e 1/2
m

)H

Wmb̂∗e

and Qe
m =

(
E
e 1/2
m

)H

WmE
e 1/2
m .

Substituting (B.3) to (B.2), the following expression can be
represented as

veHm Qe
mvem + 2<

{
veHm cem

}
≥
tem,nD2

ηm,n
−b̂∗He Wmb̂∗e. (B.4)

By inserting (B.4) into (B.1), we can obtain (41).

APPENDIX C
THE DERIVATION OF (55) AND (56)

By assuming that W
(j)
m is the optimal solution of the

problem Q∗PFBTI at the j-th iteration, we set

Φ
(
W(j)

m

)
= −µm

[
Tr
(
W(j)

m

)
− λmax

(
W(j)

m

)]
. (C.1)

Then, the following expressions can be calculated as

Φ
(
W(j)

m

)
=−µm

[
Tr
(
W(j)

m

)
− λmax

(
W(j)

m

)]
≥− µm

[
Tr
(
W(j)

m

)
− λmax

(
W(j−1)

m

)
−
〈
w(j)
m,maxw(j−1) H

m,max ,W(j)
m −W(j−1)

m

〉]
≥− µm

[
Tr
(
W(j−1)

m

)
− λmax

(
W(j−1)

m

)]
=Φ

(
W(j−1)

m

)
. (C.2)

Then, the optimal solution of Q∗PFDBLDI at the j-th iteration
is similar to the derivation above.
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