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Security Enhancement for STARS with An Untrusted User

Suyu Lv, Yuanwei Liu, Xiaodong Xu and Arumugam Nallanathan

Abstract—A secure transmission framework is proposed for
simultaneously transmitting and reflecting surface (STARS) net-
works in presence of an untrusted user. The active and passive se-
cure beamforming optimization problem is addressed. A double-
loop alternating optimization (DLAO) algorithm is proposed for
maximizing the achievable sum secure capacity (SC). More par-
ticularly, the inner loop is for beamforming optimization by utiliz-
ing successive convex approximation approaches, while the outer
loop is for the rank-one constraint recovery by utilizing penalty-
based optimization approaches. Numerical results demonstrate
that: 1) the proposed DLAO algorithm converges within a few
iterations; 2) the proposed framework is capable of achieving
enhanced SC compared to conventional reflecting/transmitting-
only reconfigurable intelligent surfaces.

Index Terms—Beamforming, physical layer security (PLS),
simultaneously transmitting and reflecting surface (STARS),
untrusted user.

I. INTRODUCTION

Recently, a new paradigm named simultaneously transmit-
ting and reflecting surfaces (STARSs) has received intensive
attention. As a remedy for reflecting-only reconfigurable in-
telligent surfaces (RISs), the incident signals on STARSs can
be transmitted and reflected to both sides of the surface at
the same time. Full-space smart radio environment can be
achieved by intelligently adjusting the reflection and trans-
mission coefficient of STARSs, while providing new degrees-
of-freedom for manipulating signal propagation [1]-[3].

However, the distinctive capability of STARSs to reconfig-
ure the full-space transmission environment will unavoidably
lead to full-space eavesdropping, which means that eaves-
droppers on either side can access confidential information
passing through STARSs, posing a stringent security chal-
lenge. For enhancing security performance in STARS systems,
the authors in [4]-[7] utilized physical layer security (PLS)
approach to degrade the information leakage by exploiting
the randomness of wireless fading channels. The secrecy per-
formance in STARS-assisted non-orthogonal multiple access
(NOMA) systems was investigated in [4], [5], where analytical
and asymptotic expressions of the secrecy outage probabilities
were derived in [4], and imperfect eavesdropping channel state
information (CSI) was considered in [5]. To solve the problem
that the eavesdroppers may enjoy similar performance gains
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TABLE I
NOTATIONS

Notations  Meanings
R user on reflection space
T user on transmission space
M number of BS antennas
K number of STARS elements
0.0, transmission/reflection-coefficient matrix of STARS
wilwy active beamforming vector for 7T/R
ﬁ,’;/ﬁ)f‘; amplitude response of k-th element
0,10} phase-shift coefficient of k-th element
1X|l. nuclear norm of matrix X
[1X]| spectral norm of matrix X
diag (x) diagonal matrix whose diagonal elements are x
[ max {-,0}
I, n-order identity matrix

as the legitimate users in STARS-aided NOMA system, an
artificial noise assisted secure communication strategy was
proposed by the authors of [6]. The potential of STARS in im-
proving the security in multiple-input-single-output networks
was studied in [7]. Considering the difficulty of obtaining
CSI knowledge of eavesdroppers in RIS systems, the authors
in [8]-[13] studied the robust and confidential transmission
problems without perfect CSI of eavesdropping channels.

In addition to the possible full-space information leakage
in STARS systems, what’s worse is that some untrusted users
can act as internal eavesdroppers, not only decoding their own
intended signals, but also trying to intercept the confidential
information of other users [14]. In this case, it is necessary
not only to ensure that the required signals can be correctly
received, but also to minimize the possibility of information
leakage, which requires a novel secure beamforming design.
To the best of our knowledge, the security enhancement design
for STARS systems with untrusted users is still in its infancy,
which motivates us to develop this work.

In this article, we propose a secure communication frame-
work for STARS with an untrusted user, who tries to wiretap
the other user’s confidential information in addition to re-
ceiving its own intended signals. We propose a double-loop
alternating optimization (DLAQO) algorithm for maximizing
the achievable sum secure capacity (SC) to achieve security
enhancement. Numerical results verify the superiority of our
proposed DLAO-STARS scheme compared to the benchmark
schemes. The notations used in this paper are presented in
TABLE 1L

II. SYSTEM MODEL AND PROBLEM FORMULATION
A. System Model
We consider a downlink secure transmission framework for
STARS, consisting of a multiple-antenna BS and two single-

antenna users, as shown in Fig. 1. The STARS splits the whole
communication network into two spaces, where the area on the



oNOYTULT D WN =

IEEE Wireless Communications Letters

Transmission

Reflection
space space

—— BS-STARS link ——> Direct link = = =» Eavesdropping link

Reflecting link ~— Transmitting link

Fig. 1. Secure transmission framework for STARS with untrusted user.

same side as the BS is called the reflection space, and the area
on the other side of the BS is called the transmission space.
Accordingly, the user on the transmission space and the user
on the reflection space are denoted as T and R, respectively.
The BS is equipped with M antennas and the STARS consists
of K elements. Consider the case that T is the untrusted user,
who tries to intercept the confidential information of R in
addition to receiving its own signals. That is, these two users
are both trusted to the network at the service level, but T is
untrusted to R from the data perspective. In this condition, we
consider that the perfect CSI can be obtained.

Energy splitting (ES) protocol is adopted by STARS [1],
where the amplitude response satisfies the energy conservation
constraint, and the phase-shift coefficients of transmission
and reflection are independent of each other. Denote the
reflection- and the transmission-coefficient matrix of STARS
as ©, € CE*K and ©, € CE*EK respectively, which are
given by ©, = diag (\/ﬁifejof, , \/ﬁif(eﬂ;) .z € {t,r},
with 37, 8t € [0,1] representing the amplitude response of
the k-th element, satisfying 3 + 8 = 1, and 07, 0% € [0, 27)
denoting the phase-shift coefficient of the k-th element. In this
paper, we consider that the STARS elements are passive and
there is no energy loss. When considering energy consump-
tion requirements of RISs or STARSs, simultaneous wireless
information and power transfer (SWIPT) can be regarded as
a promising solution [15].

We consider that the direct links only exist from BS to
R but not from BS to T. Therefore, signals intended for R
can transmitted through the combined links while the signals
intended for T can only be transmitted through the links
established by STARS. The transmitted signals of the BS are
given by

Yy = wse + wrsr, 6]

(CMXl (CMXl

where w; € and w, € are the active beam-
forming vectors that BS allocates to T and R, s; and s,
(]E{ |s¢|? }=1,E{ |5y b= 1) are the intended information

symbols for T and R, respectively.

The channel from BS to STARS is model as Rician fading
channels due to the favor positions for establishing line-of-
sight (LoS) links [16], which can be generated by

Gu,s =\ ho(dp,s)™ ™ <\/:GLOS

where hy denotes the path loss at the reference distance
d = 1m, dys is the distance between BS and STARS,

1+KGNLOS) (2)

2

a > 2 is the path loss exponent, and ~ is the Rician
factor. G{/9% € C**M s the deterministic LoS component,
GJ'Los € CK*M s the Non-LoS component modeled by
01rcular1y symmetric complex Gaussian distribution with zero
mean and unit variance. The channels from STARS to T
and R are denoted by g, € CK*! and g,, € CKE*!
respectively, which can be generated by Rayleigh fading
mode due to the rich scattering [17], with the mathematical
form as st = (ds,t)ighs,t and 8sr = (ds,'r‘)ifhs,r-
hy; ~ CN (0,42 ,Ik) and h,, ~ CN (0,42 ,Ik) are the
small-fading vectors, d,; and d,, respectively denote the
distances from the STARS to T and R. Similarly, the direct
link from the BS to the R is denoted by g;, € CxM
generated by Rayleigh fading mode. Therefore, we can obtain
the equivalent BS-RIS-T channel and BS-RIS-R channel as
Cv,t = &, tG)th s and Cp,r = 8b,r +gs re Gb s reSpeCtive])’

Thus the received superlmposed s1gnals at T/R are respec-
tively given by

Yz = Cb» (west + wrsr) + 02,z € {t, 1}, 3)

where n, ~ CN (O, az) is the independent identically
distributed additive white Gaussian noise at 7/R. The signal
to interference plus noise ratio (SINR) of 7/R to decode its
own intended signal s; /. can be expressed as

|Cb,zwz|2
|cb,zw2‘2+0'§ ’

Vzoz =

z € {t,r}, 4)

which determines the maximum data rate of the two users.
If 2z =r, then Z=1t, else z=r. In order to guarantee the
data transmission requirements of users, we consider that the
achievable rate should exceed a certain threshold, that is,

R. =logy (1 +v:52) > 1ns,2 € {t,7}. 5)

The SINR for wiretapping s, at T is
2
YVoorr = il (©)

|ey,cwi|“+o7

which determines the maximum eavesdropping rate as follows

Rt—>r,e - logQ (1 + Wﬁ—)v‘)- (7)

Accordingly, the achievable sum secure capacity of T and
R can be given by

Csum = Zze{t,r} [Rz - Riﬂz,e]+ 5 (8)

where []7 = max {-,0}. Particularly, R, ;. = 0 since R is

the trusted user and T’s signals are not eavesdropped.

B. Problem Formulation

For improving the transmission performance while guaran-
teeing security, we consider to maximize the sum SC through
jointly optimizing active and passive beamforming, whose
mathematical form is given as follows

max Csum, (9a)
{w:,©.}
st Jwil? + [Jwrll? < Puas, (9b)
Br, Br €10,1],Vk € K, (9¢)
Br+ B =1,Yk € K, (9d)
05,6 € [0,27) ,Vk € K, %)
R. >n.,Vz e {t,r}, (91)
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where (9b) is the power budget at the BS, (9¢) is the amplitude
constraint of STARS because of its passivity, (9d) holds due
to the law of energy conservation, (9e) is the phase-shift
coefficient constraint of STARS, and (9f) is the data rate
requirement of 7/R.

ITI. PROPOSED SOLUTIONS
A. Problem Reformulation

It can be observed that problem (9) is a non-convex op-
timization problem due to the non-convexity of the objec-
tive function and constraints in (9). Furthermore, the highly-
coupled optimization variables w, and ®, make it tricky to
obtain global optimal solutions. In this section, we develop an
alternate algorithm to find a high-quality suboptimal solution.

At first, we recast (9) into a more tractable form.
Lemma 1: The received signal strength can be equivalently
transformed as the following form

lebrw:|? = b Wegt, + Tr (Q.U,), (10a)
lcprws|? = Tr (fbtWZ@fUt) , (10b)

where W, and U, represent the active and passive beam-
forming matrix respectively.

Proof: See Appendix A. |
To simplify the description, define the following functions

Hu = o, Wrgi, + Tr (Q,U,) (11a)
+gp. - Wigl, + Tr (Q:U,) + o7,
Ha = gp,, Wigi + Tr (Q.U,) + o7, (11b)

Gu = Tr (@tWt@fUt) FTr (tI)tWTi)fIUt) +o2, (llo)

Ga(W,) = Tr (<I>thi>tHUt) ol W. € (W, W,}. (11d)

Moreover, to handle to non-convexity of the objec-
tive function, we introduce the following slack variables
{tauslods Vs ds Leus beds Vet > 2 € {t,r}, which satisfy the
following constraints

2 < Hy,y Opa > Ha, (12a)
20 < Gy, Vta > Ga (Wr), (12b)
224 >, 4,2 € {t,r}. (12¢)

Thus, we can obtain the lower bound of R, as R, = ¢, —
tz,a < R,. Similarly, we relax the eavesdropping rate as its
upper bound. Define 1%y, . = tey — Le,d = —spe, Where
Le,w and ¢¢ g satisfy

Qe > Tge,u7 196,11. > gua (13a)
2'ed < Gg (W), (13b)

However, constraints (12¢) and (13a) are still non-convex.
Thus, we utilize first-order Taylor expansion to construct
approximate linear upper bounds of log, 9. 4 and log, Je u,
which are given by

F (19, 19) 2 log,d + 1= (19 - 19) > log, 9. (14)

Y1n2

Thus, constraints (12¢) and (13a) are converted to

tea 2 F (ea,0:a) 12 € (L7}, (150
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bew > F (195,u, vﬁe,u) 7 (15b)

where ng,d and 196,“ are the optimal solutions in the pervious
iteration. Accordingly, the original optimization problem (9)
can be reformulated as

Wszzyﬁzvma’X Clovm> (16a)
Lzustz,dr Yz drte,uste,dsVe,u

s.t. (12a), (12b), (13b), (15), (16b)
Tr (W) + Tr (W,.) < Prax, (16¢)
Diag (U.) = 3., (16d)
B. (k) € 0,1],Vz € (t,r},k € K, (16e)
Be (k) + Br (k) = 1,Vk € K, (16f)
Rank (U;) = 1,Rank (W) =1,Vz € (¢,r}, (16g)
U. >0, W, =0,Vz € (t,r}, (16h)
R, >n.,Vz e {t,r}, (16i)
R, > Risre, (16j)

where C,,,, = R, +R,— R, ... Constraint (16j) guarantees
the achievable secure capacity of R is always a positive value.

Remark 1: The proposed scheme can be easily extended to
the cases of: 1) multiple untrusted users, where the eaves-
dropping rate is dependent on the maximum one; 2) the
direct link between the BS and the trusted user is blocked,
by replacing the signal strength in (10a) with \cb,,>wz|2 =
Tr (‘I%ngfl UT); 3) the direct link between the BS and the
untrusted user exists, by replacing the signal strength in (10b)
with |Cb¢th|z =gy W.gl, + Tr (Qr,.Uy).

B. Active Beamforming Design

With given STARS transmission- and reflection- coefficient,
the active beamforming optimization problem can be given by
min —Cums
Witz ustz,d9z,ds

Le,uvte,dﬂ?e,u

st. W, = 0,Vz € (t,r}, a7
Rank (W.) =1,Vz € (t,r},
(12a), (12b), (13b), (15), (16c), (161), (16j).

Proposition 1: The rank of W, only relies on that of U,
i.e., Rank (W,) < Rank (U,) = 1.

Proof: Please refer to Appendix A in [3]. |

Moreover, due to the positive transmission rate requirements
in (9f), Rank (W.) = 1 holds for the optimal solution.
Therefore, the non-convex constraint Rank (W,) = 1 can
be reasonably dropped, resulting in (17) being a convex
optimization problem that can be efficiently solved by CVX.

C. Penalty-based STARS Coefficient Optimization

Optimization problem with non-convex rank-one constraint
Rank (U,) = 1 is known to be NP-hard. To tackle this
difficulty, we transform this constraint into its equivalent form
IU.|l, = IU.|l, < 0, which is in difference of convex
(DC) form and therefore still non-convex with respect to U.,.
Therefore, we utilize the penalty-based approach by moving
the constraint into the objective function. As a result, with
given fixed W; and W,, we rewrite the STARS coefficient
optimization problem as

: 1
Uz:ﬁzv"ﬂl}}z,dvﬁz,d’ qum * 20 26%;,1“}

Le,uﬂze,d»'ge,u

s.t. U, = 0,Vz € (t, 1},
(12a), (12b), (13b), (15), (16d) — (16f), (161), (16j),

(101l = 1T:]l,) ,

(18)
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Algorithm 1 DLAO algorithm for Sum SC Maximization
Input: maximum iteration times 7j,, T,., convergence threshold

Eins €ou-

Output: W), U’.

1: Initialization: iteration indexs [ = 0, ¢ = 0, feasible points
{sz), U,(zo)}, penalty factor g, discount factor ¢ < 1, I';;, =
+00, Fou = +o0.

2: while | < T,, and I'yyy > €5, do

3 while ¢ < T3, and I';;, > €4, do

4 With given UL, update W " by solving (17);

5 With given W™ update U™ by solving (18);

6: Calculate 'y, = ’ngjnl) - ngfm‘,

7 L1+ 1;

8 end while

9 {WZ(O), US”} with the current {Wz(i), Ugi) }z =0

10 Calculate Ty = max {|\Uz|\5j> - ||Uz||g‘>};

ze{t,r}
11:  Update otV = co® 1+ 1+1;
12: end while

Update

where ¢ > 0 is a penalty factor for violating the constraint
U], = U.|l, < 0. When p is sufficiently small, the rank-
one solution can be obtained by solving problem (18) [18].
Define two functions

Fi1(U:) = 55 2 cqem 10N = Couras (192)

B (Us) = 55 3 iy 10zl (19b)

which are both continuous convex functions. Then the ob-
jective function in (18) is converted into DC structure as
F1 (U,)— F»(U,). Then we adopt the successive convex ap-
proximation (SCA) method to obtain a convex upper bound for
the objective function in an iterative manner. Exploiting first-

order Taylor expansion at a feasible point Ug),Vz € {t,r},
the lower bound of function F» (U,) can be obtained as

F (UZ) 2E2 (Uz)é .
5 2 o] e[ (o) (v - 0]} .

where Ugi) is the optimal soluti_on obtained in the i-th
iteration of the SCA method and u,(;) denotes the eigenvector
corresponding to the largest eigenvalue of U(Zi). Employing
this upper bound on the objective function, the STARS coeffi-
cient optimization problem is a convex optimization problem.

D. Computation Complexity Analysis

The overall DLAO algorithm for maximizing sum SC is
summarized in Algorithm 1. The computation complexity
mainly comes from solving the semi-definite programming
problem in the inner loop. Thus, the overall polynomial
complexity of the proposed algorithm can be approximately
calculated as O (Iiy Loue (2M35 + 2K35)) [19], with I;;, and
I,,+ representing the number of iterations required for the
convergence of Algorithm 1 for the inner and outer loop,
respectively.

IV. NUMERICAL RESULTS

The performance of the proposed scheme will be evalu-
ated in this section. Consider a three-dimensional coordinate
system, where the BS, the STARS, R and T are respectively
located at (0, 0, 5) meter (m), (30, 0, 3) m, (25, 0, 0) m and

4
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K30y

M=16

"
s W P
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M=8

A K=30, M=8
i —4—K=30, M=16
1% 4> K=20, M=8
©-K=20, M=16

4 6 8 10 12 14 16 18 20
Number of iterations

Fig. 2. Convergence performance of the proposed DLAO algorithm (Prnax =
30 dBm).

Achie

5 ~E-DLAO-STARS —A-Ran-STARS

C-RIS Double-Direct
—¥—MS-STARS No-Direct
-6~ UAC-STARS

25 30 35 40 45
Transmission power at BS (dBm)

Fig. 3. The achievable sum SC versus maximum power of BS (K = 20,
M = 8).

(35, 3, 0) m. The path-loss factor is hg = —30 dB, and the
path-loss exponents are set as «y, = 4 for the direct link,
ayp,s = 2.2 for the BS-STARS link and o, = o,y = 2.5 for
the STARS-R and STARS-T links. The Rician factors are set
as kps = 5 dB and kg, = ks, = 0 for the BS-STARS link
and the Rayleigh fading links, respectively. The noise power is
02 = —105 dBm. Furthermore, we consider the convergence
threshold is €;,, = o4 = 1073, the initial penalty factor
o = 0.9, and the discount factor is ¢ = 0.75. The simulation
results are obtained through Monte Carlo simulations over 200
channel realizations.

The convergence performance of the proposed algorithm
under different K and M is depicted in Fig. 2. It can be seen
that the achievable sum SC gradually increases in the process
of iteration, and reaches a stable value within a finite number
of iteration times. In addition, the improvement of K and M
can enhance the security performance, which is caused by the
more flexible beamforming design. Moreover, more iteration
times are required for larger K and M values, increasing the
computational complexity at the same time.

Fig. 3 shows the achievable sum SC obtained by different
schemes, namely, the proposed DLAO-STARS scheme, con-
ventional RISs (C-RIS), uniform amplitude control at STARS
(UAC-STARS), mode switching protocol at STARS (MS-
STARS) and random phase/amplitude control at STARS (Ran-
STARS). Particularly, in the C-RIS scheme, one reflecting-
only RIS and one transmitting-only RIS are deployed at the
same location as STARS with % elements. All the elements’
amplitude responses should be the same in the UAC-STARS
scheme, while that can only be O or 1 in the MS-STARS
scheme. Moreover, to evaluate the impact of the presence of
direct links on system secrecy performance, we consider two
cases in Fig. 3: (1) No-Direct: the direct link between the BS
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and R is blocked, as well as between BS and T'; (2) Double-
Direct: there are direct links between BS and R, as well as
between BS and 7.

It can be seen that AO-STARS outperforms all other com-
parison schemes since STARS exploits double degrees-of-
freedom than C-RIS, while has higher flexibility of amplitude
coefficient optimization compared with UAC-STARS and MS-
STARS, which verifies the effectiveness of the proposed
scheme. Furthermore, the achievable sum SC becomes higher
with the increase of transmission power except for the Ran-
STARS scheme, because the random coefficient cannot always
guarantee improvement of legitimate reception and reduction
of information leakage. Moreover, as shown the curve named
No-Direct in Fig. 3, the achievable sum SC has an obvious
decline when the direct link between the BS and the untrusted
user T exists, especially when the BS’s transmission power
is relatively small. Although Double-Direct may increase the
achievable rate of T, it can also cause more severe information
leakage compared to the proposed framework, leading to
performance degradation.

V. CONCLUSIONS

In this article, we proposed a secure transmission framework
for STARS in presence of an untrusted user. Based on this
framework, we formulated a sum SC maximization problem
for enhancing security performance, and proposed a DLAO
algorithm to implement the optimization of active beam-
forming at the BS and passive beamforming at the STARS.
Numerical results confirmed the convergence of the proposed
DLAO algorithm. Furthermore, compared with benchmark
schemes, adopting the proposed DLAO-STARS scheme can
obtain higher SC when internal eavesdropper exists.

APPENDIX A
PROOF OF LEMMA 1
To facilitate the design, we define vectors p, =

Diag(®,) = [Jﬁ?ejef, ,\/ﬁif(ej%]:r e CKx1l 2 ¢
{t,r} to denote the amplitude response and phase-shift co-
efficient vector of the STARS. Therefore, gfz(Bsz,swz can
be rewritten as f4 H& w,, where &, = diag (g?z) Gy, V2 €
{t,r}. Moreover, define W, = w,wf Vz € {t,r} to

represent the active beamforming matrix, which also satisfies
W. = 0 and Rank (W) = 1. Thus,

v rw:]* = g Wegll, + pl &, W. o} e

g Wl 4l @, W.ggl,. @D

b,r zEr
i = [pf1]" e CED then we have

|(gb,r =+ qu)r) wr|2 = gb,rWzgfr + ﬁfIQzﬁr Introduce
another variable U, = f, il € CHE+HDXE+D - gatisfying
U, » 0, Rank(U,) = 1 and Diag(U,) = 2,
where B3, £ [B],--- ,BK,I]T. Thus, we can get
BIQ.a, = Tr(Q.m-nf’) = Tr(Q.U,), satisfying
U, = 0 and rank (U,.) = 1. Thus,

leprw:|* = gp Wegh, + Tr (Q.U,). (22)
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€ CE*EK which satisfies

B, where 3, &

Similarly, we define U; = p;
U, ~ 0, Rank (Uy) = 1 and Diag (U;) =

B, .8 K] denotes the transmitting amplitude response of
the STARS. Thus, we have
lcpws|? = Tr (<I>tWZ<I>f Ut> . 23)
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