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Abstract—In this correspondence, we investigate the average
achievable secrecy rate (AASR) and average effective secrecy
throughput (AEST) of the control link from the ground control
station to the unmanned aerial vehicle (UAV), which requires
ultra-reliable and low-latency communications. Both the UAV
and eavesdropper are assumed to be randomly distributed within
the restricted areas, and short packet transmission is adopted
to guarantee the low latency. We consider both free space and
3-Dimensional channel models for the UAYV, and the statistic dis-
tribution functions of both models are given. By using Gaussian-
Chebyshev quadrature (GCQ), the approximation expressions of
AASR are derived to give insight on the design of packet size.
Moreover, analytical expressions of ASET are also developed
to evaluate the effective secrecy performance. Numerical results
corroborate the correctness of our derived results.

Index Terms—UAV, finite blocklength, physical layer security,
ultra-reliable and low-latency communication.

I. INTRODUCTION

UE to the benefits of flexible mobility, fast deployment

and excellent channels, unmanned aerial vehicle (UAV)
communications have gained tremendous research attentions
from both academia and industria [1], [2]. Particularly, UAVs
can act as aerial platform for base stations, relays, and users
[3], [4]. However, most of the existing UAV communica-
tions are based on conventional long-packet data transmission.
To realize real-time control of fast-moving UAVs without
collision, the control information delivery from the ground
control station (GCS) to UAVs requires ultra low-latency and
high reliability, compared with the conventional UAV data
transmission.

Generally, the UAV control information packet is always
quite short. To meet the ultra low-latency requirement, short-
packet coding should be applied to control information. Hence,
the conventional data transmission with long-packet coding is
no longer applicable, and the conventional Shannon capacity
based on the law of large numbers could overestimate the
performance. Fortunately, the achievable rate of short-packet
transmission with given decoding error has been developed
in [5], based on which Ren et al. determined the average
achievable data rate of UAV control information delivery
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system in [6]. Wang et al. investigated the average packet
error probability and effective throughput performance of this
system in [7].

The control information delivery is vulnerable to wiretaps
due to the broadcast nature of wireless channels, more robust
signals and often boosted power level. Hence, Yan et al.
[8] jointly optimized the transmit power and the placement
strategy of UAV short-packet covert communications. Zhou
et al. [9] jointly optimized the UAV’s 3-Dimensional (3D)
placement and transmit power for covert communications with
the objective of maximizing the communication covertness.
[8] and [9] employ the covert communications to prevent the
communication behavior from been detected by others nodes,
but in some cases it is desirable to protect the transmitted
information against eavesdropping by physical layer security.
Recently, based on the short-packet secrecy transmission the-
ory [10], Wang et al. [11] maximized the average effective
secrecy rate of UAV short-packet transmission by jointly
optimizing the UAV’s trajectory and transmit power.

In this correspondence, we analyze the secure control in-
formation performance for the UAV with short-packet trans-
mission by taking both the free space (FS) and 3D channel
models into consideration. Both the complicated 3D channel
model and the complex expression of the secrecy rate in
short-packet transmission make the performance analysis quite
involved. The contributions of this correspondence are outlined
as follows: 1) We analyze the secrecy performance of UAV
short-packet control information transmission by considering
random node locations, and derive the distribution function of
UAV for the 3D channel model; 2) The average achievable
secrecy rate (AASR) of the considered system is analyzed
by applying Gaussian-Chebyshev quadrature (GCQ); 3) We
also derive the average effective secrecy throughput (AEST)
performance of UAV control information delivery for both FS
and 3D models.

II. SYSTEM MODEL

As shown in Fig. 1, we consider a control information
transmission system where the GCS sends ultra-reliable and
low-latency communication (URLLC) signal to a UAV. Mean-
while, an eavesdropper tries to wiretap the confidential control
information, and all nodes are equipped with a single antenna.
Without loss of generality, assume that the GCS is located
at the center of two concentric hemispheres, and the UAV is
randomly distributed between the inner and outer hemispheres.
The outer hemisphere with radius D;,,,x represents the control
range of GCS, and the inner hemisphere with radius Dy, 1S
introduced to be larger than the height of buildings to avoid
collision. The eavesdropper is randomly distributed in a ring
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Fig. 1. Control information transmission with randomly distributed UAV and
eavesdropper.

region also centered at the GCS with inner radius D; and
outer radius D-!.

A. Eavesdropping Channel Model

Assume that the eavesdropping channel is invariant during
each block and changes independently between blocks. More-
over, the channel is affected by both the large-scale path-loss
and small-scale fading, modeled as hg = gg(1 + d2)~2 to
avoid singular when dg approaches 0 [12], where dg denotes
the distance from the GCS to the eavesdropper, o represents
the path-loss exponent, and gg ~ CN(0,1) denotes Rayleigh
fading. The transmit power of GCS is Pg, and the noise power
is denoted as o2. Hence, the received signal-to-noise ratio
(SNR) at the eavesdropper can be denoted as vg = %,
whose cumulative distribution function (CDF) can be denoted
as [12]

Fyp(x) ~(Dy 4 Dy) 7! Zk: Dp(l—e "), (1)

which is obtained by using GCQ [13], [14]. cx = (1+9¢%)/pc.,
Op = F/1—@ln. or = cos(Btn), ¢ = 2252 4
D ==t D1y, K is the parameter to ensure the complex1ty—
accuracy tradeoff, and pg = Pg/0? denotes the transmit SNR
of GCS. By taking the first-order derivation of (1), we can
obtain the probability density function (PDF) of vg as

K
Jre (x) ~(Dy + DQ)_l Zk:l Ppcre” kT, 2)

B. UAV Channel Models

We consider two UAV channel models as follows.

1) FS Channel Model: The FS model is valid when the
UAV is working in an obstacle-free area, such as the suburban
areas. In this model, the line of sight (LoS) channel dominates
the control link, and the channel gain is mainly decided by the
link distance. Hence, the received SNR at UAV can be denoted
as WIFJS = (?QP 5, where dy represents the distance of the control
link, and nUis the channel power at a reference distance of 1

m. According to [7], the CDF of ’ygs can be denoted as

F
0, T < Yo
_ ) Di—(pc)3a? FS
F,YES (ZL‘) - ﬁmG » Ymin S €T < FYm'lx (3)

17 T > P)/rnax

'The proposed derivations can be also applied to the case of aerial
eavesdroppers.

2

=D  —D3.

— NnpG — 77PG
- and D max min*

Where ’Ymrn - D2 ’ ’Ymax D2

2) 3D Channel Model: Tn ur%an areas, the 3D channel
model is more practical than FS. Both LoS and non-LoS
(NLoS) channels are considered, and the probability of LoS
increases with the elevation angle of UAV. Specifically, the

LoS probability is [15]
Pros = (1 4+ aexp(—b(f —a))) ™, 4

where a and b are the environmental constants, 6 is the
elevation angle of UAV, the PDF of which can be denoted as
fo(x) = 1/(Omax — Omin), and Opax and O, represent the
maximal and maximum elevation angles of UAV, respectively.
Accordingly, the NLoS probability is Pnr.os = 1 — Pros-
Accordingly, the path-loss models for both LoS and NLoS
links in dB can be expressed as [15]

L; = 20log, o (47 fedc™ ) + ¢;,i € {LoS,NLoS}, (5)

where f. and c¢ denote the carrier frequency and the speed of
the light, respectively. Hence, the mean path-loss by consid-
ering the probability of both LoS and NLoS can be denoted
as L(0,dy) = ProsLios + PnLosLNLos. Combining (4) and
(5), the path-loss can be denoted as

Ao
1+ aexp(—b(0 — a))

where Ay = (Los — (NLos» Co = 20log;o (4 fec™!) + (NLos-
Finally, the received SNR at UAV can be denoted as [7]

VP = Cody? explAp/(1 + aexp(—b(d — a)))] = db, (7)

L6, dy) =

+ 20logyo(du) + Co,  (6)

where Ag = —107"4¢In 10, Cy = pa10710 %, d = Cody?
and 6 = exp[A/(1 + aexp(—b(f — a)))]. The CDF of P
is given in the following lemma.

Lemma 1: The CDF of UAV’s SNR in the 3D model can
be denoted as

F’Y%D (Z) = FH%D (Z)> max@min < 2 < Hmindmax (8)
FIED (2) emindmax S z S emaxdmax
17 2 > Omaxdmax
where dpin, = D%ax’ Omin = exp(acxp(_b(g:ﬁn_a))ﬂ),

Amax = % and oy = exp(aexp(_b(giax_a))ﬂ). FWI%D (2),
F%D (2) and F%% (2) are respectively shown in (34), (35)
and (36), where pi(z) = In(lnz) — In(lnz — Ap) and
p2(x) = Ei(2 Ina) —exp(3 Ag)Ei(3 (Inz—Ay)). Ei represents
the exponential integral function [16, Eq. (8.211)], which is
defined as Ei(z) = — [ e~ /tdt.

Proof: Refer to the Appendix. [ ]

III. ANALYSIS OF AASR PERFORMANCE

As the eavesdropping channel is unavailable, and both the
locations of UAV and eavesdropper are uncertain, we cannot
derive the exact secrecy performance of control information.
Hence, we focus on the ergodic achievable secrecy perfor-
mance by averaging the locations and eavesdropper’s fading.

Page 2 of 13
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We first derive the AASR of control information to give
insight on the design of packet size, which is defined as the
average number of information bits that can be transmitted
per channel use under given reliability and information leakage
constraints. In finite-blocklength transmission, the lower bound
of the achievable secrecy rate can be denoted as [10]

Volyw) @ 'e)  [Ve(ye) Q71(9) )
N In2 N In2

in the case of vy > g, otherwise Rs = 0. N denotes the
blocklength, C, = log,(1 + vuy) — logy(1 + vg), Q@ (x)

denotes the inverse of Gaussian Q-function with Q(z) =

7 (V2m) " exp(—12/2)dt, Vi(v;) = 1= (14 ;)" with
j € {U,E} denotes the channel dispersion, ¢ denotes the
decoding error probability constraint at UAV, and J represents
the secrecy constraint of information leakage. Based on (9),
the lower bound of AASR can be denoted as [17]

Rs=Cs—

—1
3
B[R] = oy [ogs(1 +70)] = LB [V T )
) 10
~ By oy (1 +70)] = T E [VTR0R)] (¥
2 vy — Eyue — Eqg — gl
For the third term of (10) 2,,, we have
S = [ logy(l4 o) frp (o)
0
1 <1
=15 (1 = Fyp(2))dz
( )1112 1+ an
(DQ—I—Dl IDQZk 1 / 1—|—£I}
®) -1

S S - Dy Fi
" (D2 +Dy)In2 D ey B Bil—c)

where (a) can be obtained by using (1) and depends on
K

k=1 D.+p; = L and (b) follows by applying [16, Eq.
(3.352.4)]. The fourth term of (10) can be derived as

= = - 0 [~ - x)—2 z)dx
_W*fm/ VIZ (52 2 (o)

/ V1—(1+tany)=2f,,(tany) sec ydy
Q) m2Q 1

_ 2
4Kfln22k 1\/1 wk )(tan? 0, + 2 tan 6)
X fop (tan 0y) sec® Oy /(1 + tan 6y),

where (a) follows by using GCQ and 0, = 5 (1 + ¢3), and
f+e () is shown in (2).

\Fan (12)

A. FS Channel Model
In the FS model, E’YSS can be derived as

FS

Ymax
= = / T logy(1+ @) fyps (@) da

min
Vimax 1 — F,YFS ()

( )
logy (1 +~ES ) + /FS H_ide:c (13)

( ) D3 (Dmax) —P3 (Dmin)
10 1 + mln + K )
2o (1 + Yinin) P In2
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where (a) is obtained by applying the integration-by-parts

method, and (b) follows by substituting (3) and applying [16,
2

Eq. 3.194.D1. p3(x) = 322 F1(1, 35 55 — =) + Dby In(1+

A28), and o Fy(-) denotes the Gauss hypergeometric function

[16 Eq. (9.111)]. Moreover, Ewpsﬁ can be derived as

avgsﬁ:/”"‘“Q O JVole) (2

yan In2 i
(@) Q! ;
Y g Do V1 (&) @)
where (a) is obtained by applying GCQ, a1 = (£S5, —

Vinin)/2: 42 = (Vi3 + Yimin) /2 and & = @19y, + az. Finally,
we can obtain the AASR of FS model by substituting (11),
(12), (13) and (14) into (10).

B. 3D Channel Model

Due to the complicated expression of the CDF of *y%D, it is

challenging to derive the closed-form expression for E,Y%D and

EV%D’E..Hence, as [6], we apply GCQ to get an approximation
expression as

_ 3D;1 /Dmax d% /Qmax
Omax — Omin Dmln Omin

3 KMD -1
~ 4(”1)— Z Z (1= 02)(1 — d2,) R(V, dn )2
max ~ mln =1 k—1

R(0, dv)doddy

(15)
where 19]{,‘ == <@max + 6min)/2 + (@max - ®min)wk/2’ tm =
COS(2g§\7[17T)’ dm = (Dmax+Dmin)/2+ (Dmax_Dmin)tm/Z,

and M is the parameter for the complexity-accuracy tradeoff.

R(6,dy) D)_ [Vu(¥3P) @ ()

= log, (1+~¥ =5 and 43P shown
in (9) is a function of # and dy. By substltutmg (11), (12) and
(15) into (10), we can obtain the AASR of 3D model.

IV. ANALYSIS OF AEST PERFORMANCE

In this section, we analyze the AEST performance, which
is defined as the average secrecy rate at which the data packet
can be reliably transmitted under a certain secrecy constraint
[18]. Assume that the GCS transmits L bits data in each short-
packet transmission, and the transmission rate is R = L/N for
a given blocklength V. Substituting R into (9), the decoding
error can be denoted as

_ N I+yw VE(’YE) Lln2
e = QW o M T, Q7(8) - =), (16)

when yy > ~vg; otherwise, ¢ = 1. Hence, the AEST can be

denoted as
Ts=E[(1—¢)L/N]=(1-¢&)L/N, (17

where £ £ E, 5[], which is averaged over vy and 7.
Hence, we have

T, f——/ / eho@)daf(n)dy.  (18)
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Since € in (16) is complex, we apply the first-order approx-
imation to simplify it as [19]

]-a T < Ty
e(x) = 27 —w(z —x0), Tm <x<aNy (19)
0, T > T
where zo = exp{y/VE(yE)N'Q +L£m2}(1+98) -1,

w = \/N(27T{L‘0(£L'0+2))71, Tm = 20 — (2w) ", 2y =

2o + (2w) "', Then, we define

\II(VE) = /O 5’YU"YEf’YU (:C)dz

M 1
— Fyylon)+ [ (G~ (o~ w0)) by (ado 0)

m

@ [
= w/ F.,(x)dz,

where (a) is obtained by using the integration-by-parts
method. Since w is large enough, by applying the Riemann
integral approximation, (20) can be further denoted as

Y(ve) = @y (20)(@nr — Tm) = Fyy (20). 21
Substituting (21) into (18), we have
L L [~
TS = N - N 0 F’YU (mo)fVE (y)dy (22)

Since the CDFs of UAV’s SNRs for both FS and 3D mod-
els are piecewise functions, we apply the change-in-variable
technique to make further derivation. With the increasing
of vg. Vg(ve) = 1 — (1+~E) "~ can be approximated as
1 without losing much accuracy [20], and we have zy =~
exp{\/—lﬁQ_l(é) +£m2}(1+y)—1=B(1+y)—1, where

ﬁ = exp{ﬁ@fl(& + £ 1n2}. Substituting y = %+ %
into (22), we have
L L > o 1-— 5
SN NG J, F’YU(‘/L.O)f'YE(ﬁ + T)dxo- (23)

A. FS Channel Model

Define A\pin = max(8 — 1,759 ) and Apax = max(8 —
1,755 ). According to (23) and (3), the AEST for the FS
model can be denoted as

L L e T 1-—
TS = N NB FvFS(Io)wa(FO + Tﬁ)dxo
L x B
= N Nﬂ / f’YE O + T)daﬁo
TSFS,I
L )\max _ ﬁ
I;FS,II

(24)

TS = py(Amax), Where py(z) =

By applying (3), we have
z 1—
#F’YE(B + Tﬁ)

4

Moreover, by using integration-by-parts and [16, Eq.
(3.381.1)], TSFS*II can be derived as

TSFS,II

= D?naxbr;l [p4(Amax) - p4(Amin)]

2L(pan)*? LB
W[p5()\max) —ps()\mm) Dy + Dy gcbk (25)

1 Ck )\mm

) _7(57 /8

DI

4 (7(5’ 8

where ps(z) = fo (5 + %)x’%. V(e x) = [ e it dt
denotes the lower incomplete Gamma function. Finally, sub-
stituting the expressions of 775! and T.FS!! into (24), we can
obtain the AEST of the FS model.

B. 3D Channel Model

According to Lemma 1, we set A= max{ﬂmm min, B—1},
A2 - max{emux mlna/B - 1} AS - max{emm maxyﬂ - 1}
and Ay = max{@max max; 3 — 1}. Based on (8), the average
secrecy throughput in (23) can be converted to

L (" o 1-7

3D __
TS __W F3D(l’0)f'yE( 5 + T)dmo

TSSD’I

_ L™ T  1-8
Nﬂ /A2 F’y%D(xO)f’YE(/B + /3 )dmo

73011 1 26)
N,B/ FI%D l’o f'yE( 3 + %ﬂ)dl'o
73D 11
e Zo 1- ﬂ
+N - WA4 fm(ﬁ + T)d%-
,1—VS3D,IV

It is challenging to derive the closed-form expressions for
TY, T and T, since both F 3o and f,, are quite involved.
We apply GCQ to get an approximation expression as

TS3D,1 n T3D,11 n TBD,IH

st+1-8
KN,BD/“WFSD D ()

27
+A2FI3D(Sk)f’YE(<S _B)B_l)
+ A (sl Fae (s + 1= 8)871),

where s} = (Ay+A1)/2— Ay, sl = (As+A2)/2— Aoty
s = (Ay 4 A3)/2 — Mgy, Ay = (A1 —N2)/2, Ay = (Ag —
Ag)/2 and Ag = (Ag — Ay)/2. T3P1V can be derived as

TV = 535 [ Fwlleo+1-8)5 )day

— LN"'Ey (A +1- )37,

(28)

Finally, we can get the AEST of the 3D model by adding (27)
and (28).

Page 4 of 13
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Fig. 2. AASR versus N for two channel models of UAV.
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V. SIMULATION RESULTS AND DISCUSSION

Simulation results are provided to evaluate the above analy-
sis. Hereinafter, unless specified, the simulation parameters are
set according to [6], [21] as Dy = 100 m, Dyyax = 300 m,
Dy = 300m, Dy = 800 m, Onin = 45, Omax = 90,
Pg = —20dB, L = 200, ¢ = 1079, 0? = —173 dBm/Hz,
B = 10 MHz, f. = 2 GHz, ¢ = 3-108 m/s, a = 3.8,
a = 12.08, b = 0.11, CLos = 1.6, (NLos = 23 and
n = —40 dB.

In Fig. 2, we study the AASR with N, where § = 10~°. For
comparison with the long-packet transmission, we also plot
the conventional secrecy capacity of Cy = logy(1 + yu) —
log, (1 + k). We can observe from Fig. 2 that the developed
analytical expressions match well with simulation results. We
can also see that when IV is relatively small, there is a sharp
gap between the conventional secrecy capacity and the AASR.
However, the AASR is increasing with N and approaches the
secrecy capacity gradually, because the second and third terms
in (9) diminish with V. This observation shows that the perfor-
mance will be overestimated when adopting the conventional
secrecy capacity, and the short-packet secrecy transmission
theory should be adopted to design the parameters for URLLC
applications.

In Fig. 3, we apply simulation results to show the ap-
proximation accuracy for applying GCQ [13], [14], where
N = 100 and § = 1075, The approximation results for FS
model are obtained with (12) and (14), and the simulation
results are acquired by averaging over 10° independent trials.

IEEE Transactions on Vehicular Technology
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Fig. 4. AEST versus N for two channel models of UAV.

It can be observed from the figure that the approximation
error decreases with the uplift of the values of complexity-
accuracy trade-off parameters. It can also be observed that the
approximation values is very close to the simulation results
(approximation error less than 1%) when the complexity
accuracy trade-off parameters are set as 20.

Fig. 4 plots the AEST with different information leakage
constraint. It can be observed that the analytical expressions
match well with simulation results, which verifies the cor-
rectness of our theoretical analysis. As anticipated, the AEST
will be deteriorated with more stringent information leakage
requirement, and the FS model can achieve better performance
than the 3D model. Moreover, it can be observed that the
AEST performance increases first and then decreases with V.
This observation can be explained by (17), which indicates
that the AEST is a multiplication of the successful decoding
probability and transmission rate. When the blocklength N is
small, the decoding error is quite high, and the transmission
rate is quite low when N is large.

VI. CONCLUSION

In this correspondence, we investigated the AASR and
AEST performance of a UAV control information delivery
system with randomly deployed UAV and eavesdropper. Both
FS and 3D channel models of UAV were considered under the
short-packet transmission. The GCQ method was applied to
derive the approximate expressions of AASR and AEST. These
results provide insights for the packet size and blocklength
design when the system should guarantee a target security and
reliability performance.

APPENDIX

We only consider the case of é,,laxcimin < ?min(gmax for
space limitation, and the case of 0axdmin > Omindmax can
be derived similarly. First, the CDF of 'y%D can be denoted as

Fon(2) =P(df < 2) = P(d < 207"). (29)
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Based on the value of z, Fsp(z) can be divided into the
following five cases:

07 z < émindmin
fa6(@,y)dxdy,

- z
U min dmn\ . -

I A (dmin [y
Flap(2) = fé I
emlndmln < z < emaxdmln

max y
Flap(2) = & fom [

amaxdmm <z < gmmdmax (30)
= Jl [l gy (. y)dudy,

dmwx ~

emmdmax < z < 9 max®max
1. z > emaxdmax

(z,y)dzdy,

F’igD (2) £1

Since d and 6 are independent, we know f ig(z,y) =
fd(x)fé(N) According to [7], when Omin < 0 < Omax, the
PDF of 6 can be denoted as

f3() = Ag[b(Omax — Omin) (Ao —Inz)znz]™, (31
and the CDF of d can be expressed as
0, T < dmin
Fila) = § BwclCor D o (D
1. 2 > dmax

Then, by applying (30), (31) and (32), we have

Fin(2) = /d Fs)Fi(2y™") = Fi(dmin)ldy

emm

:/ min AvoDmaxy J
] (AO —Iny)lny
/%:in AOAO(CO)%Z_%:U%
] (/Nlo —Iny)lny

(33)

min

min

where Ay = [b(@max—@min)ﬁm]_l. By applying the change-
in-variable technique and [16, Eq. (3.352.3)], we have

Ffi%D (Z) :AODfnax [pl (Zd~r:111n) — D1 (émin)] (34)
— Ao(Co)2 22 [pa(2dyy),) = Pa(Brmin)]-

Similar to the derivation of (34), we can get
max 1
FI o(z) = / Avo—mdxydy
" ] (A4g —lny)Iny
_/%“Aﬂd%ﬁféﬁ
a (Ag —Iny)Iny
_AODmax [pl (emax) — D (emin)]
- AO (Co)iz_% [pZ (emax) — P2 (emin)]y

min

dy (35)

min

and

0 —1
‘max A A
F%%(z) =1 +/ BoAoDpyy ! dy
p— (AO —1In y) Iny

B /9max AgAp (C()) 27 2y2 dy (36)
p— ([10 —1In y) Iny
=1+ AOl)mln[ 1(émax) pl(deax)]

— 29(Co)? = % [pa(Bmax) — Pa(2dpmne)].
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