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Abstract—In this paper, we investigate the joint subcarri- monotonic optimizatiorﬂS], Lagrangian duality the,[ahd

er (SC) assignment and power allocation problem for non- matching theory![10]. Besides the maximization of sum rate,
orthogonal multiple access (NOMA) amplify-and-forward two- ya56rce allocation with security considerations for NOMA
way relay wireless networks. We aim to maximize the achieve networks have also been addressed in the existing works
secrecy energy efficiency by jointly designing the SC assigrent, 4 g A
user pair schedu“ng and power allocation. Assuming the pdect HOWeVer, secure resource a”ocat|0n haS not been Well@ud|
knowledge of the channel state information (CSI) at the relg for NOMA two-way relay wireless networks. These motivated
station, we propose a low-complexity subcarrier assignmeén our work.

scheme (SCAS-1), which is equivalent to many-to-many mateg |, this paper, we consider secrecy energy efficiency maxi-
games, and then SCAS-2 is formulated as a secrecy energy paper, y gy Y

efficiency maximization problem. The secure power allocatin Mization based amplify-and-forward (AF) two-way relay e

problem is modeled as a convex geometric programming (GP) less networks. A matching algorithm SCAS-1 is proposed for
problem, and then solved by interior point methods. Simulaion  SC assignment to improve the secrecy energy efficiency. To

results demonstrate that the effectiveness of the proposeBSPA  gchieve high secrecy energy efficiency of the system, SCAS-
algorithms. 2 scheme is proposed. Additional, a novel power allocation
scheme is put forward for the power allocation by utilizing
interior methods. To tackle this NP-hard optimization prob
Recently, non-orthogonal multiple access (NOMA) has bedgm, the proposed SSPA-2 scheme obtains global optimal. In
considered as a promising solution to significantly improvaddition, we proposed SSPA-2 scheme to strike a balance
energy efficiency for wireless communicatioh’s [1]. The maibetween system performance and computational complexity.
advantage of NOMA is that it simultaneously serves multipl8imulation results verify the derived theoretical anaigti
users over the same subcarrier (SC) to increase the systegults and demonstrate the performance superiority of the
throughput. The concept of successive interference cangsloposed SSPA schemes in terms of the average secrecy.
lation (SIC) at the receiver sides was applied in NOMA to The rest of this paper is organized as follows. Section II
address the inter-user interference. NOMA can utilizeediff provides the system model of secure resource allocation. In
ent resource scheduling straegies to achieve a good spe@kction Ill, secrecy energy efficiency for NOMA wireless-net
efficiency and energy efficiency performanEb [2]. work. In Section IV, performance of the proposed algorithms
Meanwhile, physical layer security has drawn much atteare evaluated by simulations. Finally, Section VI conchide
tion in wireless networks. Due to the broadcast nature tife paper.
wireless communications, wireless transmissions are sgo
to unauthorized users and vulnerable to both the jamming
and eavesdropping attacks. Physical layer security igdega We consider a NOMA two-way relay wireless network
as an important methodology to realize secrecy transnmissicomposed ofM preassigned user pairs, denoted by =
against eavesdropping atta&g_lﬁ/s[S]. Specifically, secrappacity {1,...,M}. The NOMA channel composes @f SCs, de-
can be enhanced by exploiting multiple antennas additiomated by N' = {1,..., N}, and each has a bandwidfb.
spatial degrees of freedom in multiple-input-multipletmut  As shown in Fig. 1, two users4(, and B,,), a RS, and
(MIMO) wiretap channel[4]. Furthermore, researchers bl an eavesdropper are presented. AF protocol is considered in
robust beamforming transmission technique, artificialsaoithis study which is divided into two phases: the multiple
(AN), and Multi-antenna relay scheme to improve physicalccess (MA) phase and the broadcast (BC) phase. All user
layer securitlebQ?]. pairs do simultaneous wireless information and power feans
Resource allocation plays a crucial role in exploiting theith the RS in the MA phase; the RS further amplifies and
potential performance gain for NOMA wireless networkdorwards the received signals to user pairs employing its
Several works have employed different optimization methotransmit power in the BC phase. Block fading channel is
to improve the sum rate in several research works, such as #ssumed to be flat and composed of distance-dependent path

I. INTRODUCTION

Il. SYSTEM MODEL



Prjga,, jYrs.i/ai+na,, ;, which can be further given by

Ya,iji= 2. (/PrRjgA. i\ Pay.iha,, RrisA, i/

mek

v/ PR,j9A w5\ PBp iNB, RSB, i/ i)
v/ PRj9A,. MRS,/ + NA,, ;-

(3)
Similarly, the received signal on S¢ at B, iS yB,,i; =
Pr jgB,..iYrsi/0i + ng,, ;, Which is further given by

YBpii = 2o (\V/PRjIBwm i/ PAm il AL, RS A i/ i

mek
vV PR;IBw i LB iNB L RiS B, i) )
Fig. 1. System model of the security transmission in two-nelgly wireless +V/ PRj9B i RS i/ @i + 1B, 4
network. (4)

wherega,, ; andgg,, ; are the channel gains from the RS

to the mth user pair4,, and B,, on SC j, respectively;
loss and Rayleigh fading on each of the SC. We assume a s n4,,; and ng,, ; are separately, AWGNs on SG@
fading environment where all the SCs are invariable duringéé A and B,, are denoted by, ; ~ CN(0,0%) and
complete transmission cycle and cochannel interferenc@gm np,, ; ~ CN(0,02). Ga, i 2 |ga, ril?/0? andGp,, ; =

user pairs on each SC is considered. l9B,, r.i|*/0c? denote the channel response normalized by
In the MA phase, we assume that $@s allocated to the noise (CRNN) of the used,, and B,,, separately.
K user pairs, wherdC = {1,..., K}. Themth user pair is  The received signal on S at the eavesdropper in the BC
composed of used,,, and userB,,, wherem € K, m € M. phase can be expressed as
The received signal at the RS on $@& given b
I g Y yeis = 2 (VPrjgE\/ Payiba,, RisA, i/
mekx
= /Py ; 4 o ) _ v S)
Ui = o (VP i R8s a ]JjR,agE,J VB, ihB,. Ri5B,i/ ) ®)
+/Ps,, ihB, RSB, i) + NRS.: +v/Pr,j9E jNRs,i/ % + NE,j

wheregg ; is the channel gain from the RS to the eavesdropper

wherei € N; s4,,; andsp,, ; are the transmitted signals of SCj; andng,; is the AWGN at the eavesdropper on SC
usersA,, and B,, on SCi, respectively, which are assumed]- which is denoted byisj ~ CA(0,02).

to be cyclic symmetric complex Gaussian (CSCG) random assyming cochannel interference among user pairs on each
variables denoted by, ; NQCN(O’ l)andsg,, ; ~CN(0,1) ¢ s considered. The signal-to-interference-plus-neities
separatelynpgs,; ~ CN(0,0?) is the additive white Gaussian (SINRS) of usersd,, and B,,, which share SG in the MA

noise (AWGN) at the RS on SC_The total transmit powers phase and SG in the BC phase, can be respectively given by
of usersA,, and B,,, are constrained by, andPg, , re-

spectively;ha,, r:; andhp,, r,; are, respectively, the channel SNRu4,,ij= P’}*j""i@f@im'i'l_}lbf/géﬂl)i/f? (6)
gains from4,, to RS and fromB,, to RS on SGi. JEm
The received signal on S€ at the eavesdropper can bé"md

’"LiZ

expressed as _ Prl9Bm i I°Pam.ilham ral?/0F
p SNRp, ;= “r- s o m it - (1)
ypi = . (\/Pa,, iha, EiSA, i wherel,, andip, are given by[(B) at the top of next page.
- mEZ 2) Based on[{R) and15), the received signal over the two phases
+VPB,.,ihB,, B,i8B,.i) + nE.i at the eavesdropper can be modeled asbg-2 point-to-point
where the channel gains on $&om 4,, to the eavesdropper MIMO channel expressed as
and fromB,, to the eavesdropper are _denotedhbymE,i and yp = Hps +ng (10)
hg,, g separatelyng; ~ CN(0,0%) is the AWGN at the
eavesdropper on SC where
In the BC phase, we assume that $@ allocated to the e — hia,, hiB,
mth user pair with transmitted powePr ;. Biyrs,: is the B h2.a,, heB,,
signql t_ransmitte?dl from the RS, amt = /Pr,j/ _is the hi,a,, =/Pa, iha, B
amplifying coefficient.«; is a normalized factor given by (1)
n \/ > (Pa,.ilha,.ril> + Pp,.ilhs,. ril?) + 0% The M8 =\ Poy B B
mek N ho,An = \/PrjgEj\/ LA iha,., R/
total transmit powers of RSs are constrained ¥y Pr ; < h2.5,. = VPR8N Ppi ihp,. Rl o

j=1
Pr. The received signal on SG at A4,, is thusya,, ;; = s=1[ Sani SBum.i ]T (12)



Ia,, = Y (Prjlga, jI*Pa,. ilha,, ril?/ai + Prjlga,, jI*Ps,, i, ril* /o)

mer
R GIGA N, G LA i By R,i|” [ OG
(Pr.j| 2P h */a)

ha,, ril>/oi + Prjlga, jI*Ps,,.i

) 8
I, = % (Pl s EPailha, nil? /02 ¥ Pajlas, 2P, i, nil?/0?) ®)
meK
~(Prjl9Bm.i1*Pasilhan,ril?/0F + Prj|9B,.1° PBu.ilhB,. ril* 0F)
ET = Y (Pa,ilha,.eil® + Pp,.ilhp,. 5il%) — (Pa,.ilha,,eil® + Pp,.ilhs,.EBi?) +o®
meK
ER= Y (Prjlge,;I*Pa,.ilha,. ril*/o + Prjlge,i* Ps,. ilhs,. ril* /) : 9)
meK
—(Prjlge.j1*Pa,, ilha,, ril?/0F + Prjlge ;1* Ps,, ilhB,, ri?/a}) + (Prjlgei?/ak, )o?
A. Problem Formulation
" [ n n }T We introduce aN x M SC matrix in which the binary
E=| NAp,i NBpy,i - ir i
na = S (hin +hip ) +nmi— (ha. +his) eIemen'Fch,j denotes whethernth user pair is allocated
e mm ' o e to SC i in the MA phase and SG in the BC phase.
ng,i= ». (h2a, +heB,)+\/Pr;jgejnrs,/c - For energy efficient secure communication, our objective is
mek to maximize the total secrecy sum rate of the system by
+np; — (ho.a,, +heB,) setting the variablegc,, i j, pm,;}. The energy efficiency of

(13) .
. , . the system is formulated as
For users4,,, andB,,,, the instantaneous mutual information

(IMI) rate are expressed as

Rsec,m,i,j(cm,i,j;pm,j) (19)

Comi i D) =
nE( m,z,]vpm,j) Ps(cm,i,j;pm,j)

1
Ra,.ij= 531082(1 +SNRa,,.ij) (14)  where Py(¢m.i j; pm.;) = P.+ Pr, Pr and P. are transmis-
sion power and the circuit power consumption, respectively

and ) Accordingly, the energy efficiency maximization problem is

Rp,.i;j =5 Blog(l+ SNRp, ;) (15) defined as
respectively. ., max D030 ne(migpmy) (20)

For the eavesdropper, sincE_J(10) is equivalent t@-a T meMieN jeN
by-2 point-to-point MIMO system with transmit signals _
s = [ SA1,i SBi,i -+ SApm,i SBp,i ]T, denoted byS ~ SUbJeCt to C1: Z Cm,i,j < H7VZ € va] € Na
CN(0,I). The maximum achievable received signal for the meM
eavesdropper is defined as/[11, Chap. 8] c2 - Z Z Cmij < V,¥m e M,
1 ot 1EN jEN
Rp, ;= sBlogdet(I + HeHHE QL") (16) C3:cmi; € {0,1},Vm € M, Vi € N,Vj € N,
where C4: Rsec,m,i,j(cm,i,jvpm,j) 2 Rmin;
Vm € M,Vi e N,Vj e N,
" ET 0 . , ‘
Qp = E [ngnl] = { 0 R (17) C5: ) me,] < P,,Vm € M,Vj €N,
meM jeN

ET and ER are given by[(P) at the top of this page. Note C6:pm,j >0,Ym e M,Vj e N.
that E[-] denotes the statistical average and the fagtan (21)

(I8) accounts for the two phases in a complete transmissior-onstraints (C1)-(C2) restrict that each SC pair can only
slot. The achievable rat&p; ; given in [IB) is an upper- be assigned to at mogf user pairs and each user pair can
bound capacity for the eavesdropper when it has full CSI 8ly occupy at most” SC pairs, separately; Constraints C3
the legitimate users, i.eha, r; and hp g Hence, the ensures user pair scheduling vanables_to be_bmary. Gantsr
worst-case secrecy sum rate for theh users over the sc C4 ensures the QoS for ez_ach user pair, which requests secure
pair (i, j) is expressed as data rate for each user pair must be larger than the minimum

user data rateR,,;,; Constraints (C5)-(C6) constraint that

Recemij = |Ra,.ij+ Rp, i; — Rei " (18) power variables satisfy transmitting power of the RS; The

optimization problem is a non-convex optimization problem

where[z|T = max{0, z}. and an NP-hard problem.



The achievable secrecy energy efficiency affected by powBy, ;(®) > E,, ;,(®’) implies thatSC; prefers the user pairs
allocation in BC phase. The power allocation for ugder and m to m/.

on SC; denoted by Since many-to-many matching is hard to achieve stable
N matching, we introduce the notion of switch matching as
Ga,, i)
A = 151 A j) below. _ | _
G A (22) Definition 3: (Preferred Matching) Given a matchirdy
2 (G ) if there existSC; € ®(m),SC;, ¢ ®(n), and SC; ¢

where )\ is a decay factor. When = 0, it corresponds to ®(n), 5C; ¢ &(m) such that.
equal power allocation among the allocated users. When 1)@:73? = ®\{(m, SC;), (n, SC;)} U {(n, SCy),;
increases, it reflects more power is allocated to the user pai gcj)}
with poorer CRNN._ 2)SC; € (I)::L,,;(m% SC; € @:f’f(n),

If we use constrainy” e mpm.; < Ps/N,Vm € M,Vj € SC; ¢ (I)m,;ii;l) SC; ¢ CI)'rn,_i(;;l)
N to replace constraints C2 and C5, then the optimization LT NI g
problem is transformed into a closed-form optimal probler@z%ji is called a preferred matching. Two user pairs in the
which is easy to handle. Energy efficiency problem can k@me set exchange their matches in the opposite set while
rewritten as other matches remain unchanged. Note that if a preferred

max NE(Cmij> D) matching is approved,.then at least one player’s dfita rates w
m% %\:, ]%;, ! ! (23) increase, and the achievable rates of any player involvéd wi
not decrease at the same time. The algorithms are described

in detail in Table | and Table Il as follow.

(26)

Cm,i,5,Pm,j

subjectto C1: Y > pp ;=P

meM jeN Algorithm 1 Subcarrier Assignment Scheme (SCAS-1)
C2:pmj>0,Yme MVjeN ,q) 1 Based on the CSI of each SC, the RS allocates the
C3 : Reco,m,i,j(Cmiijis Pm.j) = Rmin, (24) transmitted power equally to each SC;
Vm e M,¥i e N,Vj e N, 2: Initialize the set of unmatched user pairs and the set of
unmatched SCs;
repeat

IIl. SECUREENERGY EFFICIENT FOR NOMA
A. Subcarrier Matching For NOMA

3:
4
5
We first introduce the concepts of matching game, preferreg.
ma_ltched pair, preferred matchlng: (;qn&dermg the seterf us_ B(SCy)| = H then
pairs and the set of SCs as two disjoint sets of players aiming Set power proportional factor for each user pair by
to maximize their own energy efficiency, formally presented™

as using [22);
: For any two SCsSC; and SC; select any two user

pairs m and n, respectively.SC; € ®(m),SC; €
®(n), SC; ¢ ®(n), SC; ¢ B(m);
while E;(m) > E;(n) do

if |®(SC;)| < H then
SC; matches with its most preferred subset of user
pair which is not fully matched according to CRNNS;
end if

Definition 1: (Two-sided Matching) Consider two disjoint 5
sets, the user pairsvt = {1,...,M}, the SCsN =
{1,..., N}, a many-to-many mapping, such that for every 10
m e M andSC; € N. '

11: Execute preferred matchingC; € ®(n),SC; €
D®(m) C N, ®(SC;) C M; ®(m), SC; ¢ ®(m), SC; ¢ ®(n);
2)|®(SC;)| < H,|®(m)| < V; (25) 12 Update all user pairs’ energy efficiency;
3)SC; € ®(m),m € (SC;). 13: end while

Condition 1) implies that each user pair is matched with & €nd if
subset of SC pairs and each SC pair is matched with a sub&tuntil Convergence
of user pairs. Condition 2) states that each SC pair can anly b
assigned to at mog¥ user pairs, and each user pair can only
occupy at mosl/ SC pairs. To better describe the operatioB. Energy Efficient Power Allocation Scheme For NOMA

process of each player, Condition 3) means useand SC; In order to further improve the system energy efficiency,

are maiched with each other. o we design user pairs’ power allocation algorithm instead of
Definition 2: (Preferred Match Pair) Given any two subcaiqual power allocation. In this section, we can formula the

riers SCy, SCy € N, i # i, any one user paim and tWo non-convex optimization problem as GP. Therefore, thegner

matchings®, ¢', SC; € ®(m), SCi € ®(m), if Eni(®) > efficiency maximization for power allocation problem can

E,,.(®") implies that user paim prefersSC; in ® to SCyy in rewrite as

®’. Similarly, given any two user paing, m’ € M, m # m/, - (ems D)

and two matchingsb, ®', m = ®(5C;),m’ = ®'(5C;), if Up = max —egtl tme b (27)

Ps(cm,,i,j7pm,j)




Algorithm 2 Subcarrier Assignment Scheme (SCAS-2)

73

1: Based on the CSI of each SC, the RS allocates the | | | | %sm;,mo
transmitted power equally to each SC; 72} bencaibE
2: Initialize the set of unmatched user pairs and the set of 3
unmatched SCs; ¥ 4
3: repeat 2
4:  User pairs and SCs are randomly matched with each 3
other subject td®(SC;)| < H and |®(m)| < V; g
5 Set Esec,max = Lisec,total ((I)>- %
6:  while ¢ < L,, do 2
7 Randomly select two user pairgn,n) and SCs -
(SC;, SC;) such thatSC; € ®(m),SC; € ®(n)
SCi ¢ (I)(TL), SCj ¢®<Tn); % 1‘0 z‘o 3‘0 4‘0 5‘0 6‘0 70
: while Esec,tatol ((I)ZLJZ) > Esec,max do Number of match operations
9: Execute preferred matchir@::’j; , o
10: SetEsec,max _ sec,tatol(q):?’ji); Fig. 2. C.D.F. of the number of match operations in SCAS-2.
11 (=10+1; ’
z: enedn\(/jvr:,i\izlle IV. SIMULATION RESULTS AND DISCUSSIONS
14; until Convergence In this section, we evaluate the performance of the proposed

SSPA schemes with both SCAS-1 and SCAS-2 applied, and
compare its performance with a random allocation scheme
(RA-NOMA). Each SC can be assigned to at mést= 3
user pairs, and each user pair can occupy at most 4
) SCs. In the RA-NOMA scheme, the set of SCs is randomly
minw; j Py (Cm,ijs Pm,j) = Rsee,m.i(Cm.ijs Pmj)  (28)  gliocated to the user pairs satisfyitffy < 3 andV < 4. For
the simulations, the total of RSs peak power Ps is 46dBm,
system bandwidth is 4.5MHz and the transmit power for each
; ) L user isP4, = 300mW, Pg,, = 300mW on the uplink. We
subjectto C'1: ”;4 j%;/pm,] =k assume that noise power spectral density is -150 dBm/Hz,
C2:py i > 0.¥m eM.jEN circuit power consumptionP, = 1dB and eavesdropper is
CEm = J allocated at a distance of 500 m from the RS, if there is no
C3 ¢ Rsee,m,ij(Cmiijs Pm,j) 2 Bmin,  (29)  special instructions. The coverage radius of the RB4s30

Vme M,Vie N,VjeN m and user pairs are evenly distributed in a circle around
o - Z Z w =1 the central RS. Considering the computational complexigy,
' R assume that there are 10 SCs in the NOMA wireless network.

1EN jEN . .
Fig. 2 shows secrecy energy efficiency performance vs. the
In the following, an iterative resource allocation algont number of match operations in the SCAS-2 scheme. When
for power allocation can be proposed. Due to the objecti#sers become larger, the number of match operations become
function is linear and the constraints are convex, we cdizeiti higher due to more user pairs have the opportunity to be
interior point methods to solve the global-optimal problen$erved by the RS. From Fig. 3, we can see energy efficiency
The secrecy energy efficiency significantly improves forheadncreases with the match operation number increasing mithi
iteration in algorithm 3. 40 match operations. The energy efficiency approaches to a
relatively stable level when match operation number over 40
Algorithm 3 A Novel Power Allocation Algorithm match operations which_implies the proposed SCAS-2 scheme
1: Based on the CSI of each SC, the RS allocates tﬁleso. has.a low complexity. -
transmitted power equally to each SC; Fig. 3 |Illé|strates the secrecy energy efficiency perforneanc
e : ; . vs. P4, /o* for the two SSPA proposed schemes and RA-
2: Initialize the maximum tolerance and iteration numbers 9
£ and the maximum number of iteratiotis,,; NO.MA SChem?‘- As thd_)“m/a grows, the secrecy energy
3 While |Ruern i j — unPy| > 2 OF £ < Ly, do efficiency continues to increase, but the rate of growth be-
1Mt s — comes slower. WherP,, /o? over 155 db, the cochannel

4 Sggatter?e ti)%/t:rci)é\gn%irimeeclLrgglsa}ted i (28) anEﬂzg)interference seriously aﬁ}acted the performance of théegys
e g— ?Jr I- P ' the RA-NOMA scheme is worse than the OFDMA scheme.
6: end;vhile ' From Fig. 3, we can also see that both SSPA-1 scheme and

SSPA-2 scheme have better performance than RA-NOMA
scheme, proving that SSPA schemes effectively improve the
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system’s secrecy energy efficiency. Meanwhile, since sspaltll

provides more freedom in the SC allocation than the randomly
predefined user pairs in the SSPA-1, the SSPA-2 scheme
thoroughly outperforms the SSPA-1 scheme.

V. CONCLUSION

In this paper, we investigated the secure SC assignment and
power allocation for the NOMA two-way relay wireless net-
works in the presence of an eavesdropper. The proposed SSPA
algorithms with SCAS applied properly allocate resourees t
user pairs, and the performance of secrecy energy efficiency
of the system can be significantly improved than the RA-
NOMA scheme. Moreover, the SSPA-2 scheme thoroughly
outperforms the SSPA-1 scheme.
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