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Abstract

Although Bayesian Nets (BNs) are increasingly being usesblee real world risk
problems, their use is still constrained by the difficultfy constructing the node
probability tables (NPTs). A key challenge is to constmet¢évant NPTs using the
minimal amount of expert elicitation, recognising thas rarely cost-effective to elicit
completesets of probability values. We describe a simple approacefining NPTs
for a large class of commonly occurring nodes (calletedmodes). The approach is
based on the doubly truncated Normal distribution with @atraé tendency that is
invariably a type of weighted function of the parent rrodie extensive real-world case
studies we have found that this approach is sufficiangdoerating the NPTs of a very
large class of nodes. We describe one such case studmligation purposes. The
approach has been fully automated in a commercial taliddcAgenaRisk, and is thus
accessible to all types of domain experts. We belibigework represents a useful
contribution to BN research and technology since its egiidin makes the difference

between being able to build realistic BN models and not.

Keywords: Bayesian networks, node probability tables, ranked nopeability

elicitation, risk analysis



1. Introduction

In recent years Bayesian Networks (BNs) have becomeasimgly recognised as a potentially
powerful solution to complex risk assessment problems B8ls have been widely used to
represent full probability models in a compact and iMeitwvay. In the BN framework the
independence structure in a joint distribution is charset@ by a directed acyclic graph, with
nodes representing random variables and directed arcs emefimgs causal or influential
relationships between variables [26]. The conditionalefprashdence assertions about the
variables, represented by the lack of arcs, reduce similjcthe complexity of inference and
allow the underlying joint probability distribution to lkecomposed as a product of local
conditional probability distributions (CPD) associatathveach node and its respective parents.
If the variables are discrete, the CPDs can be repred as Node Probability Tables (NPTSs),
which list the probability that the child node takes @the of its different values for each
combination of values of its parents. Since a BN encallieslevant qualitative and quantitative
information contained in a full probability model, it & excellent tool for many types of
probabilistic inference where we need to compute the postanobability distribution of some
variables of interest (unknown parameters and unobserv&) danditioned on some other

variables that have been observed.

Our own work in this area has produced solutions to a numbeeal world, high-stakes

problems such as:
» Safety of embedded systems in railway applications [21];
» Military vehicle reliability, [22];

» Risk of mid-air collisions in Air Traffic [23];



» Software defect prediction in consumer electronics prod6L{?],[8],[24];

All of these applications involved building extremelygeyscale BN models. As a result of the
difficulties we encountered in earlier real-world BN deb building (such as in the model for
software safety in the nuclear industry [17] we were aethre of the limitations of relying on
purely ‘hand-crafted’ approaches in which each variable awh &NPT had to be elicited
exhaustively with domain experts. By extending the iddasbject-oriented Bayesian Networks
[13] we developed a range of methods that could be deployaictice. For example, in [21]
we described a range of techniques that were primarilyteatge the problem of building large-
scale BN topologies. The techniques described there e validated in numerous projects
and have been formally incorporated into BN tools sucliHagin [11] and AgenaRisk [1].
Similar methods are described in [18]. However, our preweus, and that of others, has said
little about the even harder problem of building NPT4ange-scale BNs, especially for nodes
with many states. This paper focuses on one, and onlyespecially important part of this
problem: how to build large NPTs for a commonly occurrategss of nodes called ‘ranked’
nodes (which represent qualitative variables that argaaieons of the underlying continuous

guantities).

We begin in Section 2 by outlining the problem and relevaata@&lwork. In Section 3 we
formalise the notion of ranked nodes along with the ¢@mmd$ under which they occur most
commonly in BNs. In Sections 4 and 5 we describe thesatd causal weighting functions
required to generate the NPTs for these ranked nodesn&hbod is based on the representation

of NPTs by means of parametric probability functionseshthe child node’s probability is



defined as a weighted function of the parent node vallies.weighted rank node functions

specified herein (which turn out to be sufficient forstnapplications) are:

* Mean Average
e Minimum
«  Maximum

«  MixMinMax

In Section 6 we describe the other instance whereechnodes commonly occur, namely as
indicator nodes. In Section 7 we describe how ranked nadesleclared in the AgenaRisk
software and how the corresponding NPTs are gener@geation 8 describes how experts can
use AgenaRisk to build the expressions needed to generadte fdiPranked nodes quickly and
easily. This approach has been validated in a numbecentease studies such as [7],[8],[25];
an illustrative case study example is provided in Se&itrat shows how the approach was used
effectively by domain experts (with little statisticatpertise) to generate large-scale NPTs and

overcome problems with previous manual approaches.

2. The problem and background

Consider the BN fragment shown in Figure 1. Such fragsnarg very typical of those that
frequently occur in the real-world models already citetlis- particular one occurred in at least
two of the projects referred to in Section 1. Theydraracterised by the fact that node values
are typically measurable only on a subjective scale {NMezy low, low, medium, high, very
high} and only extremely limited statistical data (if any)available to inform the probabilistic

relationship forY given X, andX,. Yet, there is significant expert subjective judgemeat tan

be used. .



Assuming each of the nodes has five states (in the mammercial studies we have been
involved with experts are rarely satisfied with 3-poirales), the NPT for the nodéhas 125
states. This is not an impossible number to elicit exhealg, but from extensive experience we
know that all kinds of inconsistencies arise when egpaitempt to do so (some specific issues
are described in the case study in Section 8). If tirebeu of states increases to seven (which
experts commonly insist on) and/or the n&deas additional parents then exhaustive elicitation
becomes infeasible, especially as real-world modelgiaivg involve dozens of fragments like

these.

Hence, the problem and challenge is to produce an appropridtdolEhe nodeY that makes
the most of limited expert elicitation. This problem ®srtainly not new since it has been
addressed in [4],[28],[31] and there have been serious cadesston specific elicitation
techniques [15],[16],[20],[29]. Also the Noisy-OR [10] and Neld®X [3] methods are well
established as a standard way of encoding expertise in MiRJes . Noisy-OR has the
disadvantage that it applies only to Boolean nodes anticithypignores the interaction effects
between variables. Noisy-MAX, despite the fact thajpplies to ranked nodes with many states,

does not model the range of relationships we seek here.

There is a large body of literature covering the pskioal biases encountered during
elicitation and use of probability values. Such biasesnofirise through inappropriate or
misleading question choice and depend on how the problerquestion are framed (for more
see [12]). In the BN literature there are a few ratéy@apers that describe experimental results
gained from applying different probability elicitation. Ome [32] which found that human
experts produced better results when Noisy-OR parametes &licited rather than complete

NPTs Also [27] gives a very good overview of a numbeditiérent methods that can be used
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for elicitation, including probability wheels and the vdrbamerical response scale. The work
on verbal-numerical response scales is described in de{&0] where it was reported that its
use markedly improved the efficiency of elicitation amduaacy of results. Size restrictions
prevent us from directly addressing the role of eli@tatn the whole model building process
and the inherent challenges that might be encounteredyes@ddress only one type of
probabilistic relationship that one might want to builtko a BN. Our approach is

complementary to the elicitation methods and for thepose of quick comparison the
differences are: ranked nodes are useful when repmegerdnked relationships in NPTs
involving nodes that are near continuous, Noisy-OR isuligefcases involving Boolean nodes,

and verbal-numerical response scale is useful fotioaghips when nodes are labelled.

3. The nature of Ranked nodes

Ranked nodes represent discrete variables whose swtegaessed on an ordinal scale that can
be mapped onto a bounded numerical scale that is contirunmusonotonically ordered. We
can assume that all ranked nodes are defined on an underfyinigterval, [0-1], scale. For a
given number of intervals defined, and labelled, on thadeswe simply discretise accordingly.
For example, for a 5-point scale such as {very low,, lawerage, high, very high} our interval
widths for each state are 0.2. Thus "very low" is assed with the interval [0 - 0.2), "low" is

associated with the interval [0.2 - 0.4) etc.

As far as the user is concerned the underlying numeale s&invisible — the displayed scale is
still the labelled one rather than the numeric ong, the latter is used for the purposes of
computation and generating the NPT. The crucial thing abakédanodes is that they can make
the BN construction and editing task much simpler thaatherwise possible. In particular,
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provided they appear in the appropriate combinations descréded,bthe normally complex

task of constructing sensible associated NPTs is drigtsaaplified.

In the real-world applications described in Section 1, egpgpically wanted to complete an
NPT using a simple averaging scheme to compute the maxonummnimum value as a guide to
defining the “central tendency” of the child node based@et of causal parent node values.
Hence, in [6] (in attempting to construct the NPT fonaale likeY ) we adopted an approach

based on sampling values, that resulted in expert &ligitassertions like the following:

When X, and X, are both ‘very high’ the distribution of is heavily skewed toward
‘very high’.

 When X, and X, are both ‘very low’ the distribution of is heavily skewed toward

‘very low’.

« When X, is ‘very low’ and X, is ‘very high’ the distribution ofyY is centred below
‘medium’.
« When X, is ‘very high’ and X, is ‘very low’ the distribution ofY is centred above

‘medium’.

Since we are assuming that each node has an underlyingicainseale in the interval [0, 1]

such assertions suggest intuitively thétis some kind of weighted average function. In fact,
experts found it easier to understand and express relapsnm such terms. Many so-called
"self-assessment"” or "scorecard" systems are baseddilittle more than weighted averages of
attribute hierarchies. However, such systems are usualiyemented in spreadsheet-based

programmes that have associated with them a numlipeoblems: difficulty in handling missing



data; problems with assessing credibility of informatspurces; difficulty in using different

scales.

Since all of these problems are readily solved using,BNe challenge is to provide the
appropriate BN implementation that captures the exmdimitplicity of the weighted average
while also preserving the intuitive properties that ttsilteng distributions have to satisfy. For
example, simply makiny’ the (exact) weighted average of its parents does ndt-wsince the

only uncertainty in the distribution of given its parents will be the result of discretisatio
inaccuracy rather than deliberate modelling. What is edpetrigky to model properly are the
intuitive beliefs about the causes given certain childeolasions — i.e. so-called back

propagated beliefs. For example, suppose we have obs¥namtl X, and wish to infer the
value of X, like: If Y is ‘very high’ and X, is ‘very low’ then we would be almost certain that
X, is ‘very high'. If Y is ‘very high’ and X, is ‘average’ then we would be confident th&} is

‘very high’ but not as confident as in the above case.

Using an interpolated Beta distribution to approximégeas in [6], doesiot preserve these back-
propagation beliefs. However, a straightforward solution defining the NPT fop(Y| X)
(whereX represents the set of parent variabgsXy, ..., X%) in such a way that these various
propertiesare all satisfied is provided by the Truncated Normhgtribution, which we describe

next.

4. Modelling ranked causes using a doubly truncated Normal distbution

Formally, the ranked nodes’ causal structure isadtarised by a joint probability distribution

with a set of causesX , containingi =1,2,... n ranked nodesX., as parents oY :



p(X,Y) = r(Y|_x)|j B

In general, the nod¥ is considered to be@nsequencef two or morecausenodes where each
of the cause nodes is assumed to be independent whalagagcthe NPT. The BN in Figure 1

is a very simple example.

We draw an analogy with linear regression whgre Sx+¢& with & ~ N(0,0,%) and where the

contribution to the variance of is o,”. The regression analogy is apt since we are attempting
to “target” the area of central tendency¥Yngiven different values oK, and then are adding a
fixed amount of uncertainty around this. The only issue @edlrio resolve is the contribution of

each cause to the effect and a clear way to do thisuse the correlation between the cause and

the effect as the appropriate measure.

Rather than the Normal distribution commonly assunmetinear regression for ranked causal
nodes, we use the doubly truncated Normal distribution fddiidNormalhereatfter) as defined,
for example, in [2], where all nodes are truncated if@hé&] region. Unlike the regular Normal
distribution (which must be in the range —infinity tanfimity) the TNormal hasinite end points.
We denote the TNormal by TNormal( o, 0, 1) whereu is the mean and”® is the variance.
In the TNormal we start with a regular Normal distition but ‘ignore’ the probability mass to
the left and right of the finite endpoints and thennmaise the resulting distribution over the
finite range [0, 1]. This enables us to model a varietyhafes including a uniform distribution,

achieved when the varianeg€ - o, and highly skewed distributions, achieved when- 0.



We use a simple weighted sum model to measure thalegmn of eachX;to explainingY as
a “credibility weight”, w , (it can also be elicited from an expert in this wexypressed as real
values,w =0. The higher the credibility index the greater the cati@h betweenX and Y .
Thus, in our method the equivalent to the error variarncein the linear regression model is

simply the inverse of the sum of the weights:

Given that Y lies within [0, 1] we must normalise the regression aqonate(Y) = z w X, by

i=1

dividing with > w thus:

i=1

Swx

Suppose, for example, that = 3 and that the allocation of weightsy, for each X,'s
contribution to explainingy is in the ratio 2:3:5 with a variance;> =0.001. Then the joint

distribution generated will be:

o(Y| X)= TNorm | 200X, + 300K, + 500¢, 1 o1
200+ 300+ 500 208 300 500
= p(Y| X)= TNormaﬁ 2X, 3%, + 5%, ,0.001,0%

The resulting distribution, and BN model is showrFigure 2.
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The resulting distribution fop(Y) will not produce summary statistics exactly matching the
function because we are using coarse discretisaticaarsiiing at the result. Given this, the mean
values will tend to differ within the bin range specifiepesifically for five ranks defined on [0-
1] the mean value may be out by up to 0.1. Also, the weiaralues observed will be
considerably higher because of the coarse discrietisaowever, neither of these are major
problems since the aim is to produce a good fit to the égpstribution rather than a good

approximation to a TNormal distribution.

Our approach is only designed to cover unimodal probabiltyilbutions. If p(Y| X) is bi or
multi modal the simplest solution involves mapping eaéththe unranked states iX that
provide a causally equivalent, and exchangeaalkedresponse oiY to a single new state in a
new ranked node. For example, if we have a modethefeffect of workload on human
concentration such that

p(Y = concentration K= {overload, normal, unaextl})
and

p(Y| X=overloadF p(Y | X= underloar
then we can simply insert a new nodewhose states are ranked in terms of their effect o

p(Y =concentration = { normal, abnorma
and

p(Z =normal | X = normal)= 1
and

p(Z =abnormal [X = overload OX= underload ).
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5. Modelling ranked causes using weighted min and max

The weighted average is not the only natural functi@t tould be used as the measure of
central tendency in the ranked cause model. Suppose, impExahat in Figure 1, we replace
the node “Quality of testing process” with the node “lngseffort” as shown in Figure 3. In this
case (which was exactly the scenario in the commeuoméct described in [8]) we elicited the

following information:

When X, and X, are both ‘very high’ the distribution of is heavily skewed toward
‘very high’.
« When X, and X, are both ‘very low’ the distribution of is heavily skewed toward
‘very low'.
« When X, is ‘very low’ and X, is ‘very high’ the distribution ofY is centred toward
'very low'.
« When X, is ‘very high’ and X, is ‘very low’ the distribution ofY is centred toward
‘low".
Intuitively, the expert was saying here that for testim be effective you need not just to have
good people, but also to put in the effort. If eithergbeple or the effort is insufficient then the
result will be poor. However, really good people can comsgi) to a small extent, for lack of
effort.

A weighted sum fory will not produce an NPT to satisfy these elicited requiremé&atsnally,

Y's mean is something like tleinimumof the parent values, but with a small weighting in

12



favour ofX,. The necessary function, which we call the weighteal function, WMIN, has the

following general form:

wX +3 X

WMIN = min| ——=— |wherew > 0and nis the number of parent nodes
min w +(n-1) '

with a suitable variance’? that quantifies our uncertainty about the result, thviagg

p(Y| X)= TNormal WMIN_X,07,0,1]

The WMIN function can be viewed as a generalised version afidh@al MIN function. In fact,

if all of the weightsw are large theWMIN is close to MIN. At the other extreme, if all the
weights w =1 then WMIN is simply the average of th& s. Mixing the magnitude of the
weights gives a result betweerMdN and anAVERAGE In the above example, taking =3

andw, =1 (with a varianc&?’ = 0.01) yields the results shown in Figures 4.

We can also use an analog®uMAXfunction:

wX +3 X
WMAX = MAX | ———— |wherew > C

Di=l.n W +(n_1)

And finally a functionMIXMINMAX which is a mixture of the classic MIN and MAX fuimoms.

W, MIN(X)+ w,_. MAX( X
Wmin + Wmax

MIXMINMAX=

wherew . w_ > (
mi min

In each case the experts need only supply the gteasto generate the NPT. We found that this

set of functions has been sufficient to generatesl all of the ranked node NPTs elicited in
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practice. The efficiency savings are considerable: letlaeem ranked cause nodes each with
states the expert need only supply+1 parameter values, compared requiest+1)" values for

full elicitation.

It should be noted that ranked nodes can be further paettiby declaring additional labelled,
Boolean or numeric parents that can be used to condit®iype of weighted expression one

might wish on the child node.

6. Ranked indicators

In addition to their occurrence as described in Sedcfiomanked nodes occur frequently as
indicators of other ranked nodes, such as shown in Figure 6. Hereawesee a simple single
ranked indicator modelling the relationship between “syafflity” and “staff motivation” and
another supplementing the first by adding an additionalibgicators: “staff training” and “staff
experience”. In this section we describe the notiomdicator nodes formally and explain how

to define the necessary NPTs.

Indicator nodes operate in a similar way to “filter'des in a Kalman filter. Here we can think of
the indicators as providing noisy or imperfect obseéowat and the parent node as the true (but
possibly unobservable or not economically measurable)evalvaiting estimation [Maybeck
1979]. In a Kalman filter we wish to condition our estiemér the “true” value on the data on

hand from each of our “indicator’ nodes assuming eatisator is Gaussian distributed.

Formally, the joint distribution for a seX , containingi =1,2.... n ranked indicatorsX, of a

single causal parent node,is:
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p(X,Y) = p(v)ﬁ] 8 X1 Y

We model the NPT for each indicator node using the doulohzéited TNormal distribution:

p(X; |'Y) = TNorma{ Yo ?,0,1)

This assumes that the nodésand X, are on the same scale. The expert simply has tafyspec

the variance parameteq *, whose inverse acts as a “credibility index” — the higtier

credibility index the greater the correlation betwdenihdicator and the parent cause node.

Indicator nodes are correlated with each other by vofuke structure of the Bayesian net. This
correlation is desirable given that indicators reflée true state of the underlying, unknown,
cause. Only when the cause itself is instantiated witld levidence are the indicators
uncorrelated. However, given that the causal nodegsaraly unobservable (this is after all why

we will use an indicator) the indicator nodes are gehenot independent in practice.

Unlike in Kalman filters our indicator nodes are boundedGnl] so we cannot use Normal

distributions and instead we must use doubly truncated Noistabdtions, solved numerically
n
(there is no analytical solution tﬂ p( X | Y)when the indicators are doubly truncated Normal).

Given this, we should not necessarily expect the tesathieved using a ranked node
formulation to give the same results as the Kalmiger fit is, however, helpful to know where

the differences lie.

The general properties and behaviour are similar insofarow approach very closely

approximates a Kalman filter in the region whewg=0.5. However, when an observation is
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made on an indicator node near its truncation boundayry]| its actual variance is less because
of the effects of truncation and this lower varianbgiausly translates into a stronger influence
on Y. Note also that as the variance values allocateddisator nodes get very large, the
resulting NPT approximates a conditional uniform distidn. Therefores, — 0.5 and as a
result the correlation between the indicataxs, andY approaches zero. Practically speaking,
for 5 and 7 point scaled rank nodes, settrig> 0.1 indicates a very poor correlation. This also
means that the actual mean value induced dor an indicator with high variance will not be

M, — X but rathery, — 0.5.

In practice small variance values tend to be selecteldtlsis means our rank node solution

approximates the analytical Kalman filter nicely. Faample, if we had two rank nodes with

o7 =05 =0.01and X, =0.05and X, =0.15 the difference between the analytical, Kalmanrfilte
result, Y, and the rank node approximation,\?, is: Y~ N(0.10,0.005,

\?~TNorma(0.0909,0.0037,0,:. We believe that this level of error is acceptafpeen the

unavoidably crude nature of the rank scales weisireg.

Another perspective on the use of indicator nodekat each can be treated either as a different
sub-attribute of the parent node or as a diffemeasure of that sub-attribute from a different
source. This second view has proven helpful wheeset were multiple experts, each with a
different credibility, producing different obseriats. Also, using indicator nodes is simply a
form of object classification and traditionally s#fication is done using naive Bayesian

methods where a hidden “unknown” nodg, is classified from a seK containingn ranked

indicators or classifiers.
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In [21] we described a common idiom called theasurement idiorwhere the credibility of an

indicator is itself contingent on some other factdrisTis easily modelled in practice by setting

up an additional parent node for one or more indictadtts parameterised values for* .

Suppose we have three indicators Wf, such as that presented in Figure 7 where

X ={X, X, X} . In this example we assume th# is a reasonably accurate indicator\of
while X, is much less so anX, even worse. We could capture this information by spewfyi
the variance values as follows p(X;|Y)= TNorma{ Y0.001,0,1,
p(X,|Y)= TNorma{ Y0.008,0,1, and p(X;|Y)= TNorma{ Y0.02,0,1. Figure 7 shows the
marginal probability distribution on the indicator nodEs={ X, X,, X} given an observation

on the parenty = mediun. Clearly X, is more highly correlated with than eitherX, or X,.

Figure 8 shows how we can use the indicator nodes toth@drue state of the parent node,

from the observation, = medium X = lov. Note also that the unobserved indicators, such as
X,, are correlated with observed indicators becauskeo$hared parent nodé, Compare this
to Figure 9 where we invert the observation values swuthXh= low, X, = mediun and notice

how the distribution orY is influenced more highly by indicatoX, in both figures.

If there arem ranked indicator nodes each wittstates full elicitation requires’mvalues to be
provided by the expert. Each of the rank node functions wagyiresn parameter values by

comparison.
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Note that the credibility indicesgz?, for each indicator can be estimated by simple tridlerror

or, if the data is available, the parameters estinhaseng standard Bayesian parameter learning

techniques.

7. Creating ranked nodes using the AgenaRisk software

For the purpose of building realistic NPTs that adequatelyture expert judgement, the
existence of a good theoretical approach is insufficl@oibd tool support is also needed, and

successful use of ranked nodes must be supported by a redailtleat:

» Enables domain experts without any statistical knowledgpiitkly and easily generate

distributions

* Provides instant visual feedback to check that the N®MDIiking as expected.

The AgenaRisk software [1] satisfies these requirenmemismplements the approach described
in Sections 4-6. Constructing the necessary NPT requxpesrts only to go through the

following simple steps in AgenaRisk (supported by the Dialogwn in Figure 10):

1. Select the Node Probability Table property for a givedenand declare that the NPT is

defined by an Expression. The TNormal distribution ie@auattically selected.

2. Either type in the full weighted expression or accessialog by a simple right mouse

click as shown in Figure 10.

3. Complete the appropriate weights via the dialog preddmeselecting the parent nodes,
using a slider bar to define the weight values and tegdmty”’ or variance value. The

user can also overwrite these by simply entering inegfor all necessary parameters.
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It is also worth noting that users can change the ¢fral® say a 5-point scale to a 7-point scale
as was required for a number of the nodes in our conmhease studies) with the click of a
single button and without having to redefine the weightedtion. They can also, if they wish,
edit individual NPT entries by hand in rare cases whkeréain combinations of parent values

result in a probability value not properly captured by theege function.

8. Case study validation

The approach described in the paper to constructing large KPTanked nodes was used
extensively in the real world cases described in [7],[8],[28] as well as in many other

commercially confidential applications. Here we will ight the difficulties, the process and
the results (including comparison with manually consadidtiPTs) on one specific case study.
The goal of this case study, which was undertaken witlulinational telecoms company, was
to produce a BN model for the purpose of reliability evadmaof electronic components. The
company’s domain experts constructed a model comprising 50 nmodeial that allowed the

model’'s users to perform a qualitative adjustment tébdity given information about the

component manufacturer’'s development and test proceBsesexperts involved in the study
were professional engineers who had some statistaairtg in Six Sigma concepts but were not

practising statisticians.

This case study reports “research in action” and, as, slads not give a full and rigorous
validation of rank nodes versus other elicitation teghe@s. Nor does it, because of
confidentiality issues, reproduce the validation resudtsesved with other commercial research
partners in practice. We would therefore like to encgeiather researchers to experiment with,

test the approach and publish the resulting data.
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Here we will focus on a single fragment of the @lemodel that is the same as Figure 1. In this
example we have two cause nodes:

X ={ X,: Quality of Testing Staff X, :Quality of &sting Proces:

and we are interested in using these to estirp@¥g X, X,).

The first attempt to estimate the NPT fa@(Y| X, X,) relied wholly on manual methods

whereby each of the 125 cells in the NPT was discussed gallie entered. The resulting NPT
is shown in Figure 11 (the number of decimal places isrélsalt of the tool's automatic
normalisation process that ensures all column probabilsum to one, irrespective of how the
user’s chose to enter the values). During this protdsscame apparent that one of the parent
nodes was much more important than the other in tefmts effects on the child and this was
“kept in mind” when the NPT was produced. Some impedimentprealucing this NPT

(consistent with evidence from the psychology litematsuch as [12]) are worth mentioning:

« The experts were continually backtracking between pusiyoestimated values and
current values because cases were felt to be siamldrso the NPT values, and in

particular whole columns in the NPT, could be reused.

« It was very difficult to apply the weighting heuristice experts wished to apply given

the very large number of values being considered.

« In an attempt to maintain consistency previously eliqteds of the NPT were revisited
and amended. Frequently this led to degradation rather itn@novement and

consequential rework, which itself was error prone.
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Once the NPT was completed the experts could examirsettsgivity of results by running the
model. Their expectation was that the resulting matgirstribution forY would be monotonic

and smooth given supplied test values for the parent nodgsX, and that progressive

increasing values of the parents would have a commensocagase in the child value. Our
test clearly shows that the rank order of result®tobtained:

Modg Y| X =Medium, X = Very low) = Medium

Modg Y| X =Medium, X = Low) = High

Modg Y| X = Medium, X = Medium) = Medium

Modg Y| X = Medium, X = High) = Medium
Modg Y| X =Medium, X = Very High) = Mediur

Likewise, when a value foY = Very High was instantiated in the model it was expected, and
hoped, the response on notleX,, by back propagation, would result in marginatriisitions

of monotonic character. Figure 12 shows that mamoity is not achieved on the distribution of

node X,.

Given these problems ranked nodes were used deamtive to manual derivation of the NPT.

As a precursor to the definition of parameter valaad weights in the ranked nodes a simple
“truth” table was used to determine what type atkead node function would be best for each
BN fragment. This simply involved taking combinat#of values at the extreme of each parent
node state range, such as “Very High”, “Very Lowit,eand asking the experts to estimate the
mean response of the child node conditioned orethiakies. An example of part of such a table

is shown in Table 1.
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This helped reveal a possible heuristic that could themsbd to generate and test the generated
NPT in AgenaRisk. For example, by mapping the scale ‘ieexy; ..., ‘very high’ to a 0-1 scale
the table often quickly revealed that the mean respohtee child node was a simple weighted
sum of the parents (such as in Table 1, where the virggghas heavily in favour of ‘Quality of
testing staff’). This weighted sum would then be usethagnean of the TNormal distribution,
with experts happy to try different variance valuesiluhey were satisfied with the results.
Once the experts became familiar with the approach tfmn identified the appropriate
expression and selected parameter values without thef dise “truth” table. Note that our use
of a truth table is not unique to rank nodes and is only @yeofvhelping experts’ double-check
their thinking. It is also worth noting that the wag wsed a truth table is similar to the way [van
der Gaag 2002] aligned different verbal-numerical resporedesstor a single NPT along side

each other for quick comparison by the expert.

The weights the experts associated with the cause nestesrespectively 3, 1, for a weighted

mean and the variance is 0.01. Hence, the rank node sxprés
p(Y| X)= TNorma[%,0.0l,O%

Empirical validation of this rank node function asfficult in practice given the qualitative

reasoning being captured and the fact that obskerdaba is predicted by a set of BN fragments
working together. In any case our aim in the cdadyswas simply to determine whether the
ranked node solution offered practical advantages iasights over the manual approach. In

terms of reducing the numerical load on the expésapproach has clear benefits, as has been
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pointed out. Table 2 demonstrates the effort savings\athi@ building the NPTs in two BN

models (in both these cases the NPTs were origiaadiyed manually).

However, whether or not the rank node formulationetds is reliant on the judgement of the
expert, in that it should capture the judgement he wisbearticulate. This is not easy to

formalise statistically since the original manual tablen no sense “correct” and in any case, for
pragmatic reasons, many experts, not being statissiciaay wish to construct the model to

represent their judgments without validating every fragncentained therein.

We do however use a simple scoring aid for expertemnapare different NPTs that they might
wish to generate using different rules and schemes.sirhly performs a pairwise comparison
for each hypothetical marginal distribution created byheédleT approach (“model”), whether it
be manual or done by ranked nodes (or indeed by some stheme, such as by multiple
experts). There are more obviously sophisticated schéngserforming sensitivity analysis,

such as [14], but given our intended audience is primarilystatisticians we prefer a more

qualitative aid, which has the aim of identifying differeramd magnitude of difference only.

Our aid involves pairwise comparisons of each candidatkehiny calculating the distanceg,,

between the predicted state given by one modlgl,and the estimated state provided by

anothery, , where both are conditioned on the same causal n@d¥d, X, X,), p(Y,| X, X,):

Z =Y, - Y, where the ranked state values ¥randY, are replaced by integer values 1, 2,

3,...

This score can be easily embedded in the BN itself aslé iohde of the candidate models.

Figure 13 shows the resulting distribution pZ) for our case study example (the model used
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here is the manually generated model, that best matckmst's expectations, used to
benchmark the goodness of the model constructed using thesptbmethod). Notice that the
difference centres are zero but there is a slightipedias, thus showing that the manual NPT,
Y,, and the ranked NPT,, are relatively close matches of each other — oregee Clearly if
there were large differences between the models asyommetric marginal distribution for
p(Z) would highlight it instantly (a lack of symmetry would iodie a systematic bias in one
direction). This approach can be extended to becomaraldrypothesis test involving the null

hypothesisH,:Y, = Y,.

To determine whether there are case-by-case diffesebetween the models the expert can

instantiate the causal factors, in this case asgjgralues toX;, X,, and examining the effects

onp(Z). This is easily done in AgenaRisk.

Additional means of validation would involve camgi out sensitivity analysis on the parent
nodes and their effects on the child nodes. Atgmiesve follow this approach in an ad-hoc

manner, as do others, but recognise this as amipeefor improvement.

9. Conclusions

One of the most important challenges in buildinfpefve BN models to solve real-world risk
assessment problems is that of constructing thesNB&cause of the need to involve busy
domain experts (who do not necessarily understanbapility theory in detail) we have to
construct NPTs using the minimal amount of expkeitation, recognising that it is rarely cost-
effective or feasible to eliccompletesets of probability values. We have identifieciagé class

of BN nodes (theankednodes) for which we have provided a semi-automatethod of NPT
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construction. There is obviously a trade-off betweenl@nefits a general method, like ours,
can provide and the costs of developing a bespoke modelling appfmaeach and every

specific situation. In the many real applications veehdeveloped we have found bespoke
modelling to be too costly and demanding to be feasible.g@neral approach offers a marked

improvement over current practice and has proven todeptable to practitioners.

The approach presented here has evolved over a numbearsffyom the process of engaging
with domain experts in real commercial situations. \&@eehfound that this approach makes the
difference between being able to build realistic BN nimd@d not. The BN solutions to real-
world problems described in [6],[22],[23] used early versionhefdapproach described in this
paper. Moreover, the work in those projects was crucialforming the automated version of
the method that has recently been implemented coetplet the AgenaRisk software [1]. An
earlier prototype of the automated version was used extgnsivbuild the models described in
[7],[8] and has been validated by partners such as Ph#iggellAircraft Industries, and QinetiQ
in that project. Validation was on two levels. On thstflevel the domain experts we worked
with, who were not statisticians, were able to baihdl tailor serious models that captured their
beliefs well. On the second level, our research patneported that the models produced
predictions and decision support insights that were demnathgtbetter than the results from
methods that they had previously used. Also, sincettieapproach has been used in a number
of application areas such as for operational risksassent [25] and for augmenting reliability
prediction methods for electronic components (which usedl as a validation case study in this
paper). The results show that the elicitation burdemush reduced by using rank nodes by
simply eliciting a small number of parameters from etgérhis does not, however, mean to say

that using rank nodes guarantees better results irasdiscand this is why we supplement the
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approach with extensions to cope with multimodality andditioned switching behaviour.
Likewise, we use a simple scoring approach to compatehmlight the differences between

NPTs generated by different approaches.

We believe that future work in this area should comeg¢aton three challenges: Eliciting NPTs
for complex temporal models involving evolving processed ag rapidly changing design
processes; “Expert mediated” semi-automatic learning @npaters from data; and comparing

data mining methods against BNs derived from expert opinions.
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Table 1 Part of 'truth table' used to help elicit rarked node function

Quality of testing staff

Quality of testing processes

Test effectiveness

very high

very high

very high

very low very low very low
very low very high low
very high very low high
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Table 2: Effort savings (in two models) for new approacko eliciting NPTs

BN Model:
nodes) [17]

Safety assessment (2

BBN  Model:  Software
prediction (31 nodes) [6]

defect

Size of most| A node with 5 parents had an NPT witli4 nodes each having an NPT with

complex NPT 324 entries. The size of the NPT wp&25 entries. This was because each
already artificially reduced by makingnode was on a 5-point scale and,
two of the parent nodes a 2-point rathdsecause of previous experience, gall
than 3-point scale. Moreover, ideally a brodes were limited to two parents.
point scale would have been preferred for
all nodes.

Total effort to | 72 hours (6 experts in sessions totallin@4 hours (3 experts for a full day)

elicit most | 12 hours). This effort only elicited 8[L

complex NPT | entries manually; the rest were completed

manually using interpolation techniques.

Total effort to | 6 hours (experts need only agree on T.5 hours (3 experts for 30 minutes |to

elicit same NPT | parameters — the 5 parent weights, thegree 4 parameters).

using new | variance, and the function type). Note

approach also that with this approach a full 5-point
scale for all nodes is possible without any
extra effort.

Effort saved for | 66 hours. 22.5 hours

single NPT

Potential effort | 143 hours (total of 28 hours compareinimum of 315 hours (total of 21

saved in building | with 171 hours) hours compared with 336 hours)

full model
There were 11 other less complex NPTEhere were 14 similar nodes. The
that required an average of 9 hours|teaving is a minimum because with new
build compared with 2 hours using the@pproach would have avoided
new approach. introducing 5 ‘dummy’ nodes simply

to ensure no more than 2 parents for
each node.

Percentage 84% 93% (minimum)

saving of effort

on manual

approach
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