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Executive Summary

This paper describes the use of Hybrid Dynamic BayeNetworks (HDBNS)
to model operational risk in an AMA context. Thepegach focuses on cause-
effect modelling including interactions betweenlde modes and controls.
Value at Risk is calculated by applying a new stdtthe-art HDBN algorithm
that approximates continuous loss distributions aggdregates across loss
types. In order to illustrate the natural matchween the model and the
underlying process, including the causal complexibderlying known and
possible severe operational risk losses, we apgmygeneralised model to a
financial trading example — rogue trading. We cadel that the statistical
properties of the model have the potential to drptacent large scale loss
events and offer improved means of loss prediction.

Keywords: Operational Risk Management, Bayesian Networkss@ladodels, Dynamic
Discretization Basel Il, Advanced Measurement Approach, Rogaelifg.
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Abstract

This paper describes the use of Hybrid Dynamic Biaye Networks (HDBNS) to
model the operational risk faced by financial ingions in terms of economic capital.
It describes a methodology for modelling finandgases resulting from intentional or
accidental events and characterises these by #isiity to evade controls and
ultimately lead to increasingly severe financiahsequences. The approach presented
focuses on modelling the causes and effects ofdesats using a Dynamic Bayesian
Network model based on interactions between faitoboeles and controls. To calculate
the Value at Risk (VaR) for total losses we apphnew state-of-the-art Hybrid
Bayesian Network algorithm, called dynamic disa@aion. The algorithm
approximates the continuous loss distribution fiomst required for each loss event at
each point in time and is used to aggregate adossstypes. In order to illustrate the
natural match between the model and the underlgmgess, including the causal
complexity underlying known and possible severeati@nal risk losses, we apply the
generalised model to a financial trading exampleoegue trading. We conclude that
the statistical properties of the model have theeqi@al to explain recent large scale
loss events and offer improved means of loss piedic

1. Introduction

The Basel Committee on Banking Supervision, intieacto a number of well-publicised financial
disasters (e.g. Barings bank 1995, Daiwa bank 1868, Allied Irish Bank 2002) has mandated a
system of regulation addressing the issue of OjpaiEt Risk (OpRisk) and its assessment and
management (Basel 2006). Key to the regulatoryga®cs the need for financial institutions to model
their operational risk, in terms of a variety afsoevent types (including unauthorized trading)rifer

to effectively manage risk and establish an appatgoregulatory capital charge.

Basel Il defines three approaches to establishiigglatory capital for OpRisk: The Basic Indicator
Approach (BIS), the Standardized Approach (SA) tredAdvanced Measurement Approach (AMA).
AMA is by far the most demanding approach, but dh most rewarding in terms of potentially
reducing the OpRisk regulatory capital charge bynash as 20-40% compared to BIS and SA. An
AMA model requires approval by the local Finan@alpervisory Authority and must at least contain
the following important model attributes: quantfion of expected/unexpected losses at a given



confidence level; a one year holding period; ineluwtenario analyses; reflect day to day OpRisk
management practice.

Of course, operational risk problems are not pacut the financial sector and operational riskas

a new topic. In his book, James Reason arguespleaational risk is faced by all organisations bad
uses examples from the Financial, Rail Transpaxt] @viation and Nuclear power sectors (Reason
1997) and he concludes that accidents are notysihlelresult of human fallibility but are supported
by organisational features that fail to defend lagjaall-too-human mistakes, slips and (in the acdse
fraud) malicious acts. Human error might be seemra®nset of a catastrophic event, but without
latent weaknesses within the organisation the ewenid not reach catastrophic proportions. From
this we conclude that operational risk predictisninextricably entwined with good management
practices and that measurement of operationalcaskonly meaningfully be done if the effectiveness
of organisational specific risk management androbprocesses is regularly assessed and included in
the modelling. This contrasts sharply with a vielatt OpRisk modelling solely involves the
investigation of statistical phenomena that charsz®s many of today’s data driven AMA models.
Moreover, because of this we find that manageme@piRisk within the banks business processes are
too often detached from the models developed totifyaegulatory capital.

Leaning on more than half a century of experiendd ®pRisk in safety critical industries we find
that modelling for the analysis of operational riskvays should strive to support decisions by
providing answers to the following questions:

* s the risk high or low, is it acceptable?
* Which causal factors are most critical?
* What are the differences in risk considering aliiue solutions?

* What risk reducing effect can be achieved congidermplementation of alternative risk
reducing measures?

It is considered fundamental in OpRisk managemeibetable to create quantitative risk models that
constitute a sound basis for fruitful discussiomsapganisation specific risk. Thus, detailed causal
modelling at business process level is requiredtdier model to absorb organisation specific input,
highlight the criticality of causal factors (riskiwkers), identify the potential lack of controlstbars,

and quantify the overall risk level in terms of egfed and unexpected losses. Such a model obviously
creates more value than a risk model based sofelgctuarial techniques. Various modelling tools
have been developed and applied for this purpoghersafety critical industries, the most famous
ones being Fault Trees (Haasl 1965) and Event Tidietsen 1971). Even though these tools have
dominated quantitative risk assessment modellingdweral decades we acknowledge various serious
shortcomings in their use: common causes, timamyes, subjective probability and large number of
dependent parameters and multi-state variablegrraffan binary-state variables. This makes them
unsuitable for detailed cause-consequence modedfitarge and complex phenomena. Thus, the last
decade an increasing number of professionals irs#ifiety critical industry have adopted Bayesian
Networks (BNs) to handle such modelling challenge et al 2007, Neilet al 2003; Fentoret al
2004; Langseth 2002; Rged et al 2007]. Moreoveg tiu significantly increased output value,
numerous researchers have suggested causal mgdajlimeans of BN rather than the traditional
actuarial techniques [Alexander 2003, Adusei-PoB052 Cowellet al 2007, Neil et al 2005, Mittnik
and Starobinskaya 2007].

It is argued that a major benefit of BNs is thaytiprovide a structured and scientifically sound/wa
of combining statistical analysis with other sosra® empirical knowledge (e.g. knowledge on
business processes and/or near misses) using Bayasthods (Neiét al, 2005). The ability of BNs
to account for causal dependencies enables ridksasdo link the operational conditions of the ban
including control environment, directly to the paddility of losses occurring, as well as the seyesft
the losses. In other words quantitatively assessefifiect of risk management decisions on risk
exposure.



However, research on the application of BN modetsoperational risk has so far failed to address
three fundamental modelling challenges. These are:

* lllustrate applicability to a complex banking prese Examples so far have been simplified
and applied only to fragments of a banking procesisas not illustrating wide applicability
for the full complexity of operational risk in bagsk

» Account for time dynamics in operational risk l@ssents. Operational losses evolve through
series of sequential events in time (e.g. sequettiecks performed by a set of controls that
may, or may not be functional) which has not besgrtuwred by any BN model so far

* Implement continuous variables to assess loss ifegerUse of BN software tools (e.qg.
(Hugin 2008) or (Netica 2008)) using static disaaion (uniform discretization in fixed
intervals) for continuous variables limit the applion of continuous variables and thus also
the possibilities to model loss severities acclyate

If any large scale application of BN methodologyase achievable in the context of operationd ris
these three challenges have to be overcome. Opmahtisk practitioners are of the view that BN
models are suitable as a tool for risk managenientnot as a tool for establishing economic capital
for regulatory purposes (Adusei-Poku 2005). We assuming that the reluctance to use BNs for
guantification of regulatory economic capital ig ttesult of the inability to effectively and acciets
handle continuous variables. However, if regulatoapital is to reflect the individual risk exposure
(as stated by Basel Il as a qualifying criteriatfee AMA) it follows that this measure has to chamng
accordance with efforts made to influence risk risk management efforts and quantification of
regulatory capital must be linked. Thus we seeaasan not to use BN for establishing a regulatory
capital charge once the above challenges havefdreparly addressed.

In this paper we suggest solutions to these clgaterio the application of BNs in operational risk
modelling, using new state-of-the-art algorithmse im to use the financial trading process as an
example to illustrate how BNs can be used and #io&dround to financial trading is given in Section
2. Section 3 introduces BNs, how they are defaed the algorithms needed to solve them, including
approaches to deal with dynamic behaviour and Hytiktures of variables. In Section 4 we specify
a generalised Hybrid Dynamic Bayesian Network (HDBMNdel to account for time dependences in
the chain of events affecting operational losssThodel has three layers: a loss event model,sa los
severity model and a loss aggregation model. Se&iases the generalised HDBN tailored for the
trading process and uses causal loss factors defieen actual case data, coupled with fictitious
probability and loss severity estimates, for tweatidct scenarios, to produce an aggregated loss
distribution for trading losses and accompanyindu¥at Risk (VaR) estimates. Finally, in Section 6
we offer some conclusions.

2. Rogue Trading

The background information for the modelling examptesented in this paper is gathered from case
studies of severe, trading loss events within fheding and Sales Business Line” (BIS, 2006), more
colloquially known as “rogue trading”. In particulave have consulted reports on the Barings Bank
collapse (Bank of England 1995, IMD Internation&l02, Burke 2004), the Daiwa bank losses
incurred by trader Toshihide Iguchi (Sungard Banenwgrisk 2001 with references), the Allied Irish
Bank loss (Wachtekt al 2002) and the more recent Société Générale scépaajress report of the
Special Committee of the Board of Directors of 8teiGénérale, 2008). We find that the wisdom of
hindsight provided by the investigations of thegentés give ample knowledge to construct a model of
a generalised trading process in a bank, incluthegnost important controls and control failures. T
account for learning within the financial indusimg have also consulted best practice documents like
the Model Code — The international Code of Conduntt Practice for the Financial Markets (ACI —
The Financial Markets Association, 2000) and Manzgyg of Operational Risk in Foreign Exchange
(The Foreign Exchange Committee, 2004). The tragiragess and the major losses incurred as a
result of this activity suits our purpose of illteting application of BN models to complex banking



processes. We have however limited the scope ofntiiel only to address the risk of unauthorised
proprietary trading occurring in the trading praces

2.1 The Trading Process

The process of trading can, more or less indepérafehe product traded, be exhaustively described
by the following steps; Trade request — Conducti&éra Registration of Trade — Reconciliation check,
Settlement and Netting — Entering of Trade on TrgdBooks. Any bank involved in trading also
conducts continuous monitoring of results and pws$ i.e. monitoring of market risk exposure
(every 1, 10 or 30 days depending on the produdtthe bank). Obviously there are individual
differences between banks, the products they taadesystems employed to carry out the trading but
the basic general structure of the process is Bagthe same across banks. Receipt of tradeesqu
conducting trade and registering the trade in thding system are done by the front office, i.e. th
traders. The back office performs the confirmatimtonciliation and settlement check which involve
checking counterparty information, authorisatiaswell as check that the trade is within the tesins
counterparty contract (for non-proprietary tradirigfle checks performed by the back office have the
potential to uncover limit breaches by a traderdret not designed specifically to serve this pugpos
Positions and results monitoring is done by thedfeidffice which contains the risk control function
Here the total market risk exposure is monitoredl @ntrolled against the risk limits set by thelban

One of the major risks identified within the traglirprocess is that of unauthorised trading.
Unauthorised trading is essentially trading outsiltdts specified by the bank and the result i)y

put, an overexposure to market risk. However, trgdiutside the limits may incur catastrophic losses
and involves hiding losses through fictive tradabricating trades and manipulating market posgtion
monitoring, as well as falsification of documerdad in other ways influencing the control structure
(see e.g. Wachtedit al 2002). In other words these are very complex eydrdwever the complexity

of the events also provides several opportunitedigcover the transgression assuming the bank has
sufficient and functional controls in place.

2.2 The Controls Process

The potential for high losses in trading activitigsistrated by events like Barings, and more néige
confirmed by the Société Générale £3.7 bn lossrdragdted in banks implementing a complex control
structure to manage their trading. Controls arelémegnted to prevent the traders (and/or other
employees) to conduct trades that violate estadgislegulations, limits and contracts. Should errors
occur, there are also controls designed to uncawsr irregularities and thus avoid or limit the
potential loss. Controls can be viewed as direcindirect; direct controls being specific checks
performed to ensure the trade is conducted in @comanner (e.g. reconciliation check), and iradire
controls being operational elements having an @atlirmpact on the probability of incorrect trades
being made and the performance of the direct clan{@g. organisational culture, risk appetite,
incentives structure). The controls perform cheatkdiscrete times in a sequential order following t
trade progression from beginning to end in the @sec

Firstly there are controls in the front office intked to monitor and restrict the trading activitytisat

it is kept within the limits set by the bank. Anagwple of such a control is instrumented checkéén t
trading IT system, monitoring the trades being etteand providing warning should specified
constraints be violated. Another example is a meguént for traders to take at least two weeks
vacation and during that time hand over their tiggiortfolio to another trader to enable discowary
unauthorised trading (if any). Several other cdateme implemented on several levels and some best
practices (not only regarding controls but alsdin@s) are provided by e.g. “The international cotle
conduct and practice for the financial market” (Atble Financial Market Association, 2000). Some of
the controls mentioned are direct results of previanauthorised trading events (e.g. the vacation
rule).

Secondly, once the trade has been processed aackeenh the trading system by front office
personnel, a number of consecutive checks arermpeetbby the back office. Initial checks performed
in the back office are done per trade and inclutdeeks such as reconciliation check/settlement check



and netting (see e.g. The Foreign Exchange Cormani2@04). In addition the middle office performs

continuous positions and results monitoring inatgdindependent price checks and calculation of
market VaR. This is done periodically varying fraaly to every ten days to every month depending
on the product and the bank. If unauthorised pwstiare acquired by a trader these will show up in
the market VaR check providing it is not succedgfuidden by the trader, through e.g. manipulation
of price information. Manipulation of price informan to change the value of positions may be
uncovered through an independent price check caéeduc the middle office.

Finally there is also the control of periodicalrandom audits of the trading operation. The awdit i
directed at the entire trading operation includimgcesses and procedures, segregation of duties, et
and also includes checking a sample of trades é&zlkclthat there are not false, unauthorised or
otherwise illegitimate trades present on the barading books.

Based on the reviewed case studies we have ardtdde following controls as being the most
important for preventing and uncovering unautharisading here presented in sequential order:

* Front office control environment (the control emviment affects the probability of
unauthorised trading)

» Back office reconciliation checks (performed padt)
» Market positions and results monitoring, VaR cadtioh (periodical)
» Audit checks (periodical but not as often as theketachecks)

We are aware that these controls are not exhausitheregard to the trading process; we have for
example chosen to exclude the specific controhefrumented checks in the front office, and only
include the reconciliation check in the back offiddis is a conscious limitation of the model in a
necessary trade off between complexity and readardliness. However, the modelling examples in
section 4 illustrate that any number of controls easily be included in the model. As we are
focussing on proprietary trading no client is irE#d in the control structure. For non-proprietary
trades we could view the client as a potential mdrtgainst unauthorised trades as it is likely tha
client could discover unauthorised trades and nigikeknown to the bank.

2.3 Loss Severity

The loss severity of unauthorised trades, beingeeithe result of deliberate acts or mishaps, is a
complex phenomenon. Dependent on the time of diggoand market movements a bank can suffer
significant losses. The major unauthorised tra@ivnents are the result of simple unhedged diredtiona
bets, very vulnerable to market movements. It isombination of these directional bets, volatile
markets and commitment to large positions that gige to the tail events of the loss severity
distribution. The point is that the loss severitylie result of a complex set of events in it3&#. shall

in this paper only demonstrate that BNs can handginuous variables to an extent necessary to
model complex loss severity distributions; furtihesearch is needed to establish a methodology for
loss severity modelling using BNs to ensure tha thistributions reflect the characteristics of
operational risk.

3. Bayesian Networks

A BN is a directed acyclic graph, such as the dmanvs in Figure 1, whose nodes represent the
variables (with each variable there is associatezbainty with the state of the variable) of iefdr
and whose edges are the causal or influential lxetaeen the variables. Associated with each nede i
a node probability table (NPT), a statistical dimttion or parameterised function. In the caserof a
NPT the relationship between nodes is governeddst af conditional probability values that express
the relationship between the node and its paregether with any uncertainty that is present irt tha
relationship.

BNs enable reasoning under uncertainty and combie advantages of an intuitive visual
representation with a sound mathematical basisaye8an probability. With BNs, it is possible to



articulate dependencies between different variabled to propagate consistently the impact of
evidence (observations) on the probabilities ofeirain outcomes.

The underlying theory of BNs combines Bayesian pbiliily theory and uses conditional
independence to represent dependencies betweebleari(Pearl 1986), (Speigelhalter and Cowell
1992). To date BNs have proven useful in many aoéapplication such as medical expert systems,
diagnosis of failures, pattern matching, speeclogeition and, more relevantly for the operational
risk community, risk assessment of complex systentigh stakes environments, [Neit al 2001,
Ale et al 2007, Neilet al 2003; Fentoret al 2004; Langseth 2002; Rged et al 2007], including
financial institutions [Alexander 2003; Neit al 2005; Adusei- Poku 2005; Cowell al 2007].

BNs were originally developed to model uncertamtitween discrete variables with fixed labels.
Typically, continuous variables are representechiBN by a fixed set of discrete intervals and
approximated by a piecewise constant function &.histogram) and this discretisation is then fixed
throughout the inference process.

3.1 Definition and Algorithm

Formally, a BN is a probabilistic graphical modeht represents a setdibcrete valued variables and
their probabilistic dependencies. BNs are diredeyclic graphs (DAGs), whose nodes represent
variables in a probability distribution, and whaaes encode conditional dependencies between the
variables. Each variableX; with parentpa( X)), has an associated probability table (also called
potential, conditional probability table or nod®lpability table (NPT)),p(X; | pa( X)). A BN over a
collection of variablesX ={X, X,,---, X}, has a joint probability distributiorP(X) which is the
product of all conditional probabilities, as spesifby the given BN:

POX) = p(X | pa X))-

A potential is a real-valued table over domain of finite valésb Hereg is used to denote the
potential on the domain of a set of variab}sThere are two basic operations on potentials:

1. Combination: If ¢ is a potential oveiX, ¢ is a potential ovely,then @y is a potential
for XOY , whered denotes combination.

2. Marginalization: If X, X,are marginalized out of potentiapp over set of variables
X={X; X, X} then: p(X;, -+, X)= D p(X).

X1'X2

Once a BN is designed, it can be executed usingppnopriate propagation algorithm, such as the
Junction Tree algorithm (Jensen 1996). This invele&lculating the joint probability and all mardina
probabilities for the model from the BN’s conditadnprobability structure in a computationally
efficient manner. This is achieved by automaticallriving from the BN an intermediate graph
theoretic representation of the BN, called the tlancTree (JT). The JT allows localised, modular
computations to be executed using a message-paagioithm. This is, in essence, an elaborate form
of use of Bayes’ theorem. For full details see $2en1996), (Lauritzen and Speigelhalter 1988),r{Pea
1986) or (Speigelhalter and Cowell 1992).

Given a BN over a set of variablés={ X,,...,X,} , we can define the JT, which contains clusters and

separators. Alusteris a set which contains one or more variablesisnepresented by a single node.
The separatoris the intersection of two neighbouring clusteksjunction tree overXis a tree of
clusters of variables frold, such that for each pair of nod&s, W , all nodes on the path between
V andW contain the intersectidhn W .

The junction tree associated with the original BM@nstructed in the following way:



1. Form a family of nodes such that for each variaglel X , there is at least one notfe
such thaf X} O pa( X )0V .

2. Organize the nodes as a tree with each edge ldbelidgth separators.
Each node/ and separato6 of the cluster tree is associated with a factopatentialkg, ,

(@ respectively) over its variable set.
3. Given all node¥ and separator§ assign a table of ones g and @

4. For each variableX, 0 X choose exactly one node containing{ X;} O pa( X )OV and
combineg, using p(X; | pa( X))
Clearly the product of all the potentials in thastéer tree is the product of all conditional prabgb

tables in the BN, so the potential based representaf a BN is p(X) = Dg@k =@ U--Ug .

Propagation involves designating a root of the fiamctree first, and then, based on a messagenuassi
scheme, every leaf cluster sends a message towedeoot. Once the root has received all the
messages it then propagates messages outwardléatbe

LetV andW be neighbours in a junction tree. ISstV n' W be their separator, agg, ¢, and @ be

their potentials. A message pass frdmo W occurs in two major steps, called projection and
absorption:

» Projection Z @ computes the projection of the potentiaMofonto the separat&, i.e., the
VnW

marginalisation of the potentiag with respect toS, storing the message in the separator’s
potential@ = > @ .

VnW

» Absorption: The message to clustév is given by the marginalisation of the potentigl
onto the domai® =V nW . Update the potential &V with the message froi, by storing

the messageg, :{%/1 z @}. We can think of absorptions as messages passe@dretw
(Vaw)
the nodes in the tree. That is, a nddesends a message to its neighbBdurnwhenW absorbs
from V . The message itself is the projection of the paenf V onto the separatof:
A= K-
V nW

After all nodes in the JT have sent and receivedsages from all neighbours the JT is said to be
globally consistent and marginal distributionsrterest can be reliably obtained.

The JT algorithm is entirely automatic and, in al tike AgenaRisk (AgenaRisk 2008) or Hugin, is
hidden from the domain expert. When the BN is etextthe effects of data entered into one or more
nodes can be propagated throughout the BN, in @mgtobn, and the marginal distributions of all
nodes updated. This makes it ideal for “what ifftd &cenario analysis.

Clearly, the key to the successful design of a Bidleh is the meaningful decomposition of a problem
domain into a set of causal or conditional propos# about the domain. Rather than ask an expert fo
the full joint probability distribution of all theariables of interest, which is obviously a verffidult
task, we can apply a “divide and conquer” appraauth ask for partial specifications of the modet tha
are themselves meaningful in the experts’ domairour case, for operational risk the structurenis a
obvious artefact derivable from the operationalcpss, as will become evident in later discussion.
Next, we need to model the conditional probabil@iples for each variable (node): this can either be
done using historical data (including, for examplsing standard Bayesian parameter learning
approaches or Monte Carlo simulations), or by symasking the expert to provide a series of



subjective estimates. The experts consulted hawaupport credibility in the assessments made to
motivate that the estimates are based on exper@mt&nowledge rather than blind guesswork.

3.2 Hybrid Bayesian Networks

An extended notion of a BN is a hybrid BN (HBN) whicontains both discrete and continuous
variables and an inference algorithm with specjarations to deal with continuous deterministic and
statistical functions. In HBNs, local exact compiasias can be performed only under the assumption
of Conditional Gaussian (CG) distributions (Lawitzand Jensen, 2001). The advantages and
drawbacks of using Conditional Gaussian distrimgi@re well known. They are useful to model
mixtures of Gaussian variables conditioned on discwvariables and weighted combinations of CG
parents but they are much too inflexible to supmmmeral-purpose inference over hybrid models
containing mixtures of discrete labelled, integed aontinuous types and non-Gaussian distributions.
Most real applications demand non-standard highedsional statistical models with intermixed
continuous and discrete variables, where exacténfe2 becomes computationally intractable.

The present generation of BN software tools suclHsgin, 2008, Netica, 2008], attempt to model
continuous nodes by numerical approximations usitagic discretization. Although discretization
allows approximate inference in a hybrid BN withdintitations on relationships among continuous
and discrete variables, current software implentemts require users to define a uniform
discretization of the states of any numeric nodeetiver it is continuous or discrete) as a sequefice
pre-defined intervals, which remastatic throughout all subsequent stages of Bayesianenéer
regardless of any new conditioning evidence. Theeniatervals you define, the more accuracy you
can achieve, but at a heavy cost of computatiomaptexity. This is made worse by the fact that you
do not necessarily know in advance where the posterarginal distribution will lie on the continuum
for all nodes and which ranges require the finderirals. It follows that where a model contains
numerical nodes having a potentially large rangsults are necessarily only crude approximations.

We can embed continuous and discrete statistisatilslitions within the HBN model, as NPTs, and
generate values for these NPTs by approximatiorhaoaist including Monte Carlo simulation. Until
very recently, BN tools were unable to handle n@ussian continuous variables, and so such
variables had to be discretized manually, with itadle loss of accuracy. However, a breakthrough
dynamic discretization algorithm presented in (Natilal 2007) has now been implemented in a
software tool, (AgenaRisk 2007). This allows theragimate solution of classical Bayesian statistica
problems, involving continuous variables, as weallheybrid problems involving both discrete and
continuous variables. This algorithm overcomes rbshe problems inherent in the static or uniform
discretization approaches . In particular, prolslewlated to computational inefficiency caused by
supporting too many states to represent the dorhajh,level of inaccuracy in posterior estimates fo
continuous variables, problems in instantiatingdewuce in areas of the domain that are grossly under
sampled that lead to inconsistency and error. éethils of the dynamic discretization algorithm are
described in (Neiét al2007) but here we provide an overview of the atgor.

Let X be a continuous (or integer valued) random nodinénBN. The range oX is denoted by
Q, , and the probability density function (PDF) ¥f, with supportQ, , is denoted byf, . The idea

of discretization is to approximatg, as follows:

1. Partition Q, into a set of intervaW , ={Wj} , and

2. Define a locally constant functi0|ﬁx on the partitioning intervals.

Discretization operates in much the same way wKemakes integer values but in this paper we will
focus on the case when¢ is continuous. As in Kozlov and Koller (1997), wee an upper bound of
the Kullback-Leibler (KL) metric between two densitinctionsf and g :

D(f ||g):jf(x)|og@dx
5 9(x)

10



as an estimate of the relative entropy error indunethe discretized function. Under the KL metric,
the optimal value for the discretized functidnis given by the mean of the functidhn in each of the
intervals of the discretized domain. The main tasluces then to finding an optimal discretizatist

W, ={a)j}.

Our approach to dynamic discretization searcfigsfor the most accurate specification of the high-

density regions given the model and the evidenaleutating a sequence of discretization intervals i
Q, iteratively. At each stage in the iterative praces candidate discretization¥, , is tested to

determine whether the relative entropy error of tbsulting discretized probability densitflx is

below a given threshold, defined according to thde off between the acceptable degree of precision
and computation time.

By dynamically discretizing the model we achieverenaccuracy in the regions that matter and incur
less storage space over static discretizationsed@r, we can adjust the discretization any time in
response to new evidence to achieve greater agcuraoutline, dynamic discretization follows these
steps:

1. Convert the BN to a junction tree (JT) and choaséndéial discretization for all continuous
variables.

Calculate the NPT of each node given the currestrdtization

Enter evidence and perform global propagation om jtmction tree, using standard JT
algorithms.

4. Query the BN to get posterior marginals for eacdenccompute the approximate relative
entropy error, and check if it satisfies the cogesice criteria.

5. If not, create a new discretization for the nodespljtting those intervals with highest entropy
error.

6. Repeat the process by recalculating the NPTs amplagating the BN, and then querying to
get the marginals and then split intervals withhieigt entropy error.

7. Continue to iterate until the model converges taereptable level of accuracy.
3.3 Hybrid Dynamic Bayesian Networks

Dynamic Bayesian Networks (DBNs) allow us to motghporal dependencies of complex systems
as a joined sequence of BNs, each representingtiaybar object or the entire process at a pargicul

point in time (called a time-slice). Some varialfe= {al,...,an} may change state as some process,

O, progresses through discrete time inter\lahs{l...,T}. At each discrete time intervaladditional

informationE is also received about the statefafThe additional information may be observations,
specific measurements or tasks performed at tiraffecting the state oA. The state ofA at timet

is determined based on the state in the previouws imterval, i.et —1. The state ofA might then be
determined app(A | A, E).

DBN models potentially overcome most of the proldanherent in state-space based models and in
particular, it avoids the state-space explosiorlagm of the Markov chains based approaches. Hybrid
DBNs are simply DBNs that contain mixtures of deterand continuous variables together.

The current state-of-the-art in approximate infeeeechniques on HDBN models with arbitrary
probability distributions is primarily based on ahastic algorithms and Markov Chain Monte Carlo
methods, (Murphy 2002), (e.g., importance samplkeguential Monte Carlo, and Rao-Blackwellised
Particle Filtering). These methods rely on inteasdampling algorithms that require drawing tens of
thousands of dependent samples from, usually, kiigmensional probability distributions. This

presents two main shortcomings: it makes simulatemhniques computationally inefficient and it
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requires specialized statistical knowledge. Inipaldr, specialised knowledge is required to ensure
convergence of the dependent samples to a reliabldt, and, even more difficult, to identify aneiadi
with the special structures within the hidden Malea of the HDBN required to make sampling in
high-dimensional spaces a feasible task, spedifitaRao-Blackwellised schemes.

4. The Generalised HDBN Model for Operational Risk

Here we describe a generalised HDBN model for djmaral risk. The generalised HDBN model for
operational risk comprises three layers:

* Loss event model
* Loss Severity model
* Aggregated loss model

Each layer is represented by a different BN, DBNHBBN, as appropriate with interface links

between them comprising common parameters. UseybfitH Bayesian Networks have also been
suggested by Mittink and Starobinskaya (2007) tadehadependencies between operational risk
classes.

We use the word “generalised” to reflect the propthrat the layers are general enough to cope avith
wide variety of situations, processes and contiedtsin practice, it is necessary to instantiaentby
identifying specific variables local and meaningfuthe process under study.

4.1 The Loss Model

The first layer is the “loss event model” which retslthe potential loss eventg,, and how these
dynamically evolve over time as they are influenbgdcontrols,C,, embedded within the business
process. This dynamic time-based evolution of amenewgiven the controls, is modelled by
p(E | E_,,G) with time periodst =1,.....;T . The performance of each contr€l,, is modelled as a

function of a set of operational failure mod€x,. These failure modes are in turn influenced bgta s
of causal factorsF,, which in isolation or combined initiate the opévaal failure. Dependence
between operational failure modes for differenttoas is modelled through dependency factbrs.
The dependency factor®, , are conditioned on the occurrence of some omeraltifailure mode
specific for a controlC,, and they, in turn, influence the probability afcarrence of a failure mode

in a secondary controCC,, ., wheres=1,...,T —t such that:

t+s?
P(Oc,.. D) P(Dy |O)

An operational failure mode may be modelled asnetion of both causal factors,, and dependency

factors, D, . Operational failures that have no dependencytiogiship with other failure modes are

simply modelled as a function of causal factorse Thusiness process is then represented by a
sequence of discrete time-dependent events sutlvéhbave a Dynamic Bayesian Network as shown
in Figure 1 which is a graph representation of the full jaistribution:

P(E,C.0.F.D) =] rl rl HH B(E, |E1,C)P(C, 10 )P(O, |y, \Do ) P(D, 10,) P(F,)P(C,)
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wherej #q, andE,C, O, F, D are sets of loss events, controls, operationairiaimodes, causal
factor variables and dependency factors such that:

E ={E,.E,....E}.Cc ={C,.C,.....C.},0 ={0,,0,.....0,}.F ={F,,F,.....F.},D={D,,D,.....D/}

Furthermore, we assume that the operational faimeeles,O;, can influence any of the control

variables within any time period, , and are thus time independent, using ingeinstead oft. A

similar justification applies for the conditionaélationship between the causal factors and the
operational failure modes. The use of indgfor operational failure modes affecting dependency

factors D, denotes that an operational failure mode cannog laadependency relationship with itself.
By adding E,and C nodes andO,, F;, and if applicable,D, variables we can easily increase the
number of controls, assuming a placement on tr@etis time continuum can be established.

EE —— E ™ B [/ E
Co CJ_ CZ C3

=7 I 2 7
o ° ° O, °°
i . 3 a1 & a &

Figure 1 DBN of Loss event model

Each of the state transitiop§E, | E_,, G)is governed by a discrete node probability tabe thodels
the transition probability of the loss event from @ndetected (unsafe) to a detected state, dependen
on the control state. Should the control varial@eperating correctly at timg, the loss event &, _;

would transit to a correct operating state Eat using the following logical conditional transition
probabilities:
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p(E, = fail |E,, = fail,C, = fail) =1
p(E, = fail |E., = fail,C, =OK) =0
p(E, = fail |E_, =OK,C, = fail) =0
p(E, = fail |E_, =OK,C, =0OK) =0
p(E, =OK | E., = fail,C, = fail) =0
p(E, =OK |E, = fail,C, =OK) =1
p(E, =OK |E., =OK,C, = fail) =1
p(E, =OK |E,, =OK,C, =0OK) =1

It is easy to see how we could generalise thisoecwith more loss event states, including those
showing a severity scale.

So, if the initiating loss event has not occurred,has been detected by a previous control at a
previous time, the question of whether this orrlatntrols operate correctly become irrelevant.sThu
the chance of detection and transition to a colsafe) operating state is determined by the nuraber
implemented controls as well as their individuaifpenance (reliability).

Each control variableC,, is dependent on a collection of operational failwariables,O ,

containing a subset of the operational failure nsadisemed to prevent the control from performing its
intended function. Thus the performance of eachtrobms modelled byp(C, |O ). Likewise the

operational failure mode<), , are conditionally dependent on a subset of thisalafactors,F,, and
dependency factof3, relevant to the occurrence of the individual fegltnodes, and this is modelled
by p(O; |F,,.Ds ) -

For simplicity we have chosen to represent all mdntoperational failure, causal factor and
dependency factor variables using Boolean nodes,widich we can modelp(C |O.) and

p(O; |Fo,, D, ) Using Boolean logic to represent the type and fofrfailure. This modelling choice

allows use of Boolean operators, such as AND, OBRXNOT etc within a discrete BN model. For
example an OR operator would be declared as:

if 0,0 O, = fall
otherwise

1
p(G, = fan|ol,oz)={0

The NPT for nodeC, with parentsO, and O, is then generated according to the above expressio
Alternatively, we can manually declare an NPT tpresent the form of dependencies that best
matches the process, such as:

p(C, = fail|O, = fail)=0.8
p(C, = OK| Q = fail)=0.2
p(C, = fail |0, = OK)=0
p(G, = OK| Q= OK)=1

This is equivalent to saying we would expect thiufa of control, C, to occur with chance 80%
when operational failure mode),, has occurred. This contrasts with the use ofBbelean OR
operator which assumes a 100% chance of the cdatliah.
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The presented methodology is by no means restriotélie use of Boolean variables. On the contrary
one of the benefits of using BNs is that the maadtethay declare customized variables and state
spaces to fit the problem domain. Choice of vadalgpes and state space is ultimately left to the
modeller in the process of developing a model beséd for the process being analysed.

Armed with this model specification we can calceldte marginal probability of occurrence for each
loss event at any discrete time step in the DBNs:th

r

pE)= 3 [] |‘l rl l_' [ P(E 1E..CIP(C, [0¢ ) PO, Iy Do, ) P(D, 10,) P(F) PIC,)

q=

Inference here can be carried out using the JTrithgo described in section 3.1, and the model will
typically execute within a few seconds with dozehaodes.

The advantages of this model over a Monte Carlailsiton model are:

* Unlike in simulation, all computations are exactitss eminently suitable for calculating ultra
low probability events.

e Can deal with multiple, interacting, common causes.

» In addition to strong mathematical foundationsdteph representation of the BN model maps
neatly onto the underlying process and clearly shiogw losses propagate.

* We can generate a set of loss event probabilitieslifferent severities of events at different
stages of propagation through the process and hisetd calculate our severity and loss
models.

Note that some clarification of what we mean byusss” and how we identify them is needed here
since there is much understandable dispute andusiomnf of how these terms might be productively
applied to operational risk and other problems.rédémgnise that there are an infinite number ofalctu
and possible interactions between unique eventgslatdt is therefore impossible to represent these
“atomic level” interactions in any model. Instead seek to model broad classes of events that have
characteristics, behaviour and outcomes that amdasi enough to be considered homogenous and
which can reasonably be expected to interact ifmilag way. Given this any distinction between
classes of causal events is a practical decisiormash informed by process understanding,
documentation, data collection standards and budgetny refined philosophical position. For
instance in a practical situation we might classraponal IT failure as a single causal class dager
“security lapses, systems failures and performategradation” simply because the consequential
effect on a control that depends on the IT infragtire would be similar in all cases.

4.2 The Loss Severity Model

Here we use the probabilities generated by thedwsst model to predict the total losses by seyerit
class, given the severity distribution and a measfivolume to scale the losses. We assume tigt it
a subset of the states p(E) we are interested in here, specifically those thaur a loss or are

“unsafe”. p(E =€), and of course there may be more than one losst émeeach discrete time
step,t, hence the superscridt,. For brevity we lep E =€ ¥ R -

We can model the total losses using a conditioepkeddency model, again represented as a DBN,
where the total number of loss events within eatie Btep,NqL , is binomially distributed, given a

volume measure, e.g. the total number of tradedwmad weekly, monthly or annually,:
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Nq" ~ Bln(\NetL , peIL)

t-1
, WhereW(=1L =V‘Z Né is the volume of transactions minus the cumulativenber of loss events
t=0

predicted for all previous time steps, t-4.in the DBN. Graphically this model is shownRigure 2.

Figure 2 Loss severity model

Associated with eactg” is a severity distributiorh(SqL), representing the distribution of financial

losses, rework costs or other penalties. We asshiatehe severity distribution can take any forrd an
that the conditionally deterministic variabréql , representing the total loss for a single event is

PO 1S N)=§x N
whereSqL >0, i.e. we only consider losses and not gains.

Furthermore we assume that the severity of evéatisare discovered later in time are more serious
since they typically lead to larger expected losselave larger uncertainties attached. Earlieeafn
miss” losses will tend to be of a more predictaid¢ure since they are likely to be encountered more
often. Also early discovery by a control will presably provide greater opportunity to limit the
potential loss of an unauthorised trade. Therefone, might expect to constrain the model such that:

E(SqL)< E(%)< ..... < K §).
The marginal distribution for the total lossesdach loss event is therefore:

SQL,N‘%_,Wé_
4.3 The Aggregated Loss Model

Now we have a set of total loss variabl@els,, for each loss evemetL and wish to calculate the total

aggregated lossed, as the sum of total losses associated with eaehtén each time period. This

T
aggregated sum is simply the deterministic functia\n:ZTqL. This can either be solved by
t=0
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convolution or sampling, however, in our BN frameleve instead use the dynamic discretization
algorithm described in Section 3.2.

The total aggregated loss distribution is obtaibganarginalising:

(A=Y HAIT,)FT,)

, whereTqL is the collection of total losses for each lossgve

Fromf(A) we can now calculate the Value at Risk (VaR); unthe Basel regulations the VaR
statistic is the 99'9percentile of this marginal distributiorf; _o, o,.(A) .

5. An HDBN for the Rogue Trading Process
5.1 The Loss Event Model
In the context of the example model in this papeauthorised trading is defined as a trader
(intentionally or unintentionally) exceeding histlaorised trading limit. The main controls in place
prevent such an event, and detect it should it roa

» Front office control environment

» Reconciliation check carried out by the back office

» Position and results monitoring (market risk moniitg) carried out by the middle office

* Audit (periodically or random)

Any trade conducted is assumed to be in one afite fset of mutually exclusive states corresponding
to potential loss events, . Each of the implemented controls performs a clieak may change or

confirm (i.e. the state remains as before) theestditthe trade given its true state. We assign the
following definition to the loss event variables:

E,: State of trade when entered in the trading sy$tgthe traderC,
E,: Loss event discovered during reconciliation ché&gk
E,: Loss event discovered during market risk VaR khéz,

E,: Loss event discovered by audt,, or which has escaped the control system

The states assigned to each variable are:

E, ={Authorised, Accidental, lllegal Fame, lllegal frdu

E, ={Discovered, OK, Accidental, lllegal Famlllegal fraud}
E, ={Discovered, OK, Accidental, lllegal Fanlllegal fraud]
E, ={Discovered, OK, Acdiental, lllegal Fame, lllegal frau

The meaning of each of the states are as follows:
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e Authorised/Ok trade An authorised trade permitted and approved by agement
beforehand.

» Accidental unauthorised traddrades that are accidental due to mistakes byréuker,
i.e. trades that were not intended to be unauthdrad of course not intended to incur
losses for either the bank nor its clients

* lllegal Fame tradeUnauthorised trades with the intent to further ttader’s career, status
within the bank and/or size of bonuses. For thiegary of trades the trader intends to
make money for the bank and subsequently also geowienefits for himself. The
important aspect is that the trade is not intertdettirectly benefit the trader but indirectly
through providing success for the bank

» lllegal Fraud trade Unauthorised trades with the sole intent of biéingfthe perpetrator,
if the bank or anyone else suffers losses as dt iafstine trade is irrelevant as long as the
perpetrator makes money off the trade

» Discovered A trade of any unauthorised category is reveale@ control and is thus a
discovered unauthorised trade.

We could use only two states for the event variaBlg; Normal andUnauthorisedbut that will not

properly reflect the possible severity of the evéiikewise we distinguish between illegal fame and
fraud states because we are assuming differentitese and wish to assign different severity
distributions to them. Alternatively we could desithree individual models using the presented
methodology, each addressing one of the unsafe stades separately (i.e. accidental, fame andl frau
trades). Such an approach could potentially allogreater degree of tailoring the model to the
operational failure modes and influencing factoetevant specifically to a particular loss event.
However such an approach would also result in greabdel complexity and size.

The trade has a true loss event state when eritetkd trading system by the trader. ¥4t Othe loss
event state is unknown to us and as the trade gssgs through the controls process and checks are
performed the state of the trade may change taddiered” if an unauthorised trade is uncovered,
otherwise it will remain in the “OK” state as theade is assumed authorised. There is also a
possibility that an unauthorised trade will not discovered and continue to be in an “unknown”
unauthorised state and escape the control systeno@nmodel of the process. Such loss events
typically have higher severity and their impact falich later when subsequent frauds are discovered
and forensic analysis throws up unauthorised pastkes. We may also use escaped unauthorised
trades to assess the severity of loss where sg¥®dassumed dependent on the occurrence of pieviou
unauthorised trades, this will be addressed in rdetail in further research.

The described process can be modelled using ourNHBYoroach and the corresponding loss event
model is presented fRigure 3.
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£0 - Initial Trade E1- Trade at Reconciliation EZ - Trade at Market Risk E3- Trade at Audit Checlk
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FO Failure
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Failure
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Figure 3 DBN Loss event model for rogue trading proess

In Figure 3 each control is influenced by a series of opemat failure nodesO. , where each

operational failure influence the performance of on more controls. Here the operational failures a
particular to each control with the exception & tiperational failure “Active Disruption” (AD) whic

is shared by all of the controls, except the froffice. However since the controls normally are
separated from each other, different actions, dlidnees are needed by the trader to disable a

complete set of controls. Thus we have includedBmode, O,,, for each controlC, exceptC, .

Also the probability of active disruption in onentml is dependent on whether or not there has been
active disruption in the preceding control, assgnén trader that has successfully disrupted one
control is likely to attempt to disrupt the nexierte given active disruption in the back officer¢his

an increased probability of active disruption ie ttemaining controls. Such dependency is modelled

using dependency factord), . This is a useful feature and an important adgmntaf the BN
approach in that common causes of failure that umide the whole process can be accounted for. In
the case of “Active disruption” the dependency dast DOj , influencing controls failure include

failed segregation of duties (between front andkbaftice), fabricated input data (in the positions
monitoring), corrupted trade sampling (in the ayditcess) and alliances between staff, within and
out with, the institution. The fact that this op@raal failure affects all back office, middle afé and
audit controls means a rogue trader could negatedurce the effectiveness of all controls across th
board. Also, modelling the active disruption of ttofs as suggested enables the analyst to account f
the complexity in the deliberate acts to negateeduce the efficiency of controls. In contrasthwit
“Active Disruption” each of the other controls amdelled using causal factors, such as competence
failure, IT failure and position/pricing mistakes.

To illustrate how our approach works we have assigrrobability values to each of the causal factors
as well as the front office control , for two sceos, as shown inTable 1. The first scenario
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represents status quo on a trading floor whilst sheond represents the case where the control
environment in the front office has failed and &hisr active disruption in the back office.

Table 1: Failure probabilities for causal factors n two scenarios

Variable (true = “failed”) | Probabilities Probabilities
for scenario 1 | for scenario 2

p(C, =true) 0.01 1.0
P(Feg = true) 0.05 0.005
p(F,, =true) 0.01 0.001
p(F, = true) 0.05 1.0
p(F,, = true) 0.01 1.0
p(F, =true) 0.01 0.001
p(F.c =true) 0.05 0.005
p(F,e =true) 0.01 0.001
p(F,, =true) 0.01 0.001
P(Foe, =true) 0.01 0.001

For the dependency factors resulting in activeughgon in the middle office and the internal audit,
which are also dependent on previous active diism]ﬂ]‘)OAm | O, » the assigned probabilities are:

p(D,, =true|O,,, = false) = 0.001
p(D,, =true|O,p, =true) = 0.7
p(Dq =true|O,,, = false) = 0.001
p(Dg =true|O,,, =true) = 0.8
p(D,, =true|O,p; = false) = 0.001
p(D,; =true|O,p; =true) = 0.6
p(D.; =true|O,p, = falseg) = 0.001
P(Dq; =true|O,p; =true) = 0.6

Note that the probability of occurrence of the defmncy factors is assumed to increases dramatically
when there is active disruption in the precedingtics.

For the initial event stat&, | C,, the NPT is shown iffable 2. Notice that, when front office controls

are working the odds for illegal fame and fraudrggeare in the region of 1:1000 for illegal famelan
1:000000 for illegal fraud. This rises to 1:100 dntl0000 when controls have failed.
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Table 2: NPT probabilities for p(E,|GC,)

C, = false C, =true
E, = Authorised 0.9890011 0.96963763
E, = Accidental 0.00998991 0.009794319

E, = lllegal Fame 9.989911E-4 0.019588638

E, =lllegal Frauc | 9.989911E-§ 9.794319E-4

When we execute the DBN, inference is carried autath variables and marginal distributions
produced as shown Figure 4 for the first scenario.

EO - Initial Trade E1 - Trade at Reconciliation E2 - Trade at Market Risk E3 - Trade at Audit Check
Autharised {1] 98.88075% Discovered 0.95002% Discovered  0.06658% Discaverad] 0.01384%
) ok {I] 98.88075% ok I 99.87077%) k-] 99.93765%)
Accidental 0.9988% v
Accidental{ 0.11532% B accidental {0.05564% B Accidental{ 0.04328%
llegal Fame+ 0.11849% lagal Fame 0.01368% lliegal Fame{ 0.0066% llegal Fame- 0.00513%
lllegal Fraud 0.00197% [llegal Fraucd4 0.00023% lllegal Fraud{0.00011% lllzgal Fraud- 0.00008%
CO - Control Environment in C1- Reconciliation Check C2 - Market Risk Check C3 - Audit Check Failure
False 4= 99% False 4 88.45402% False | 88.17004% False 93.45695%
Trte 1% Tlue-}ﬂ 54538% True ]11 B2996% True ]6.54305%
VOl R TR
DperafionalFailure rr y Operational Failure ! Operational Failure
= |
FE'SE'] 8405% | / Fa\se-] 33.1095% ; False ]98 01%
] / )
AL i / True | 6.8905% “ Trug{1.99%
/
: ZT = ' AR
CE1- Competence T IT Failure | ; 1- Incorrect Market PC - Price Confirmation | | [cM - Communications
False {1 |95% Falseq | 59% : £ [FAse L False 98% I | False :]gg%
True 4 5% Trued 1% | / True{1% True4{1% | True {1%
/ |
| o |
T RADZ-Active ME - Inherent Model L CE2 . Competence
- AD3 - Active
False ]94 59499% False 95% False-:l 95%
False{ | 94.05% L -
True ] 5% False{ [95.3545% )
True { 5.30501% True1%
True{ 5.95% True{4.6455%
/7 =
CT -Corrupted
R - Shared A1- Alliances - ]gﬁ 7223%
i 95% ] 99% H - Fabricated Input A2 - Alliances A3 . Alliances S,
5% False ]951459:% 58.12085% 96 7223%
True | 4.85405% 1 B7905% 32777%

Figure 4 DBN Loss event model for rogue trading proess with
superimposed marginal probability distributions

From Figure 4 we obtain the loss event probabilities for scena, and these are listed Trable 3.
These loss probabilities give the probability thatingle trade will belong to that particular latsss.
From these we can calculate that the “escape” pitilyafor a loss, i.e. the probability the trade i
unauthorised and evades all of the controls is@9O0n scenario one and 0.0220233 in scenario 2

The probability of a trade being unauthorised afmstalered in scenario one is 0.0107074 and
0.008339 in scenario 2.
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Table 3: Loss event probabilities computed for twscenarios

Loss event| Probabilities Probabilities
for scenario 1 | for scenario 2

eldiscovered 0.0099002 0.0
egiscovered 0.0006688 0.0039578
egiscovered 0.0001384 0.0043812
e;\ccidema' 0.0004328 0.0071043
eglega'fame 0.0000513 0.0142086
eglega'fraud 0.0000009 0.0007104

5.2 The Loss Severity Model

Here we assume a trade volunw, of one million trades over a year and use thigraglict the total
Iosses,TqL, for each of the loss events. In our example thesisty distribution for each loss event,
SQL , is a left truncated Gaussian distribution witlgmaeters as listed ihable 4. Note that the mean

loss increases with the severity of loss as doewé#hniance. The assigned mean can be interpreted as
representing the expected loss from an unauthotiadé discovered at timg(or a trade that escapes
discovery) and the variance as a representationagrtainty related to the actual size of the loss.

Table 4: Parameters for loss severity distributiong$)

Loss severity| H o2

S o 100| 100,000
S gecoveed 200| 100,000
S gacoveres 500| 100,000
S gt 800| 1,000,000
S geoatane 1000| 1,000,000
Se‘l”ega”aud 5000| 1,000,000
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For unauthorised fame trades the marginal tota distribution,Tél”ega.fame, is shown inFigure 5. The

mean total losses are $65,549 and th® &8d 99.9 percentile values are $189,920 and $251,320
respectively.
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Figure 5 Marginal total loss distribution for unauthorised fame trades under scenario one, with
99" and 99.9" percentiles shown

5.3 The Aggregated Loss Model

Finally, we can calculate the marginal aggregates Idistribution, f (A), for each of our two

scenarios, using the dynamic discretization algoripreviously discussed. The resulting mean and
VaR summary statistics are shown Tiable 5. Clearly scenario two is substantially worsentha
scenario one, which is what we would of course ekjgeve have active disruption in the back office
and a failed control environment in the front offic

The aggregated marginal loss distributions for esadnario are shown iRigure 6 andFigure 7.
Note that each presents the characteristic longhape assumed of loss distributions of unexpected
operational losses.

Table 5: Mean and VaR statistics for scenarios ($)

Scenario Mean o8 99.d"
percentile | percentile

Scenario 1 3,798,400 9,973,100 14,073,000

Scenario 2 33,605,00068,650,000 92,095,000
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Figure 6 Marginal aggregate loss distribution for senario one,
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Figure 7 Marginal aggregate loss distribution for senario two,
with 99" and 99.9" percentiles superimpose

6. Concluding Remarks

This paper has described a new method for apphitirlirid Dynamic Bayesian Networks (HDBNS) to
model the operational risk to financial institutsoiWe describe a methodology for modelling finahcia
losses that result from intentional or accidentaéngés that can be characterised by complex
interactions of events and their ability to evadatmls and ultimately lead to increasingly severe
financial consequences. We have focused on moddlia causes and effects of loss events using a
Dynamic Bayesian Network model incorporating intéiens between failure modes and controls.

We have argued that Bayesian Networks are a nath@te and powerful method for modelling
operational problems and have presented a gerestajgproach using HDBNs. This paper shows that
the approach can successfully model dependenciesede events and processes in complex
environments evolving over time, and we have itlstd this using the financial trading process. We
present an example model containing causal fagteesned from a careful review of published rogue
trading events and use fictitious data to produxss Idistributions and VaR predictions for two
scenarios. Furthermore we show how our approacitonees the three major limitations arising from
the applications of BN technology by other researshapplicability, time dynamics and continuous
variables.
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We claim that BNs meet the requirements of the Baseord, (Basel 2006), for an Advanced
Measurement Approach (AMA) in providing an indivalumeasure of risk exposure using a
combination of expert knowledge, data and busiregssronment and internal control factors. In
addition the model has the potential for reflectibgvelopments in risk exposure as a result of
degraded or improved controls. Adopting a BN baspgroach should therefore lead to better
operational risk governance and provide a foundatay sound risk management with subsequent
reduction of regulatory capital charge. The BN apgh presented here strongly contrasts with a
purely statistical approach based on historicad ldata alone. We believe that traditional stagtic
analysis techniques will neither provide good prédns of future operational risk losses, nor pdevi

a mechanism for controlling and monitoring suchséss This latter goal is obviously of utmost
importance in practice.

This paper has also provided an introduction totBdhnology and algorithms and its contribution to
operational risk modelling. We show how a new stdtthe-art algorithm for HBNs, called dynamic
discretization, enables more sophisticated modgliimd analysis than can be supported using
previous generation of BN algorithms. For exampleh tools now suppolgarning from loss data in

a way that competes with techniques that have titHseen recognised as state of the art, such as
Monte Carlo Markov Chain (MCMC) (see Gelmah al 2004). The new approach also make it
relatively easy to model more complex dependertmidseen losses and severities than those covered
here including, time-based losses, time to resptime, to failure and complex mixture models.

In addition to applying the approach in practice, anticipate carrying out further research worthin
following areas:

» The current approach to modelling loss severitgds sufficiently explicit in two key areas.
Firstly the model does not define the type and sadfdosses, which in practice would include
penalty costs, rework costs, legal and reputatidosses. Secondly, in financial trading
unauthorised losses can have an upside risk, wh#resamodel assumes a downside risk only
i.e. the losses are unhedged.

* We have modelled the process as a discrete tinmgsavhere trade volume is assumed to be
a discrete measure. The applicability of Bayesiansions of continuous time processes,
where rate of occurrence rather than probabilityp@furrence is a key parameter, deserves
attention.

» Challenges in scaling up the presented model toeith@ complete array of risks faced by a
bank in a complete methodological approach alsasedtention. In order for the approach
suggested here to be applicable as a frameworlafoAMA model more comprehensive
models need to be constructed and validated.
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