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Abstract

Many organisations want to predict the number of defffatslts) in software
systems, before they are deployed, to gauge the likelyedeti quality and
maintenance effort. To help in this, numerous softwaetrics and statistical
models have been developed, with a correspondingly ldegatlire. We provide a
critical review of this literature and the state-of-the-bttst of the wide range of
prediction models use size and complexity metrics to prefdificts. Others are
based on testing data, the ‘quality’ of the developmentgssy or take a
multivariate approach. The authors of the models haven omade heroic
contributions to a subject otherwise bereft of empiratudies. However, there are
a number of serious theoretical and practical problemsnany studies. The
models are weak because of their inability to cope il as yet, unknown
relationship between defects and failures. There ardafuental statistical and
data quality problems that undermine model validity. Magmicantly many
prediction models tend to model only part of the underlgraplem and seriously
mis-specify it. To illustrate these points the ‘Goldkts Conjecture’, that there is
an optimum module size, is used to show the considerablteprs inherent in
current defect prediction approaches. Careful and consideragisis of past and
new results shows that the conjecture lacks support amtdstime models are
misleading. We recommend holistic models for softwarfeatleorediction, using
Bayesian Belief Networks, as alternative approachethaosingle-issue models
used at present. We also argue for research into a ythafor'software
decomposition’ in order to test hypotheses about defegcbduction and help
construct a better science of software engineering.

Key Words: software faults and failures, defects, complexity rostrifault-
density, Bayesian Belief Networks

1. Introduction

Organisations are still asking how they can predictqinaity of their softwardeforeit is used despite the
substantial research effort spent attempting to findreswer to this question over the last 30 years. There a
many papers advocating statistical models and metrioshwhirport to answer the quality question. Defects,
like quality, can be defined in many different ways but arore commonly defined as deviations from
specifications or expectations which might lead to fadun operation.

Generally, efforts have tended to concentrate orfioltaving three problem perspectives [1,2,3]:
» predicting the number of defects in the system;
» estimating the reliability of the system in termgiofe to failure;
» understanding the impact of design and testing processesenh @mints and failure densities.

A wide range of prediction models have been proposed. Cgityplnd size metrics have been used in an
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attempt to predict the number of defects a system wewbal in operation or testing. Reliability models have
been developed to predict failure rates based on the edpeptrational usage profile of the system.
Information from defect detection and the testing prodess been used to predict defects. The maturity of
design and testing processes have been advanced as wesducihg defects. Recently large complex
multivariate statistical models have been produced iateempt to find a single complexity metric that will
account for defects.

This paper provides aritical review of this literature with the purpose of identifyi future avenues of
research. We cover complexity and size metrics (Se@)o the testing process (Section 3), the design and
development process (Section 4) and recent multivatiadées (Section 5). For a comprehensive discussion of
reliability models, see [4]. We uncover a number ofbth8cal and practical problems in these studies in
Section 6, in particular the so-called ‘Goldilock’s Catjee’.

Despite the many efforts to predict defects there appedrs little consensus on what the constituent elésne
of the problem really are. In Section 7 we suggest a toaynprove the defect prediction situation by
describing a prototype, Bayesian Belief Network (BBN3duh model which we feel can at least partly solve
the problems identified. Finally, in Section 8 we recour conclusions.

2. Prediction using size and complexity metrics

Most defect prediction studies are based on size and cdibgpieetrics. The earliest such study appears to
have been Akiyama’s, [5], which was based on a systeweloped at Fujitsu, Japan. It is typical of many
regression based ‘data fitting’ models which became camrphace in the literature. The study showed that
linear models of some simple metrics provide reasonesfienates for the total number of defebtgthe
dependent variable) which is actually defined as the dutheodefects found during testing and the defects
found during two months after release. Akiyama computedrémgnession equations.

The equation (1) involving lines of cotle(LOC) was so that, for example, a 1000 LOC (i.e. 1 KL@®ylule
is expected to have about 23 defects:

D =486+001¢EL (1)

Other equations had the following dependent metrics: NumibdecisionsC; Number of subroutine cally
and a composite metre+J.

Another early study by Ferdinand, [6], argued that the eedeuimber of defects increases with the number
of code segments; a code segment is a sequence of exeatttbments which, once entered, must all be
executed. Specifically the theory asserts that for lsmalumbers of segments, the number of defects is
proportional to a power af; for larger numbers of segments, the number of defiecteases as a constant to
the powem.

Halstead, [7], proposed a number of size metrics, whale been interpreted as ‘complexity’ metrics, and
used these as predictors of program defects. Most notddilstead asserted that the number of defedts a
programP is predicted by (2):

Vv

D=_—— @

3000
whereV is the (language dependent) volume metric (which likehallHalstead metrics is defined in terms of
number of unique operators and unique operandy fior details see [8]). The divisor 3000 represents the
mean number of mental discriminations between dedsmade by the programmer. Each such decision
possibly results in error and thereby a residual deféuais, Halstead's model was, unlike Akiyama's, based on
some kind of theory. Interestingly, Halstead himsetlitlated" (1) using Akiyama's data. Ottenstein, [9],
obtained similar results to Halstead.

Lipow, [10] went much further, because he got round the emoldf computingv directly in (3), by using
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lines of executable codeinstead. Specifically, he used the Halstead theorgrpate a series of equations of
the form:

%:Aﬁﬁln L+ Aln® L ©)

where each of thé, are dependent on the average number of usages of operadooperands per LOC for a
particular language. For example, for Fortran= 0.0047;A, = 0.0023;A, = 0.000043. For an assembly
language®, = 0.0012;A, = 0.0001;A, = 0.000002.

Gaffney, [11], argued that the relationship betwBeandL was not language dependent. He used Lipow's
own data to deduce the prediction (4):

4
D=42+0001%L)3 4)

An interesting ramification of this was that therasnan optimal size for individual modules with respect to
defect density. For (4) this optimum module size is 877 L@@nerous other researchers have since reported
on optimal module sizes. For example, [12] of UNISYS deribee following polynomial regression equation:

D =0.069+ 000156 + 000000047}  (5)

Based on (5) and further analysis Compton and Withrowladed that the optimum size for an Ada module,
with respect to minimising error density is 83 sourcéestants. They dubbed this the ‘Goldilocks Principle’
with the idea that there is an optimum module sizeighatot too big nor too small”.

The phenomenon that larger modules can have lower didasities was confirmed in [13, 14, 15]. Basili
and Perricone argued that this may be explained by théhfaicthere are a large number of interface defects
distributed evenly across modules. Moller and Paulish sueghjsat larger modules tend to be developed more
carefully; they discovered that modules consisting oftgrethan seventy lines of code have similar defect
densities. For modules of size less than seventy tihesde, the defect density increases significantly.

Similar experiences are reported by [16, 17]. Hatton exalreneumber of data sets, [15,18], and concluded
that there was evidence of ‘macroscopic behaviour’'msom to all data sets despite the massive internal
complexity of each system studied, [19]. This behaviour Mamned to ‘molecules’ in a gas and used to
conjecture an entropy model for defects which alsodvad from ideas in cognitive psychology. Assuming the
short-term memory affects the rate of human errodéneloped a logarithmic model, made up of two parts,
and fitted it to the data sétsThe first part modelled the effects of small moduleslwort-term memory, while
the second modelled the effects of large modules. Hetedshat, for module sizes above 200-400 lines of
code, the human ‘memory cache’ overflows and mistalesade leading to defects. For systems decomposed
into smaller pieces than this cache limit the humamory cache is used inefficiently storing ‘links’ beéme
the modules thus also leading to more defects. He concthdedarger components are proportionally more
reliable than smaller components. Clearly this woifldrue, cast serious doubt over the theory of program
decomposition which is so central to software enginger

The realisation that size-based metrics alone are geweral predictors of defect density spurred on much
research into more discriminating complexity metriceQdbe's cyclomatic complexity, [20], has been used in
many studies, but it too is essentially a size meataiag equal to the number of decisions plus one in most
programs). Kitchenham et al, [21], examined the relalignbetween the changes experienced by two sub-
systems and a number of metrics, including McCabe'san&wvo different regression equations resulted (6),

(7):

! There is nothing new here since Halstead [3] wasobttee first to apply Miller’s finding that people can

only effectively recall 7 plus or minus 2 items fromittehort-term memory. Likewise the construction of a
partitioned model contrasting ‘small’ module effects anlts and ‘large’ module effects on faults was done by
Compton and Withrow in 1990 [7].
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C=004zMCI -0.07EN + 00000HE (6)
C=025MCI -053DI + 009vVG 7)

For the first sub-system chang€s,was found to be reasonably dependent on machine cstdecitions MCI,
operator and operand totalbl, and Halstead's effort metri¢jE. For the other sub-system McCabe's
complexity metric,VG was found to partially explai® along with machine code instructio®dCl and data
items,DI.

All of the metrics discussed so far are defined on cétere are now a large number of metrics available
earlier in the life-cycle, most of which have be#aimed by their proponents to have some predictive gower
with respect to residual defect density. For exampleethewve been numerous attempts to define metrics
which can be extracted from design documents using couritetefeen module complexity’ such as call
statements and data flows; the most well known arenibieics in [22]. Ohlsson and Alberg, [23], reported on
a study at Ericsson where metrics derived automatifralty design documents were used to predict especially
fault-prone modules prior to testing. Recently, thereehaaen several attempts, such as [24, 25], to define
metrics on object-oriented designs.

The advent and widespread use of Albrecht Function P@Rs) raises the possibility of defect density

predictions based on a metric which can be extractdteatpecification stage. There is widespread belief that
FPs are a better (one-dimensional) size metric L@@; in theory at least they get round the problemaak

of uniformity and they are also language independent. Yéady see defect density defined in terms of defects
per FP, and empirical studies are emerging that seem tikély the basis for predictive models. For example,
in Table 1, [26] reports the following bench-marking stusyortedly based on large amounts of data from
different commercial sources.

Defect Origins Defects per
Function Point
Requirements 1.00
Design 1.25
Coding 1.75
Documentation 0.60
Bad Fixes 0.40
Total 5.00

Table 1: Defects per life-cycle phase

3. Prediction using testing metrics

Some of the most promising local models for predictirsidieal defects involve very careful collection of data
about defects discovered during early inspection and teptiages. The idea is very simple: you have
pre-defined phases at which you collect dital the defect rate. Suppose phasepresents the period of the
first 6 months of the product in the field, so thais the rate of defects found within that period. To puted)

at phasen-1 (which might be integration testing) you look at theuatsequence,,...,d,., and compare this
with profiles of similar, previous products, and use gfasisextrapolation techniques. With enough data it is
possible to get accurate predictiongdpbased on observed],...,d, wherem s less tham-1. This method is
an important feature of the Japanese software faafgpgoach [27, 28, 29]. Extremely accurate predictions are
claimed (usually within 95% confidence limits) due to digbof the development and testing environment
and the extent of data-collection. It appears that BM NASA Space shuttle team is achieving similarly
accurate predictions based on the same kind of approach [18].
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In the absence of an extensive local database ith@mgpossible to use published bench-marking data to help
with this kind of prediction. Dyer, [30], and Humphrey, [3&@ntain a lot of this kind of data. Buck and
Robbins, [32], report on some remarkably consistentctiefensity values during different review and testing
stages across different types of software projectBMt For example, for new code developed the number of
defects per KLOC discovered with Fagan inspectionsesettl a number between 8 and 12. There is no such
consistency for old code. Also the number of man-hepent on the inspection process per major defect is
always between 3 and 5. The authors speculate that, despiteunsubstantiated with data, these values form
‘natural numbers of programming’, believing that theg @mherent to the programming process itself. Also
useful (providing you are aware of the kind of limitatiatiscussed in [33]) is the kind of data published by
[34] in the Table 2:

Testing Type Defects
found per
hour
Regular use 0.210
Black-box 0.282
White-box 0.322
Reading/Inspections 1.057

Table 2: Defects found per testing approach

One class of testing metrics that appear to be quiteigirgnfor predicting defects are the so called test
coverage measures. A structural testing strategy spettifésve have to select enough test cases so that eac
of a set of "objects" in a program lie on some path @re ‘covered’) in at least on test case. For el@m
statement coverage is a structural testing strategyhichwthe "objects" are the statements. For a given
strategy and a given set of test cases we can askpwidrtion of coverage has been achieved. The resulting
metric is defined as the Test Effectiveness RatER)Twith respect to that strategy. For example TERhas t
TER for statement coverage; TER2 is the TER for bWiacmverage; and TER3 is the TER for Linear Code
Sequence and Jump coverage. Clearly we might expect the mofmbiscovered defects to approach the
number of defects actually in the program as the valiigseee TER metrics increases. Veevers and Marshall,
[35], report on some defect and reliability prediction n@desing these metrics which give quite promising
results. Interestingly Neil, [36], reported that the moslulith high structural complexity metric values had a
significantly lower TER than smaller modules. This suppour intuition that testing larger modules is more
difficult and that such modules would appear more likely tdaio undetected defects.

Voas and Miller use static analysis of programs toeminje the presence or absence of defects befonegtesti
has taken place, [37]. Their method relies on a notfopragram testability which seeks to determine how
likely a program will fail assumingit contains defects. Some programs will contain deftétéd may be
difficult to discover by testing by virtue of their stture and organisation. Such programs have a low defect
revealing potential and may therefore hide defects timéy show themselves as failures during operation.
Voas and Miller use program mutation analysis to simulateconditions that would cause a defect to reveal
itself as a failure if a defect was indeed present. riisdly if program testability could be estimated before
testing takes place the estimates could help predict ftogeams that would reveal less defects during testing
even if they contained defects. Bertolino and Strigj88], provide an alternative exposition of testability
measurement and its relation to testing, debugging anditigfiassessment.

4. Prediction using process quality data

There are many experts who argue that the ‘quality’ @tiévelopment process is the best predictor of product
quality (and hence, by default, of residual defect densit)s issue, and the problems surrounding it, is
discussed extensively in [38]. There is a dearth of engpier@dence linking process quality to product quality.
The simplest metric of process quality is the 5-levelimal scale SEI Capability Maturity Model (CMM)
ranking. Despite its widespread popularity, there was uaténtly no evidence to show that l¢mell)
companies generally deliver products with lower residuaaiefensity than levigl) companies. The Diaz and
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Sligo study, [39], provides the first promising empirical supfmrthis widely held assumption.

Clearly the strict 1-5 ranking, as prescribed by the GHEM, is too coarse to be used directly for defect
prediction since not all of the processes covered &YCiMM will relate to software quality. The best aghle
evidence relating particular process methods to defecttgenscerns the Cleanroom method [30]. There is
independent validation that, for relatively small prtgeess than 30 KLOC), the use of Cleanroom results in
approximately 3 errors per KLOC during statistical testicgmpared with traditional development
post-delivery defect densities of between 5 to 10 defectKp@®C. Also, Capers Jones hypothesises quality
targets expressed in ‘defect potentials’ and ‘delivered t&fler different CMM levels, as shown in Table 3,
[40].

SEI CMM Levels Defect Potentials Removal Efficiency Déavered Defects

1 5 85% 0.75
2 4 89% 0.44
3 3 91% 0.27
4 2 93% 0.14
5 1 95% 0.05

Table 3: Relationship between CMM levels and deliveredefects

5. Multivariate approaches

There have been many attempts to develop multi-liregnession models based on multiple metrics. If there is
a consensus of sorts about such approaches it is éhatthracy of the predictions is never significantlysgo
when the metrics set is reduced to a handful (say 3-érréiihn 30), [41]; a major reason for this is that many
of the metrics are collinear; that is they captueghme underlying attributé so the reduced set of metrics
has the same information content, [42]. Thus, much viark concentrated on how to select those small
number of metrics which are somehow the most powarfdfor representative. Principal Component Analysis
(see [43)) is used in some of the studies to reduce thendiomality of many related metrics to a smallerafet
‘principal components’, whilst retaining most of theiation observed in the original metrics.

For example, [42] discovered that 38 metrics, collected romnal 1000 modules, could be reduced to 6
orthogonal dimensions that account for 90% of the vait\abThe most important dimensions; size, nesting
and prime were then used to develop an equation to disatienivetween low and high maintainability
modules.

Munson and Khoshgoftaar in various papers, [41, 43, 44],usailarstechnique, Factor Analysis, to reduce
the dimensionality to a number of "independent” factblese factors are then labelled so as to reprdsent t
‘true’ underlying dimension being measured, such as cooblme and modularity. In [43] they used factor
analytic variables to help fit regression models tauanber of error data sets, including Akiyama's [5]. This
helped to get over the inherent regression analysidgmnstpresented by multicollinearity in metrics data.

Munson and Khoshgoftaar have advanced the multivariateagpto calculate a ‘relative complexity metric'.
This metric is calculated using the magnitude of varigtitom each of the factor analysis dimensions as th
input weights in a weighted sum. In this way a single iméttegrates all of the information contained in a
large number of metrics. This is seen to offer mataatages of using a univariate decision criterion such as
McCabe's metric [44].

6. A critique of current approaches to defect prediction

Despite the heroic contributions made by the authop@fious empirical studies, serious flaws remain and
have detrimentally influenced our models for defect primlictOf course, such weaknesses exist in all
scientific endeavours but if we are to improve scienténquiry in software engineering we must first
recognise past mistakes before suggesting ways forward.
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The key issues affecting the software engineering contyisirfiistorical research direction, with respect to
defect prediction, are:

» the unknown relationship between defects and failuregi(®es.1);

» problems with the ‘multivariate’ statistical approa8e¢tion 6.2);

» problems of using size and complexity metrics as sol@igi@s’ of defects (Section 6.3);
» problems in statistical methodology and data quality {@e&.4).

» false claims about software decomposition and the ‘@ulkls Conjecture’ (Section 6.5).

6.1 The Unknown Relationship between Defects and Failures

There is considerable disagreement about the definibbriefects, errors, faults and failures. In different
studies defect counts refer to:

» post-release defects;

+ the total of "known" defects;

» the set of defects discovered after some arbitrarg fpa@nt in the software life-cycle (e.g. after unit
testing).

The terminology differs widely between studies; defete,rdefect density and failure rate are used almost
interchangeably. It can also be difficult to tell whest a model is predicting discovered defects or residual
defects. Because of these problems (which are discussatsizely in [45]) we have to be extremely careful
about the way we interpret published predictive models.

Apart from these problems of terminology and definitible most serious weakness of any prediction of
residual defects or defect density concerns the wealofedefect count itself as a measure of software
reliability?. Even if we knew exactly the number of residual defectsur system we have to be extremely
wary about making definitive statements about how tiséesy will operate in practice. The reasons for this
appear to be:

« Difficulty of determining in advance the seriousness afefect; few of the empirical studies attempt
to distinguish different classes of defects;

+ Great variability in the way systems are used by wdffe users, resulting in wide variations of
operational profiles. It is thus difficult to predict whiaefects are likely to lead to failures (or to
commonly occurring failures).

The latter point is particularly serious and has beghlighted dramatically by [46]. Adams examined data
from nine large software products, each with many thuisaf years of logged use world-wide. He charted
the relationship between detected defects and theirfestation as failures. For example, 33% of all defects
led to failures with a mean time to failure greatemt5800 years. In practical terms, this means that such
defects will almost never manifest themselves darfss. Conversely, the proportion of defects which ted t
mean time to failure of less than 50 years was verllgaround 2%). However, it is these defects whigh ar
the important ones to find, since these are the @rgsh eventually exhibit themselves as failures to a
significant number of users. Thus, Adams' data demonsttia¢ePareto principle: a very small proportion of
the defects in a system will lead to almost all theeoved failures in a given period of time; conversalgst
defects in a system are benign in the sense thheieame given period of time they will not lead toufags.

It follows that finding (and removing) large numbers ofedts may not necessarily lead to improved
reliability. It also follows that a very accuratesidual defect density prediction may be a very poor predifto
operational reliability, as has been observed in m&a47]. This means we should be very wary of atterpts
equate fault densities with failure rates, as propose@Xample by Capers Jones (Table 4, cited in [48]).
Although highly attractive in principle, such a model deesstand up to empirical validation.

2 Here we use the ‘technical’ concept of reliabilitgfined as mean time to failure or probability of fadlan
demand, in contrast to the ‘looser’ concept of relighivith its emphasis on defects.
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F/IKLOC MTTF
> 30 1 minute
20 -30 4-5 minutes
5-10 1 hour
2-5 several hours
1-2 24 hours
05-1 1 month

Table 4: Defects density (F/KLOC) Vs MTTF

Defect counts cannot be used to predict reliability bseadespite its usefulness from a system developer’s
point of view, it does not measure the quality of thetesy as the user is likely to experience it. The pramoti

of defect counts as a measure of ‘general quality’ isefbee misleading. Reliability prediction should
therefore be viewed as complementary to defect dgmstiction.

6.2 Problems with the multivariate approach

Applying multivariate techniques, like factor analysis, duces metrics which cannot be easily or directly
interpretable in terms of program features. For examipld43] a factor dimension metrigontrol, was
calculated by the weighted sum (8):

control= g HNK+ 3 PRG- a B aV@ a MME a Error a HNP ,a LOGg)

where thea's are derived from factor analysldNK was Henry and Kafura's information flow complexity
metric, PRCis a count of the number of procedures, E is Halstedfd's metric,VG is McCabe's complexity
metric, MMC is Harrison's complexity metric andC is lines of code. Although this equation might help to
avoid multicollinearity it is hard to see how you migllvise a programmer or designer on how to re-design
the programs to achieve a "bett&dntrol metric value for a given module. Likewise the effectswth a
change in moduleontrol on defects is less than clear.

These problems are compounded in the search for an tdtiorarelative complexity metric [43]. The
simplicity of such a single number seems deceptively aippehlit the principles of measurement are based on
identifying differing well-defined attributes with singleasdard measures [45]. Although there is a clear role
for data reduction and analysis techniques, such as facadysis, this should not be confused or used instead
of measurement theory. For example, statement countreasdof code are highly correlated because programs
with more lines of code typically have a higher numifestatements. This does not mean thatithesize of
programs is some combination of the two metrics. Aremsuitable explanation would be that both are
alternative measures of the same attribute. AfteCatitigrade and Fahrenheit are highly correlated measures
of temperature. Meteorologists have agreed a convetttiose one of these as a standard in weather forecasts
In the USA temperature is most often quoted as Fahrewhdst in the UK it is quoted as Centigrade. They
do not take a weighted sum of both temperature measurées.pdimt lends support to the need to define
meaningful and standard measures for specific attributesrréhan searching for a single metric using the
multivariate approach.

6.3 Problems in using size and complexity metrics to predt defects

A discussion of the theoretical and empirical problernith wiany of the individual metrics discussed above
may be found in [45]. There are as many empirical stydiss for example, [49, 50, 51]) refuting the models
based on Halstead, and McCabe as there are studiedatialf them. Moreover, some of the latter are
seriously flawed. Here we concentrate entirely oir thee within models used to predict defects.

The majority of size and complexity models assume agstt-éorward relationship with defects — defects are
a function of size or defects are caused by program caityplBespite the reported high correlations between
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design complexity and defects the relationship is claantya straight-forward one. It is clear that it ig no
entirely causal because if it were we couldn’t explamphesence of defects introduced when the requirements
are defined. It is wrong to mistake correlation for edias. An analogy would be the significant positive
correlation between 1Q and height in children. It wdodddangerous to predict IQ from height because height
doesn'tcausehigh 1Q; the underlying causal factor is physical andtalematuration. There are a number of
interesting observations about the way complexity roetire used to predict defect counts:

» the models ignore the causal effects of programmers asidnées. After all it is they who
introduce the defects so any attribution for faulty amdest finally rest with individual(s);

» overly complex programs are themselves a consequence oof design ability or problem
difficulty. Difficult problems might demand complex solutioasd novice programmers might
produce ‘spaghetti code’;

» defects may be introduced at the design stage becauseafahcomplexity of the designs already
produced. Clerical errors and mistakes will be commitmhbise the existing design is difficult to
comprehend. Defects of this type are ‘inconsistentiesveen design modules and can be thought
of as quite distinct from requirements defects.

6.4 Problems in data quality and statistical methodology

The weight given to knowledge obtained by empirical measts on the quality of the data collected and the
degree of rigour employed in analysing this data. Probleragher data quality or analysis may be enough to
make the resulting conclusions invalid. Unfortunately satafect prediction studies have suffered from such
problems. These problems are caused, in the main,l&dgkaof attention to the assumptions necessary for
successful use of a particular statistical technique.rGméous problems include the lack of distinction made
between model fitting and model prediction and the unjestifemoval of data points or mis-use of averaged
data.

The ability to replicate results is a key componentanf empirical discipline. In software development

different findings from diverse experiments could be exptaimethe fact that different, perhaps uncontrolled,

processes were used on different projects. Comparability case studies might be better achieved if the
processes used during development were documented, alongstiitiates of the extent to which they were

actually followed.

6.4.1 Multicollinearity

Multicollinearity is the most common methodological ldeon encountered in the literature. Multi-collinearity
is present when a number of predictor variables arelhhigbsitively or negatively correlated. Linear
regression depends on the assumption of zero correlsgtoreen predictor variables, [52]. The consequences
of multicollinearity are many fold; it causes unstatiefficients, misleading statistical tests and unexpected
coefficient signs. For example, one of the equatiof2ih(9):

C=0.04zMCI -0.07EN + 00000HE 9)

shows clear signs of multicollinearity. If we examihe equation coefficients we can see that an incriease
the operator and operand tothl, should result in an increase in changesll things being equal. This is
clearly counter-intuitive. In fact analysis of the alaeveals that machine code instructidvi€l, operand and
operator countN, and Halstead's Effort metri¢jE, are all highly correlated [42]. This type of problem
appears to be common in the software metrics litegetnd some recent studies appear to have fallen viatim t
the multicollinearity problem [12, 53].

Collinearity between variables has also been detesiea number of studies that reported a negative
correlation between defect density and module size.riResg reports that, since there must be a negative
correlation between X, size, and 1/X it follows thia¢ correlation between X and Y/X (defects/size) niest
negative whenever defects are growing at most linewtly size [54]. Studies which have postulated such a
linear relationship are more than likely to have detbmegative correlation, and therefore concluded that
large modules have smaller defect densities, becaules girbperty of arithmetic.
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6.4.2 Factor analysis Vs principal components analysis

The use of factor analysis and principal componentsysisadolves the multicollinearity problem by creating
new orthogonal factors or principal component dimensi¢43]. Unfortunately the application of factor
analysis assumes the errors are Gaussian, whereasofgS]that most software metrics data is non-Gaussian
Principal components analysis can be used instead tir fanalysis because it does not rely on any
distributional assumptions, but will on many occasionsdpce results broadly in agreement with factor
analysis. This makes the distinction a minor onephetthat needs to be considered.

6.4.3 Fitting models Vs predicting data

Regression modelling approaches are typically concerndd fitting models to data rather than predicting
data. Regression analysis typically finds the least-sgudit to the data and the goodness of this fit
demonstrates how well the model expldistorical data. However a truly successful model is one which can
predict the number of defects discovered iruaknownmodule. Furthermore this must be a module not used
in the derivation of the model. Unfortunately, perhapsalise of the shortage of data, some researchers have
tended to use their data to fit the model without beirlg Bibtest the resultant model out on a new data set.
See, for example, [5, 12, 16].

6.4.4 Removing data points

In standard statistical practice there should normadlystrong theoretical or practical justification for
removing data points during analysis. Recording and trguimsri errors are often an acceptable reason.
Unfortunately, it is often difficult to tell from publ®d papers whether any data points have been removed
before analysis, and if they have, the reasons Wme notable case is Compton and Withrow, [12], who
reported removing a large number of data points from miadysis because they represented modules that had
experienced zero defects. Such action is surprising in efewe conjecture they wished to test; that defects
were minimised around an optimum size for Ada. If theonitgj of smaller modules had zero defects, as it
appears, then we cannot accept Compton and Withrowdusions about the ‘Goldilock’s Conjecture’.

6.4.5 Using ‘averaged’ data

We believe that the use of ‘averaged’ data in anahglser than the original data prejudices many studies.
The study in [19] uses graphs, apparently derived from tlggnali NASA-Goddard data, plotting ‘average
size in statements’ against ‘number of defects’ orédeflensity’. Analysis of averages are one step rethove
from the original data and it raises a number of issUsig averages reduces the amount of information
available to test the conjecture under study and anylusiaos will be correspondingly weaker. The classic
study in [13] used average fault density of grouped data in ahahysuggested a trend that was not supported
by the raw data. The use of averages may be a prasagadround the common problem where defect data is
collected at a higher level, perhaps at the systemulmisystem level, than is ideal; defects recorded against
individual modules or procedures. As a consequence data iamalyst match defect data on systems against
statement counts automatically collected at the moeéukd.I There may be some modules within a sub-system
that are over penalised when others keep the averagddigluse the other modules in that sub-system have
more defects or vice-versa. Thus, we cannot completedy any defect data collected in this way.

Mis-use of averages has occurred in one other forr@aliney’'s paper, [11], the rule for optimal module size
was derived on the assumption that to calculate thertataber of defects in a system we could use the same
model as had been derived using module defect counts. The detled at the module level is shown by
equation (4) and can be extended to count the total DéfeatsystemD+, based or;, (9). The total number

of modules in the system is denoted\by

N N
D; =YD, =4.2N + 0001 (L, )*° )
i=1 i=1

Gaffney assumes that the average module size can beausattulate the total defect count and also the
optimum module size for any system, using equation (10):
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N 4/3

>

D, =4.2N + Q0015\| = — (10)
T N

However we can see that equations (9) and (10) are notaéepti. The use of equation (10) mistakenly
assumes the power of a sum is equal to a sum of powers.

6.5 The ‘Goldilock’s Conjecture’

The results of inaccurate modelling and inference isgmrhmost evident in the debate that surrounds the
‘Goldilock’s Conjecture’ discussed in Section 2 — the idea# there is an optimum module size that is “not
too big nor too small”. Hatton, [19], claims that thes ‘compelling empirical evidence from disparate
sources to suggest that in any software system, larger components aretiprgblgr more reliable than
smaller componerits

If these results were generally true the implicatifmmssoftware engineering would be very serious indeed. It
would mean that program decomposition as a way of sopiiolgjems simply did not work. Virtually all of the
work done in software engineering extending from fundamematepts, like modularity and information-
hiding, to methods, like object-oriented and structured desmrd be suspect because all of them rely on
some notion of decomposition. If decomposition doesptkvihen there would be no good reason for doing it.

Claims with such serious consequences as these depenial sittention. We must ask whether the data and
knowledge exists to support them. These are clear criterifathe data exist to refute the conjecture that large
modules are ‘better’ and if we have a sensible explamddir this result then a claim will stand. Our anislys
shows that, using these criteria, these claims caouroéntly stand. In the studies that support the congectur
we found the following problems:

* none define ‘module’ in such a way as to make compagsooss data sets possible;

» none explicitly compare different approaches to structuaimdyjdecomposing designs;

» the data analysis or quality of the data used could not dughygoresults claimed;

» a number of factors exist that could partly explain tiselts which these studies have neglected to
examine.

Additionally, there are other data sets which do nawshny clear relationships between module size and
defect density;

If we examine the various results we can divide them tintee main classes. The first class contains mpdel
exemplified by graph (A) in Figure 1, that shows how deflegtsity falls as module size increases. Models
such as these have been produced by Akiyama, Gaffneyamsild &1d Pericone. The second class of models,
exemplified by (B) in Figure 1, differ from the first besa they show the Goldilock’s principle at work. Here
defect density rises as modules get bigger in size. Titak dlass, exemplified by (C) in Figure 1, shows no
discernible pattern whatsoever. Here the relationsbipreen defect density and module size appears random
O no meaningful curvilinear models could be fitted to thia ca all.

11



V10.0

Defedt Defedt Defedt
Drensity Drensity Drensity
E 3 -+ F
" Y
:
vize ’ Gize i Size !
(A) ®B) ©
Alkdvarra (19713 Ioeller and Paulish (1993) Mel (19923
Basili and Perricome (1984) Corrpton and Withrow (19903 Fenton and Ohlsson {1997)
Gaffhey (1984) Hatton (1997

Figure 1 - Three Classes of Defect Density Results

The third class of results show the typical data patterm a number of very large industrial systems. One
data set was collected at the Tandem Corporation andreg@sted in, [56]. The Tandem data was
subsequently analysed by Neil in 1992, [42], using the princimaponents technique to produce a 'combined
measure’ of different size measures, such as decisiontoThis principal component statistic was then
plotted against the number of changes made to the systelmles (these were predominantly changes made to
fix defects). This defect data was standardised accordingrtoal statistical practice. A polynomial regression
curve was fitted to the data in order to determine wdrethere was significant non-linear effects of sine
defect density. The results were published and are reprotecedn Figure 2.
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Figure 2 - Tandem data defects counts Vs size 'principabmponent’

Despite some parameters of the polynomial curve bemtgstitally significant it is obvious that there is n
discernible relationship between defect counts and mailzeein the Tandem data set. Many small modules
experienced no defects at all and the fitted polynomialecwould be useless for prediction. This data clearly
refutes the simplistic assumptions typified by classgAdl (B) modeld] these models couldn’t explain the
Tandem data nor accurately predict the defect densitysrafubese Tandem modules. A similar analysis and
result is presented in [47].

We conclude that the relationship between defects aodlle size is too complex, in general, to admit to

straightforward curve fitting models. These results floeeecontradict the idea that there is a general law
linking defect density and software component size as siagbles the ‘Goldilock’s Conjecture’.

7. Predicting Defects using BBNs
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It follows from our analysis in Section 6 that the sigjige that defects can be predicted by complexity or size
measures alone presents only a skewed picture. The nwhbefects discovered is clearly related to the

amount of testing performed, as discussed above. A progtaoh aas never been tested, or used for that
matter, will have a zero defect count, even thoughkdisplexity may be very high. Moreover, we can assume
the test effectiveness of complex programs is relatil@b, [37], and such programs could be expected to
exhibit a lower number of defects per line of code duregging because they ‘hide’ defects more effectively.

This could explain many of the empirical results thagéarmodules have lower defect densities. Therefore,
from what we know of testability, we could conclude theige modules contained many residual defects,
rather than concluding that large modules were morebtel{mand by implication that software decomposition

is wrong).

Clearly all of the problems described in Section 6revtegoing to be solved easily. However, we believe tha
modelling the complexities of software development using pr@babilistic techniques presents a positive way
forward. These methods, called Bayesian Belief Netw(BBNs), allow us to express complex inter-relations
within the model at a level of uncertainty commensuraith the problem. In this section we first provide a
overview of BBNs (Section 7.1) and describe the matimafor the particular BBN example used in defects
prediction (Section 7.2). In Section 7.3 we describe tiead BBN.

7.1 An overview of BBNs

Bayesian Belief Networks (also known as Belief NetsorCausal Probabilistic Networks, Causal Nets,
Graphical Probability Networks, Probabilistic Causée&f Models, and Probabilistic Influence Diagrams)
have attracted much recent attention as a possiblgicsolfor the problems of decision support under
uncertainty. Although the underlying theory (Bayesian gbiliy) has been around for a long time, the
possibility of building and executing realistic models baky been made possible because of recent algorithms
and software tools that implement them [57]. To date 8Bbve proven useful in practical applications such
as medical diagnosis and diagnosis of mechanical faillresir most celebrated recent use has been by
Microsoft where BBNs underlie the help wizards in Msofh Office; also the ‘intelligent’ printer fault
diagnostic system which you can run when you log ontaddaft's web site is in fact a BBN which, as a
result of the problem symptoms you enter, identifiestiost likely fault.

A BBN is a graphical network that represents probaldlistlationships among variables. BBNs enable
reasoning under uncertainty and combine the advantagas wftuitive visual representation with a sound
mathematical basis in Bayesian probability. With BBNM is possible to articulate expert beliefs about the
dependencies between different variables and to propagatstently the impact of evidence on the
probabilities of uncertain outcomes, such as ‘futureesysteliability’. BBNs allow an injection of sciefit
rigour when the probability distributions associated wiifividual nodes are simply ‘expert opinions’.

A BBN is a special type of diagram (called a graph) togethih an associated set of probability tables. The
graph is made up of nodes and arcs where the nodes represmmtain variables and the arcs the
causal/relevance relationships between the variabliggire 3 shows a BBN for an example ‘reliability
prediction’ problem. The nodes represent discrete oliraamis variables, for example, the node ‘use of IEC
1508’ (the standard) is discrete having two values ‘yes’ ‘any whereas the node ‘reliability’ might be
continuous (such as the probability of failure). Thesampresent causal/influential relationships between
variables. For example, software reliability is defiroy the number of (latent) faults and the operationadj@s
(frequency with which faults may be triggered). Hencemglel this relationship by drawing arcs from the
nodes ‘number of latent faults and ‘operational usagekt@bility’.
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reliability

# latent faults operational usage

code complexity

coders' performance

experience of staff
problem complexity

Figure 3 - 'Reliability prediction' BBN example

For the node ‘reliability’ the node probability talflePT) might therefore look like that shown in Tablefdr (
ultra-simplicity we have made all nodes discrete soltleat reliability takes on just three discrete valoes |
medium, and high). The NPTs capture the conditional priitiebiof a node given the state of its parent

nodes. For nodes without parents (such as ‘use of IEC 180dgure 3) the NPTs are simply the marginal
probabilities.

use of IEC1508

operational usage low med high

faults low med high | low med highl  low med high
low 0.10 0.20 0.33| 0.20 0.33 0.5(¢ 0.20 0.33 0.70

reliability med 0.20 030 0.33| 030 0.33 0.3 0.30 0.33 0.20
high 0.70 050 0.33] 050 0.33 0.2¢ 0.50 0.33 0.10

Table 5: Node probability table (NPT) for the node 'Relability’

There may be several ways of determining the proligsilior the NPTs. One of the benefits of BBNs stem
from the fact that we are able to accommodate hdbfestive probabilities (elicited from domain expertsj an
probabilities based on objective data. Recent toolldpreents, notably on the SERENE project [58], mean
that it is now possible to build very large BBNs witgrylarge probability tables (including continuous node

variables). In three separate industrial applicationkave built BBNs with several hundred nodes and several
millions of probability values [59].

There are many advantages of using BBNs, the most immgdoeing the ability to represent and manipulate
complex models that might never be implemented using ctiona@h methods. Another advantage is that the
model can predict events based on partial or uncertam 8acause BBNs have a rigorous, mathematical

meaning there are software tools that can interpemhtand perform the complex calculations needed in their
use [58].

The benefits of using BBNs include:

+ specification of complex relationships using conditionabpbility statements;
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» use of ‘what-if?’ analysis and forecasting of effaaftprocess changes;

» easier understanding of chains of complex and seeminglfractictory reasoning via the
graphical format;

» explicit modelling of ‘ignorance’ and uncertainty in estit®s;

» use of subjectively or objectively derived probabilitgtdbutions;

» forecasting with missing data.

7.2 Motivation for BBN approach

Clearly defects are not directly caused by program cortplajone. In reality the propensity to introduce
defects will be influenced by many factors unrelatectdde or design complexity. There are a number of
causal factors at play when we want to explain the poesef defects in a program:

« Difficulty of the problem

» Complexity of designed solution

» Programmer/Analyst skill

» Design methods and procedures used

Eliciting requirements is a notoriously difficult processd is widely recognised as being error prone. Defects
introduced at the requirements stage are claimed to badkeexpensive to remedy if they are not discovered
early enoughDifficulty depends on the individual trying to understand and descrbeature of the problem

as well as the problem itself. A ‘sorting’ problem megypear difficult to a novice programmer but not to an
expert. It also seems that the difficulty of the probismartly influenced by the number of failed attempts at
solutions there have been and whether a ‘ready mablgiosncan be reused. Thus, novel problems have the
highest potential to be difficult and ‘known’ problems deto be simple because known solutions can be
identified and reused. Any software development projedthave a mix of ‘simple’ and ‘difficult’ problems
depending on what intellectual resources are availalibckte them. Good managers know this and attempt to
prevent defects by pairing up people and problems; easietepr®lio novices and difficult problems to
experts.

When assessing a defect it is useful to determine viheasiintroduced. Broadly speaking there are two types
of defect; those that are introduced in the requiremants those introduced during design (including
coding/implementation which can be treated as desigréfulldefect models need to explain why a module
has a high or low defect count if we are to learn fitsnuse, otherwise we could never intervene and improve
matters. Models using size and complexity metrics atetstrally limited to assuming that defects are solely
caused by the internal organisation of the softwargde¥hey cannot explain defects introduced because:

» the ‘problem’ is ‘hard’;
» problem descriptions are inconsistent;
» the wrong ‘solution’ is chosen and does not fulfil tequirements.

We have long recognised in software engineering that @noguality can bgotentiallyimproved through
the use of proper project procedures and good desigh methcis. pBaject procedures like configuration
management, incident logging, documentation and standarddédshelp reduce the likelihood of defects.
Such practices may not help the unique genius you need toomothe really difficult problems but they
should raise the standards of the mediocre.

Central to software design method is the notion thablpms and designs can be decomposed into meaningful
chunks where each can be readily understood alone arly fieeomposed to form the final system. Loose
coupling between design components is supposed to help enatidetects are localised and that consistency
is maintained. What we have lacked as a communitytiieary of program composition and decomposition,
instead we have fairly ill-defined ideas on coupling, madiyland cohesiveness. However, despite not having
such a theory every day experience tells us that tdess help reduce defects and improve comprehension. It
is indeed hard to think of any other scientific or eegiing discipline that has not benefited from this
approach.

Surprisingly, much of the defect prediction work has beesymd without reference to testing or testability.
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According to [37, 38] the testability of a program will dit its propensity to reveal failures under test
conditions and use. Also, at a superficial level the amof testing performed will determine how many
defects will be discovered, assuming there are defeets th discover. Clearly, if no testing is done then n
defects will be found. By extension we might argue thdicdIf problems, with complex solutions, might be
difficult to test and so might demand more test effdrsuth testing effort is not forthcoming (as is typiical
many commercial projects when deadlines loom) thes diesects will be discovered, thus giving an over
estimate of the quality achieved and a false sensecafisy. Thus, any model to predict defects must include
testing and testability as crucial factors.

7.3 A prototype BBN

Whilst there is insufficient space here to fully ddserihe development and execution of a BBN model here we
have developed a prototype BBN to show the potentialBiBand illustrate their useful properties. This
prototype does not exhaustively model all of the issuesribesl in Section 7.2 nor does it solve all of the
problems described in Section 6. Rather, it shows thssilmbty of combining the different software
engineering schools of thought on defect prediction irgtgle model. With this model we should be able to
show how predictions might be made and explain historésallts more clearly.

The majority of the nodes have the following statesry-high’, ‘high’, ‘medium’, ‘low’, ‘very low’, except
for the design size node and defect count nodes which ihtager values or ranges and the defect density
nodes which have real values. The probabilities athth each of these states are fictitious but arerdited
from an analysis of the literature or common-serssei@ptions about the direction and strength of relations

between variables.
Problem Complexity Design Effort

Design Size (KLOC) Defects Introduced

4

Defect Density Resué Lé«;:]llsliiefect
at testing y

Figure 4 - BBN topology for defect prediction

Testing Effort

Defects Detected

Residual
Defect Count

The defect prediction BBN can be explained in two staghs. first stage covers the life-cycle processes of
specification, design or coding and the second stage ciasiisg. In Figure groblem complexityepresents
the degree of complexity inherent in the set of problerise solved by development. We can think of these
problems as being discrete functional requirements insgezification. Solving these problems accrues
benefits to the user. Any mis-match between the proldomplexity and design effort is likely to cause the
introduction of defectsdefects introducedand a greatelesign sizeHence the arrows betwedesign effort
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problem complexityintroduced defectand design size The testing stage follows the design stage and in
practice the testing effort actually allocated may hechnless than that required. The mis-match between
testing effort andlesign sizewill influence the number alefects detectedvhich is bounded by the number of
defects introducedThe difference between the defects detected and déiérduced is theesidual defects
count The defect density at testingg a function of the design size and defects detecteectdiize).
Similarly, theresidual defect densifg residual defectslivided bydesign size

Problem Complexity | [Design Etfort

| Detects Intnduced

- 20-50KLOC

- -50-100KLOC
21631
E: -10.0-200KLOC 4180

Testing Effart X
- %ery High
- - High

Diefects Detected

L1 40.85 0-0.001

| 50.39 0.001 - 0.002
i 8.29 0.002-0.003
1
|
|

49 0.001-0.002
1.20 0.002-0.003
011 0.003-0.004
0.00 0.004-0.005
0.00 > 0.005

0.47 0.003-0.004
0.00 0.004-0.005
0.00 > 0.005

Figure 5 - A demonstration of the 'Goldilock’s Conjectre’

Figure 5 shows the execution of the defect density BBN mautger the ‘Goldilock’s Conjecture’ using the
Hugin Explorer tool [58]. Each of the nodes is shown asnalow with a histogram of the predictions made
based on the facts entered (facts are representedtbgram bars with 100% probability). The scenario runs
as follows. A very complex problem is represented aacadet at ‘very high’ and a ‘high’ amount a@ésign
effort is allocated, rather than ‘very high’ commensuratth whe problem complexityThe design sizes
between 1.0 - 2.0 KLOC. The model then propagates thedg’ ‘fad predicts thimtroduced defects, detected
defectsand thedefect densitystatistics The distribution fordefects introducegeaks at two with 33%
probability but, because less testing effort was aémtahan required, the distribution défects detected
peaks around zero with probability 62%. The distributiondefect density at testingpntrasts sharply with
theresidual defect densitgtistribution in that the defect density at testing appeary favourable. This is of
course misleading because the residual defect densitybdistri shows a much higher probability of higher
defect density levels.
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From the model we can see a credible explanation fereimg large ‘modules’ with lower defect densities.
Under-allocation of design effort for complex problemsults in more introduced defects and higher design
size. Higher design size requires more testing efforticlwhif unavailable, leads to less defects being
discovered than are actually there. Dividing the sma#aled defect counts with large design size values will
result in small defect densities at the testing stape. Model explains the ‘Goldilock’s Conjecture’ without
ad-hoc explanation or identification of outliers.

Clearly the ability to use BBNs to predict defects wipend largely on the stability and maturity of the
development processes. Organisations that do not colleftics data, do not follow defined life-cycles or do
not perform any forms of systematic testing will fiihdhard to build or apply such models. This does not mean
to say that less mature organisations cannot buildhlelisoftware, rather it implies that they cannotsdo
predictably and controllably. Achieving predictabilitymitput, for any process, demands a degree of stability
rare in software development organisations. Similargplication of experimental results can only be
predicated on software processes that are defined andaigeedhis clearly implies some notion of Statastic
Process Control (SPC) for software development.

8. Conclusions

Much of the published empirical work in the defect predictarea is well in advance of the unfounded
rhetoric sadly typical of much of what passes for smferengineering research. However every discipline must
learn as much, if not more, from its failures assiigcesses. In this spirit we have reviewed the litegat
critically with a view to better understand past faituasd outline possible avenues for future success.

Our critical review of state-of-the-art of models fpredicting software defects has shown that many
methodological and theoretical mistakes have been ni\daley past studies have suffered from a variety of

flaws ranging from model mis-specification to use opjrpriate data. The issues and problems surrounding
the ‘Goldilock’s Conjecture’ illustrate how difficult defieprediction is and how easy it is to commit serious

modelling mistakes. Specifically, we conclude that thesting models are incapable of predicting defects

accurately using size and complexity metrics alone. Furitve, these models offer no coherent explanation
of how defect introduction and detection variables afesfect counts. Likewise any conclusions that large

modules are more reliable and that software decompositiesn’t work are premature.

Each of the different ‘schools of thought' have theiwn view of the prediction problem despite the
interactions and subtle overlaps between process and piddntified here. Furthermore each of these views
model apart of the problem rather than the whole. Perhaps the anibieal issue in any scientific endeavour
is agreement on the constituent elements or variaifléise problem under study. Models are developed to
represent the salient features of the problem in tersys fashion. This is as much the case in physical
sciences as social sciences. Economists could notcpthdi behaviour of an economy without an integrated,
complex, macro-economic model of all of the known, perit variables. Excluding key variables such as
savings rateor productivitywould make the whole exercise invalid. By taking the widew we can construct

a more accurate picture and explain supposedly puzzling ancGdimndry results. Our analysis of the studies
surrounding the ‘Goldilock’s Conjecture’ shows how empiriegults about defect density can make sense if
we look for alternative explanations.

Collecting data from case studies and subjecting it fate analysis is not enough because statistics on its
own does not provide scientific explanations. We needpeting and sophisticated theories that have the
power to explain the empirical observations. The isdlgiursuit of these single issue perspectives on the
quality prediction problem are, in the longer-term, fagf. Part of the solution to many of the difficulties
presented above is to develop prediction modelsuhify the key elements from the diverse software quality
prediction models. We need models that predict softwaretybgl taking into account information from the
development process, problem complexity, defect detegiimtesses and design complexity. We must
understand the cause and effect relations between impedéables in order to explain why certain design
processes are more successful than others in terting pfoducts they produce.

It seems that successful engineers already operatewayathat tacitly acknowledges these cause-effect
relations. After all if they didn’'t how else could thegntrol and deliver quality products? Project managers
make decisions about software quality using best guessesems to us that will always be the case and the
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best that researchers can do is a) recognise thiariach) improve the ‘guessing’ process. We thereford nee
to model the subjectivity and uncertainty that is pevesim software development. Likewise, the challenge fo

researchers is in transforming this uncertain knowleddpch is already evident in elements of the various
quality models already discussed, into a prediction modelath@r engineers can learn from and apply. We
are already working on a number of projects using BayeBaief Networks as a method for creating more

sophisticated models for prediction, [60, 61], and have itbescone of the prototype BBNs to outline the

approach. Ultimately, this research is aiming to produceethod for the statistical process control (SPC) of
software production implied by the SEI's Capability MatyModel.

All of the defect prediction models reviewed in this papperate without the use of any formal theory of
program/problem decomposition. The literature is howeegnete with acknowledgements to cognitive
explanations of shortcomings in human information piogs While providing useful explanations of why
designers employ decomposition as a design tactic theytiand perhaps cannot, allow us to determine
objectively the optimum level of decomposition withinsgstem (be it a requirements specification or a
program). The literature recognises the two structumapects of software, ‘within’ component structural
complexity and ‘between’ component structural complexity, e lack the way to cruciallyptegrate these
two views in a way that would allow us to say whettr@e design was more or less structurally complex than
another. Such a theory might also allow us to compdfereht decompositions of the same solution to the
same problem requirement, thagplaining why different approaches to problem or design decompesitio
might have caused a designer to commit more or lesstslefexthings currently stand without such a theory
we cannot compare different decompositions and therefmaot carry out experiments comparing different
decomposition tactics. This leaves a gap in any evglsaience of software engineering that cannot be bridged
using current case study based approaches, despite theiicahffzivour.
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