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Abstract

Separation logic is a Hoare-style logic for reasoning about programs with heap-allocated
mutable data structures. As a step toward extending separation logic to high-level lan-
guages with ML-style general (higher-order) storage, we investigate the compatibility
of nested Hoare triples with several variations of higher-order frame rules.

The interaction of nested triples and frame rules can be subtle, and the inclusion of
certain frame rules is in fact unsound. A particular combination of rules can be shown
consistent by means of a Kripke model where worlds live in a recursively defined ul-
trametric space. The resulting logic allows us to elegantly prove programs involving
stored code. In particular, using recursively defined assertions, it leads to natural speci-
fications and proofs of invariants required for dealing with recursion through the store.

1. Introduction

Many programming languages permit not only the storage of first-order data, but
also forms of higher-order store. Examples are code pointers in C, and ML-like general
references. It is therefore important to have modular reasoning principles for these lan-
guage features. Separation logic is an effective formalism for modular reasoning about
pointer programs, in low-level C-like programming languages and, more recently, also
in higher-level languages [[11} [12] [14, 22]]. However, its assertions are usually limited
to talk about first-order data.

In previous work, we have begun the study of separation logic for languages with
higher-order store [4, 20]. A challenge in this research is the combination of proof
rules from separation logic for modular reasoning, and proof rules for code stored on
the heap. Ideally, a program logic for higher-order store provides sufficiently expres-
sive proof rules that, e.g., can deal with recursion through the store, and at the same
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time interact well with (higher-order) frame rules, which enable modular program ver-
ification.

Our earlier work [4] 20] shows that separation logic is consistent with higher-
order store. However, the formulation in this earlier work has a shortcoming: code
is treated like any other data in that assertions can only mention concrete commands.
For modular reasoning, it is clearly desirable to abstract from particular code and in-
stead (partially) specify its behaviour. For example, when verifying mutually recursive
procedures on the heap, one would like to consider each procedure in isolation, relying
on properties but not the implementations of the others. The recursion rule given by
Birkedal et al. [4] and Reus and Schwinghammer [20] does not achieve this. A sec-
ond, and less obvious consequence of lacking behavioural specifications for code in
assertions is that one cannot take full advantage of the frame rules of separation logic.
For instance, the programming language in [4] can simulate higher-order procedures
by passing arguments through the heap, but the available (higher-order) frame rules are
not useful here because an appropriate specification for this encoding is missing.

In this article, we address these shortcomings by investigating a program logic in
which stored code can be specified using Hoare triples, i.e., an assertion language with
nested triples. This is an obvious idea, but the combination of nested triples and frame
rules turns out to be tricky: the most natural combination is in fact unsound.

The main technical contributions of this article are therefore:

1. the observation that certain “deep” frame rules can be unsound,

2. the suggestion of a “good” combination of nested Hoare triples and frame rules,
and

3. the verification of those rules by means of an elegant Kripke model, where the
worlds are themselves world-dependent sets of heaps.

The worlds form a complete metric space and (the denotation of) the operation ®,
needed to generically express higher-order frame rules, is contractive; as a conse-
quence, our logic permits recursively defined assertions.

Outline. After introducing the syntax of programming language and assertions in Sec-
tion 2] we discuss some unsound combinations of rules in Section Bl This section also
contains the suggested set of rules for our logic. The soundness of the logic is then
shown in Section[d] Section [5|discusses further proof rules for nested triples.

2. Syntax of Programs and Assertions

This section presents the syntax of the programming language and that of asser-
tions.

2.1. Programming language

We consider a simple imperative programming language extended with operations
for stored code and heap manipulation. The syntax of the language is shown in Fig-
ure The expressions in the language are integer expressions, variables, and the
quote expression ‘C’ for representing an unevaluated command C. The integer or



ecExp:=0|-1|1]| ... |ei+ex]| ... | x integer expressions, variable

| ‘C quote (command as expression)
C € Com :=[e1]:=e; | let y=[e] in C | eval[e] assignment, lookup, unquote

| let x=new (ej,...,e,) in C | free e allocation, disposal

| skip|C;;Cs no op, sequencing

| if (ey=e»)thenC;else(C; conditional

P,Q€Assn ::= false | true | PV Q| PAQ| P=Q intuitionistic-logic connectives
Vx.P | dx.P |int(e) | e1=e; | €1<e; quantifiers, atomic formulas

|

| es—>ey|emp|Px*Q separating connectives

| {Ple{Q}| P®Q Hoare triple, invariant extension
| X(@) | uX(®.P)©@)]| ... relation variable, recursion

Figure 1: Syntax of expressions, commands and assertions

code value denoted by expression e; can be stored in a heap cell ey using [eg]:=e;,
and this stored value can later be looked up and bound to the (immutable) variable y
by let y=[ep] in D. In case the value stored in cell ¢y is code ‘C’, we can run (or
“evaluate”) this code by executing eval [ep]. Our language also provides constructs
for allocating and disposing heap cells such as ey above.

We point out that, as in ML, all variables x, y, z in our language are immutable, so
that once they are bound to a value, their values do not change. This property of the
language lets us avoid side conditions on variables when studying frame rules. Finally,
we do not include while loops in our language; these could be added easily, and they
can also be expressed by stored code (using Landin’s knot).

Example 1 (Iterate procedure). An iterator that calls its parameter function as well as
itself through the store can be programmed as follows.

Cise = letn=[c]in
if n=0 then skip else (eval[f]; [c] :=n-1; eval[if])

Here we assume that cells if, f and ¢ are some fixed global constants, and that the
iterator code is stored in the cell it. Command Cj s, then calls the code in f as many
times as the value of counter cell ¢ prescribes.

2.2. Assertions and distribution axioms

Our assertion language is standard first-order intuitionistic logic, extended with
int(e) for checking that e has the integer type, separating connectives emp and *, the
points-to predicate + [22]], and recursively defined assertions (uX(X).P)(€). The syntax
of assertions appears in Figure[l] Each assertion describes a property of states, which
consist of an immutable stack and a mutable heap. Formula emp means that the heap
component of the state is empty, and P = Q means that the heap component can be split
into two, one satisfying P and the other satisfying Q, both evaluated with respect to the



def

PoR = (P®R)*R

{Ple{Q}®R & {PoR}e{Q o R}
(P®R)®R & PR (R oR)

kx.P)®R & kx.(P®R) (ke{V,3}, x ¢ f(R))
(P®»Q)®R & (POR)®(Q®R) (@®e{=,A,V,%*})
PR & P (P is one of true, false, emp, e=€’, e—¢€’, int(e))

Figure 2: Axioms for distributing — ® R

same stack. The points-to predicate ey — e; states that the heap component consists of
only one cell eg whose contents is (some approximation of) e;.

One interesting aspect of our assertion language is that it includes Hoare triples
{P}e{Q} and invariant extensions P ® Q; previous work [4} [6] does not treat them as
assertions but as so-called specifications, which form a different syntactic category.
Intuitively, {P}e{Q} means that e denotes code satisfying {P}_{Q}, and P ® Q denotes
a modification of P where all the pre- and post-conditions of triples inside P are -
extended with Q. For instance, the assertion (k. (1 — k) A {emp}k{emp}) ® (2—0) is
equivalent to (Fk. (1 - k) A {2—0}k{2—0}). This assertion says that cell 1 is the only
cell in the heap and it stores code k that satisfies the triple {2—0}_{2—0}. This intuition
of the ® operator can also be seen in the set of axioms in Figure[2] which let us distribute
® through the constructs of the assertion language.

Note that since triples are assertions, they can appear in pre- and post-conditions of
triples. This nested use of triples is useful in reasoning, because it allows one to specify
stored code behaviourally, in terms of properties that it satisfies. Another important
consequence of having these new constructs as assertions is that they allow us to study
proof rules for exploiting locality of stored code systematically, as we will describe
shortly.

Typically, a program logic consists of both an assertion logic and a specification
logic (e.g. [21]]). With the introduction of nested triples, assertions and specifications
necessarily become mutually recursive; for simplicity, we have chosen to identify our
specification and assertion logics and just work with a single logic of assertions.

A second interesting aspect is that assertions include (n-ary) relation variables X (&),
and that assertions can be defined recursively: the assertion (uX(%).P)(é) binds X and
¥ = x| ...x,1n P and satisfies the axiom

(uX(X).P)(@) & P[X = uX(¥).P, X:=¢] . ey

In the case where X has arity 0 we will simply write X in place of X().

Example 2 (Specification of the iterator via recursion through store). The previously
given command

Cife = letn=[c]in
if n=0 then skip else (eval [f]; [c] :=n-1; evallif])



can be specified as follows, if we assume that the called procedure in f does not access
any cells (apart from those it allocates during its execution):

{c—>_x fi>{emp}_{emp} * Rit}'Cir g ' {c =0 * f—>{emp} {emp} * R;} .

Here, we use the abbreviation e — {P}_{Q} for (Fk. (e — k) A {P}k{Q}), and R;, is a re-
cursive specification for the iterator itself:

Ris = pX. it = {c—_* f —{emp}_{emp} * X} {c =0 * f —>{emp} {emp} X} .
Consequently, heaplet it > ‘Cj s’ is in R;; and thus one can prove (see Example[7)) that

{cro_x frofemp)_{emp)  ir+>_)
[it]:=Ci. 5 eval [it]
{0 % f >{emp)_{emp} * Ry} .

The recursive specification for the iterator in if is necessary since it calls itself through
the store. We guarantee that calling the procedure f will have no other side effect than
setting the counter to 0. The iterator specification can also work with more sophisti-
cated behaviour of f. In Example 6] further below it will be discussed how to deal with
situations where f has side effects on some heap space. If the corresponding invariant
is known, this can be done even without having to reprove the original side-effect free
specification given here.

Analogously to the definition of equi-recursive types in typed lambda calculi, for
the assertion (uX(¥).P)(€) to be well-formed we require that P is (formally) contractive
in X [15]. This means that X can occur in P only in subterms of the form {P’}e{Q’}
or P” ® R” where P” is formally contractive in X. (We omit the straightforward in-
ductive definition of formal contractiveness.) Semantically, this requirement ensures
that uX(X).P is well-defined as a unique fixed point. Note that in particular all asser-
tions of the form P ® X and {P * X}e{Q * X} are formally contractive in X, provided X
does not appear in P and Q. Thus, uX.P ® X and uX{P = X}e{Q * X} are well-formed
(in particular, R;; above). Recursive assertions let us reason about self-applying stored
code, without using the specialized rules of previous work [4]. More generally, in or-
der to deal with mutually recursive stored procedures we may need to solve mutually
recursive assertions. For brevity we omit formal syntax for mutual recursion. We will
say more about the use of recursively defined predicates and their existence in Sec-
tions[3|and [} In particular, the semantics in Sectiond]can be used to interpret mutually
recursive families of assertions.

Finally, note that we have not included an axiom for distributing ® through a recur-
sive type in Figure[2] In particular, the axiom (uX.P)®R & uX.(P®R) does not hold in
the presence of nested triples. Instead, one has to use the axiom uX.P  P[X := uX.P]
and unfold the recursive type to exhibit a “proper” connective through which ®R can
be distributed.

We shall make use of two abbreviations. The first is Q o R, which stands for
(Q ® R) * R and which has already been used in Figure 2] This abbreviation de-
scribes the combination of two invariants Q and R into a single invariant in the axiom
(P®R')®R & P®(R' oR). It is also used to add an invariant R to a Hoare triple



{P}e{Q}, so as to obtain {P o R}e{Q o R}. We use the asymmetric o instead of the sym-
metric * here to extend not only R’ (and P, Q, resp.) by R but also ensure, via ®, that
all Hoare triples nested inside R’, P and Q preserve R as an invariant. The o operator
has been introduced in [17]], where it is credited to Paul-André Melliés and Nicolas
Tabareau. The second abbreviation is for the points-to operator of separation logic:
e Ples] = ey ey A Plex] and ey — P[_] = dx.e; — P[x]. Here x is a fresh
(logic) variable and P[-] is an assertion with an expression hole, such as {Q} - {R}, int(-),
-=eor-<e.

3. Proof Rules for Higher-order Store

In our formal setting, reasoning about programs is done by deriving judgements of
the form E;T" + P, where P is an assertion expressing properties of programs, = is a
list of (distinct) relation variables X, ..., X, containing all the free relation variables
in P, and I" is a list of (distinct) variables xi, ..., x,, containing all the free variables in
P. For instance, to prove that command C stores at cell 1 the code that initializes cell
10 to 0, we need to derive E;T" + {1 _}'C’{1 = {10+ _} {10 0}}. (One concrete
example of such a command C is [1]:=°[10]:=0".) Below, we will sometimes omit the
contexts = and I" when they are empty.

In this section, we describe inference rules and axioms for assertions that let one
efficiently reason about programs. We focus on those related to higher-order store.

3.1. Standard proof rules

The proof rules include the standard proof rules for intuitionisticﬂ logic and the
logic of bunched implications [[13]] (not repeated here). Moreover, the proof rules in-
clude variations of standard separation logic proof rules, see Figures [3] and 4] The
Uppatg, FRee and Skip rules in the figure are not the usual small axioms in separation
logic, since they contain an assertion P that describes the unchanged part. Since we
have the standard frame rule for *, we could have used small axioms instead here. We
chose not to do this, because the current non-small axioms make it easier to follow our
discussions on frame rules and higher-order store in the next subsection.

The figure neither includes the rule for executing stored code with eval [e] nor the
frame rule for adding invariants to triples. The reason for this omission is that these
two rules raise nontrivial issues in the presence of higher-order store and nested triples,
as we will now discuss.

3.2. Proof rule for recursive assertions
Besides the axiom (T)) which lets us unfold recursive assertions, we include a proof
rule that expresses the uniqueness of recursive assertions,

RUNIQUE
E; '+ R P[X :=R] TS © PIX:=5]

ET'rRoe S

LA classical interpretation of the assertion language is inconsistent, see Section



DEREF

0, xH{Pxe— x}C’{0}

f
Z;TH{Ex.Pxe— x}‘let x=[e] in C’{Q}(x #fvie, 0))

UPDATE

E;H{e _x P} e] :=ey’{e ¢y = P}

NEW_ FRrEE
0L, xH{Pxx e} C{Q})
= : ——(x ¢fV(Pe Q) = : ;
E;T'H{P}‘let x=newe in C’{Q} ;I'F{er> _x P}‘free(e)’{P}
I
T F{PAey=e 1 }'C’{Q} E;T F{P Aey#e }'D’{Q}
;T +{P}if (eg=e;) then C else D’{Q}
SEQ
S
o Z:T+{P}C{R) T+{R}D{0)
E;T +{P}'skip’{P} E;IH{PYC; D{ 0}
Figure 3: Proof rules from separation logic
CONSEQ Diss
ZTr PP ETFQO>20 )

'_
EI - {Ple{Q} = {P'le{Q'}  ET b {Ple{Q} A {P'}e{Q'} = {PV P'le{Q Vv O'}

ExistAux

E,f = (Vx{P}E{Q}) = {pr}e{a.XQ}(x ¢ fV(e))

Figure 4: Non-syntax driven proof rules

for any P formally contractive in X. Using this rule, the equivalence of (possibly recur-

sively defined) assertions R and S can be proved by finding a suitable assertion P that
has both R and S as fixed points.

3.3. Frame rule for higher-order store

The frame rule is the most important rule in separation logic, and it formalizes the
intuition of local reasoning, where proofs focus on the footprints of the programs we
verify. Developing a similar rule in our setting is challenging, because nested triples
allow for several choices regarding the shape of the rule. Moreover, the recursive nature
of the higher-order store complicates matters and it is difficult to see which choices
actually make sense (i.e., do not lead to inconsistency).



To see this problem more clearly, consider the rules below:

[1]

;I H{Ple{ O}
and for O € {x, o}.
;T H{P O Rle{Q O R} ;T +{Ple{Q} = {P O R}e{Q O R}

[1]

Note that we have four choices, depending on whether we use 0 = * or O = o and on
whether we have an inference rule or an axiom. If we choose the separating conjunction
« for (], we obtain shallow frame rules that add R to the outermost triple { P}e{Q} only;
they do not add R in nested triples appearing in pre-condition P and post-condition Q.
On the other hand, if we choose o for O, since (A o R) = (A ® R = R), we obtain deep
frame rules that add the invariant R not just to the outermost triple but also to all the
nested triples in P and Q.

The distinction between inference rule and axiom has some bearing on where the
frame rule can be applied. With the axiom version, we can apply the frame rule not
just to valid triples, but also to nested triples appearing in pre- or post-conditions. With
the inference rule version, however, we cannot add invariants to (or remove invariants
from) nested triples.

Ideally, we would like to have the axiom versions of the frame rules for both the =
and o connective. Unfortunately, this is not possible for o. Adding the axiom version
for o makes our logic unsound. The source of the problem is that with the axiom
version for o, one can add invariants selectively to some, but not necessarily all, nested
triples. This flexibility can be abused to derive incorrect conclusions.

Concretely, with the axiom version for o (DeepFrRaMEAXIOM) We can make the fol-
lowing derivation:

DeepFRAMEA X10M

;T H{PoS}e{QoS} E;T +{Ple{Q} = {PoR}e{QoR}

®-Dist ®-Mono

;T - {Ple{O}®S ;T H{P}e{Q}®S = {PoR}e{QoR}®S

1e{QoR}®S
}

e{(QoR)o S}

MobusPonN

®-Dist

Here we use the distribution axioms for ® in Fig.[2]and the monotonicity of —®R. This
derivation means that when adding R to nested triples, we can skip the triples in the
S part of the pre- and post-conditions of {P o S}e{Q o S}. This flexibility leads to the
unsoundness:

Proposition 3. Adding the axiom version (DEePFRAMEAXIOM) of the frame rule for o
renders our logic unsound.

Proof. Let R be the recursive assertion uX.(3+— {1—~_}_{1—_}) ® X, and note that this
means R & (3 {1—_}_{1—_}) ® R holds. Then, we can derive the triple:
kr{20{l-}{l>_}oRlk{2— _oR}
@) kr{2—{l>}{l>}ol- )oRWk{(2+— _ol— _)oR}
k+ {2 ‘free(-1) x 1> _*«R}k{2> _* 1+ _«3 {l>_xR}_ {l>_xR}}




Here the first step uses the derivation above for adding invariants selectively, and the
last step uses the Consequence axiom with the below two implications:

2 {l>}{l> ol _oRe—= 2= {l—_x1—_xR} {l—>_xl>_xR}* l>_*R
> 2 {false}_{false} x 1—_x R
— 2m>‘free(—1) * 1—>_=*R

2 _0ol_oR < 2_x1H_xR
— 2 _*x 1 _* (B {I_ ) {I~_})®R)
— 2 _x1_x 3 {l_*R}_{1—_xR}.

Consider C = 1let x=[2] in [3]:=x, i.e., the program that copies the contents from
cell 2 to cell 3. When P[y] = {l—_}y{l—_}®R,

F{2P[_] * 3 P[_]}'C’{2—P[_] * 3—>P[_]}
F2{l- 3 {l= o RYC{2— _oR}

Now we instantiate k in (1) with ‘C’, discharge the premise of the resulting derivation
with the above derivation for C, and obtain

F {2 ‘free(-=1) * 1> _*R}'C’'2 _*x 1> _ 3 {l>_xR}_ {1—>_=xR}}

But the post-condition of the conclusion here is equivalent to 2+>_x l+—_% R by the
definition of R and the distribution axioms for ®. Thus, as our rule for eval will show
later, we should be able to conclude that

F{2 ‘free(-1) * 1>_xR}'C;eval [3]'{2+—>_* 1> _*3 b {l>_*R}_{l>_%xR}}

However, since —1 is not even an address, the program (C; eval [3]) which executes
the code free(-1) now stored in cell 3 always faults, contradicting the requirement of
separation logic that proved programs run without faulting. O

Remark 4 (Counterexample for the Deep Frame Axiom). Notice that in the derivation
above it is essential that R is a recursively defined assertion, otherwise we would not
obtain that the locations 2 and 3 point to code satisfying the same assertion P.

While the above counterexample has been the first such counterexample histori-
cally, there is also another form of counterexample discovered later which uses the
same ideas as the above but works “through the store.” More precisely, in this alterna-
tive counterexample the copying code ‘C’ resides on the heap where the frame axiom
can be applied directly on a nested triple, and not through the derivation

{PoS}e{QoS}
{(PoR)oS}e{(QoR)oS)

This rather follows the style of [18E] and [9ﬂ For this counterexample, let R be as
above and Pi[y] = {l—_}y{1—_}. First, observe that the following triple () can be

2where, however, the antiframe rule is used
3where the copied code accesses a cell that is then disposed of before the code itself is executed later



derived with a rule for eval, (EvAL):

{2 > {false} {false} = c — {2 — {false} _{false}} {2 v {false} {false}}}
eval [c]
2 _xcH _}

But the (DeepFraMEAXIOM) (the axiom version for o) can be used to derive

e 2P [)20P [} = cm 20P[ o (I =)} 2P [ ]o(1-0)
which then by applying distribution axioms unfolding the definition of P; yields:

cH 2P [} 2P [ ]} = c— {2 {false} {false} } {2 — {false} {false} }
Applying this to (77) with the help of the (ConseQ) rule we can therefore derive

{2 {false} {false} « c— {2 =P [ }_-{2 P[]} eval [c] {2 >_xc _}

and thus by the shallow frame rule again
H{1 _x 2 {false} {false} « c— {2 P[]} {2 P [ ]}}eval [c]{l >_*2+>_xc> _}

This triple should not hold for all heaps since actually now the code in 2 has been
laundered to work with its caller code in ¢ although the code in ¢, to function properly,
might depend on the code in 2 meeting the specification P;. Using the above derivation,
we can now construct a program that is provably safe but crashes, showing that the
Deep Frame Axiom cannot be correct (as the other used rules and axioms clearly are).
First, with the rule version for o (DEepPFRAMERULE) to add R one gets

{1—_x2-{false} {false} xc— {2—>Pi[_.] o R} {2—Pi[.]oR}*R}
eval [c]
{1 %2 _xcH>_xR}

so that by definition of o, Py, and R we obtain

{1—>_x2 {false}_{false} « c > {2>P[ ]« R} {2—>P[_]«R} xR}
eval [c]
{1—>_*2H_xcH_*xR}

where P[y] is the assertion {1—_}y{1—_}® R (which is also used in the proof of Propo-
sition [3). From that one can easily derive with the rules (SeQ), (EvaL) and (CoNsEQ)
that

{1>_x2 > {false}_{false} x c— {2—>P[_] « R} _{2+—>P[_] R} = R}

eval [c];eval [3]

{I>_%2_%cr_xR}

Yet, if ¢ — ‘let x=[2] in [3]:=x" and 2 +— ‘free(-1)’, then the above program
crashes. Although the code in ¢ does not call the crashing code ‘free(-1)’ in 2, it
copies ‘free(-1)’ into 3, which is possible due to the “laundered” specification of 2
in the triple for c.

Again, this shows how essential it is that P[_]®R is equivalent to R which forces R
to be recursively defined to actually allow the copying to be performed. This version of
the counterexample uses the (DEePFRAMERULE) rather than MobusPoneNs and ®-MoNo
and its pattern is more likely to appear in “natural occurring” examples.

10



As Proposition [3]shows, we cannot include (DeepFrRaMEAXIOM) in the proof system.
Fortunately, the second best choice of frame axioms leads to a consistent proof system:

Proposition 5. Both the inference rule version of the frame rule for o and the axiom
version for x are sound. In fact, the following more general version (®-FRAME) of the
rule for o holds:
vy P
EI'+ PO®R

We will prove this proposition in Section[d]by a model construction.

Example 6 (Application of (®-FraME)). Recall our specification
{c=_x f{emp}{emp} « Ry} 'Cir .’ {c =0 * f—>{emp}_{emp} « R} ()

of the iteration command in Example [2] where R;; is a recursive specification for the
iterator itself:

Riy = pX.it—={c—_x fi>{emp}_{emp}  X}_{c =0 * f —>{emp}_{emp} + X}

Assume this triple has been already proven (cf. Example [7|below). If the code Cj s, is
to be used on a procedure f that needs some state, e.g. a cell a, then we need to show

{cm_x folam Jlam xRy ®(a- )xam }
‘Cirfe’
{c=0x% folas Y fam JxRy® (@ )*xa- )

This triple could be established by a proof similar to the one for the triple (}) above,
just carrying around the extra assumption a —_. If we want to reuse this proof though,
or even more importantly, if we do not have the proof of the above triple because it
is part of a module for which we do not have the actual code, then we can use rule
(®-FrAME) on () to derive:

(tx—>_x f —>{emp}_{emp} = R} *Cirr.'{x =0 * f >{emp)_{emp) Ry} ® (a )

The Consequence Rule, with the first distribution axiom of Figure 2] thus gives us the
triple:

(x> @ (ar> ) * fo{emp)_{emp)® (ar> ) * Ry ® (@ ) x ars )
‘Civg
(x50 ® (a+> ) * f{emp)_{emp} ® (a > ) * Ry ® (a+> ) xar> )

which by another four application of distribution axioms yields the required triple.
Note that the rule (RUNiQuUE) would be needed to show that R;; ® (a+ _) is equivalent
to the recursive assertion

uYit—{e_x folam t{am txa—_= Y} {cH-0x fla-_ } {am_ }xa—_xY}.
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3.4. Rule for executing stored code

An important and challenging part of the design of a program logic for higher-order
store is the design of a proof rule for eval [e], the command that executes code stored
at e. Indeed, the rule should overcome two challenges directly related to the recursive
nature of higher-order store: (1) implicit recursion through the store (i.e., Landin’s
knot), and (2) extensional specifications of stored code.

These two challenges are addressed, using the expressiveness of our assertion lan-
guage, by the following rule for eval [e]:

EvaL

E:T, k+ R[k] = {Px e R[_]}k{Q}
E;I'F{Pxer R[_]}'eval [e]’{Q}

This rule states that in order to prove {P * e — R[_]}‘eval [e]’{Q} for executing stored
code in [e] under the assumption that e points to arbitrary code k (expressed by the _
which is an abbreviation for Jk.e — R[k]), it suffices to show that the specification R[k]
implies that k itself fulfils triple {P * e = R[_]}k{O}.

In the above rule we do not make any assumptions about what code e actually points
to, as long as it fulfils the specification R. It may even be updated between recursive
calls. However, for recursion through the store, R must be recursively defined as it
needs to maintain itself as an invariant of the code in e.

Example 7 (Recursion through the store with the iterator). As seen in the iterator Ex-
ample [2|one would like to prove

{cr>_x fro{emp)_{emp} * Ry }'eval [if]'{ c =0  f—{emp}_{emp} = Ry )
with the help of (EvaL). First we set
R = {cr_ f >{emp)_{emp) Ry} _{c —0 * f —{emp)_{emp} * R;}

such that R;, is the same as it —R[_]. We are now in a position to apply (EvaL) obtaining
the following proof obligation

R[k] = {c_ = fi>{emp}_{emp} * it — R[_]}k{c —0 * f —{emp}_{emp} * R;}

which can be seen to be identical to R[k] = R[k] which holds trivially.

The EvaL rule crucially relies on the expressiveness of our assertion language, es-
pecially the presence of nested triples and recursive assertions. In our previous work,
we did not consider nested triples. As a result, we had to reason explicitly with stored
code, rather than properties of the code, as illustrated by one of our previous rules for

eval [4]:
OLDEvAL

E; I {P}evalle]’{Q} = {P}'C{O}
E:TH{Pxem ‘C)eval [e]{Q* e C’}

Here the actual code C is specified explicitly in the pre- and post-conditions of the
triple. In both rules the intuition is that the premise states that the body of the recursive

12



EvaLNoNREc]

E;LH{Pxem VY {P}{Q}) eval [e]{Q * e — VV.{P}{O}}

EvaLNoNREcUPD

ETH{Pxe> Vy.{Pxe _} {0} ‘eval [e]’{0O}

EvaLREC

Z T+ (PoR]eval e] 0o R}(where R = uX.(e = Vy.{P}_{Q} * Py) ® X)

Figure 5: Derived rules from EvaL

procedure fulfils the triple, under the assumption that the recursive call already does so.
In the EvaL rule this is done without direct reference to the code itself, using the variable
k to stand for arbitrary code satisfying R. The soundness proof of OLDEvAL proceeded
along the lines of Pitts’ method for establishing relational properties of domains [[16]].
On the other hand, as we will show in Section El, EvaL relies on the availability of
recursive assertions, the existence of which is guaranteed by Banach’s fixpoint theorem.

From the EvAL rule one can easily derive the axioms of Figure [5] The first two
axioms are for non-recursive calls. This can be seen from the fact that in the pre-
condition of the nested triples e does not appear at all or does not have a specification,
respectively. Only the third axiom EvaLREc allows for recursive calls. The idea of this
axiom is that one assumes that the code in [e] fulfils the required triple provided the
code that e points to at call-time fulfils the triple as well.

Let us look at the actual derivation of EvALREc to make this evident. We write
S[k] = ¥y.{P o R}k{Q o R} such that for the original R = uX.(e — Yy.{P}_{Q}* Py) ® X
of the rule EvaLREc we have R & (e S[_] * (Py ® R)). Note that I' contains the
variables ¥ which may appear freely in P and Q.

FOL

E; Tk + (VY. AP o R}k{Q o R}) = {P o R}k{Q o R}
E0krSKkl={(POR) «(Po®R)*xe > S[_1}k{Qo R}
ETH{(POR)*(Py®R) xe > S[_]} eval [e]’{Q o R}

;' +{PoR}eval [e]'{Q o R}

CoONSEQ

CONSEQ

In the derivation tree above, the axiom used at the top is simply a first-order axiom for
¥ elimination. The quantified variables ¥ are substituted by the variables with the same
name from the context. After an application of the EvaLREc rule those variables y can
then be substituted further.

The use of recursive specification R = uX.(e — V. {P}_{Q}xP)®X is essential here
as it allows us to unroll the definition so that the EvaL rule can be applied. Note that in
the logic of [[10], which also uses nested triples but features neither a specification logic
nor expresses any frame rules or axioms, such recursive specifications are avoided. This
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®-FRAME *-FRAME EvaL

ZT+P E;lk + R[k] = {P* e R[_}K{ O}
E;I't POR E;T' +{P}le{Q} = {P*R}e{Q*R} ;T {Pxe—> R[_]}'eval [e]’{Q}

Figure 6: Proof rules specific to higher-order store

is possible under the assumption that code does not change during recursion. One can
then express the recursive R above as follows (we can omit the Py now, as this is only
needed for mutually recursively defined triples):

e {e > k* Plkle — k =+ Q).

The question however remains how the assertion can be proved for some concrete ‘C’
that is stored in [e]. In loc. cit. this is done by an induction on some appropriate
argument, as total correctness is considered only. Note that our old OLpEVAL can be
viewed as a fixpoint induction rule for proving such specifications, if one quantifies
away the concrete appearances of ‘C’. In any case, our new EvaL is obviously elegant
to use, and it does not only allow for recursion through the store but also disentangles
the reasoning from the concrete code stored in the heap.

Figure [6] summarizes a particular choice of proof-rule set from the current and
previous subsections. Soundness is proved in Section ]

3.5. Nested triples and classical assertion logic

One may wonder why we insist on an intuitionistic program logic. Unfortunately,
as the following proposition shows, this is not possible; more precisely, the combi-
nation of a classical specification logic and rule (®-FramE) is not sound. Thus, by
our identification of assertion and specification language, we cannot have a classical
assertion logic either.

Proposition 8. Adding rule (8-FrRAME) to a classical specification logic is not sound.

Proof. Assuming the rule for the elimination of double negation, we can derive the
problematic triple
{true}‘skip’{false} .

In fact, using the abbreviation - for ¢ = false, we use rule (®-FrRamE) to frame
in false and derive the triple (—{true}‘skip’{false}) ® false from —{true}‘skip’{false}.
Since true * false & false and false = false < false, rule (CoNseQ) and the distribu-
tion axioms then let us derive —{false}‘skip’{false}. On the other hand, rule (Skip)
derives the triple {false}‘skip’{false}. Combining these two derivations we obtain
——{false}‘'skip’{false}, and by eliminating the double negation we derive the triple
{true}‘skip’{false}. O

Note that this derivation does not use nested triples, and also applies to the specifi-
cation logics used in [4, 6].
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4. Semantics of Nested Triples

This section develops a model for the programming language and logic we have
presented. The semantics of programs, given in Subsection 4.2] using an untyped
domain-theoretic model, is standard. The following semantics of the logic is, how-
ever, unusual; it is a possible world semantics where the worlds live in a recursively
defined metric space. Before we begin with the technical devlopment proper we give a
brief overview of the main ideas employed.

4.1. Overview of the technical development

In earlier work, Birkedal, Torp-Smith, and Yang [6} 7] showed how to model a spec-
ification logic with higher-order frame rules but for a language with first-order store.
There, the assertion and specification logic were kept distinct. Assertions were mod-
elled as semantic predicates Pred = P(H), with H the set of heaps, and specifications as
world-indexed truth values W — 2. (These latter maps were restricted to be monotone
in a certain sense, but that does not matter for the present explanation.) The informal
idea was that the set of worlds would consist of invariants that had been framed in and
thus worlds consisted of semantic predicates, W = Pred. Here, with higher-order store
and nested triples and the collapse of assertion and specification logic, assertions will
be modelled as world-indexed predicates. So we get Pred = W — P(H). Worlds will
still consist of semantic predicates, so W = Pred. Thus we see that the set of worlds W
should be recursively defined. This captures the idea that any assertion can serve as an
invariant to be framed in via a frame rule.

The idea of using such a Kripke model over a recursively defined set of worlds
comes from [5], where this idea was used to define a model of a type system with
general ML-like references (hence higher-order store). Following [5] we show how
to find a solution to the recursive world equation in a category of complete bounded
ultra-metric spaces (the definition of which we recall below). This is possible by re-
stricting the subsets of H that we use to so-called uniform admissible subsets of H.
The set UAdm of all such forms a complete bounded ultra-metric space and thence we
can solve the recursive world equation. Having solved that, we show how to define a
world extension operator ® (which will be used to model the syntactic ® operator used
earlier), as a fixed point of a suitable contractive operator. Moreover, we show that the
subset UAdm of P(H) is a complete Heyting algebra with a commutative and monotone
monoid structure, as needed for the interpretation of separation logic.

Having defined semantic predicates in certain metric spaces allows us to interpret
recursively defined assertions via application of Banach’s fixed point theorem.

The final core idea in the development is the interpretation of triples. Here we bake
in the frame rules to the model by including suitable quantifications over future worlds,
following ideas from earlier work [4]. To ensure that nested triples are modelled as
semantic predicates, we also force the interpretation of triples to be metrically non-
expansive in the worlds argument. In particular, also predicates involving nested triples
can be used in recursive definitions of assertions.
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[skip], h = h
[C13Cal, h 2if [C1],helL,error) then [C1], A else [Ca],([C1], 1)

[if e=¢’ thenC; else Cz]],7 hZif {[[el]]n , [[62]]77} C Com, then L
y else if (Eeﬂn = [[e’,ﬂ”) the’n [Ci],n e}se [Co],n
=let £ = min{€ | V{'. (< <l+n) = €’ ¢ dom(h)}

in [Clppog (h-UE=[e1], .- -, C+n=1=[ea], D)

[freee], h Zif [e],, € dom(h) then error
else leth st. h=H ~{|[[e]],7 =h([[e]]n)|} inh")
[le1]: =e2]],] hZif [[el]}77 ¢ dom(h) then error else (h[[[el]},7 - [[62]]7]])

[1et x=[e] in C], h Zif le],, ¢ dom(h) then error else Hcﬂn[x»—»h([[e]],,)] h

def .

[eval [e]]],7 h=if ([[e]]l7 ¢ dom(h) v h([[e]]n) ¢ Com) then error
else (h([e],))(h)

[let x=newey, ..., e, in C]]” h

Figure 7: Interpretation of commands [[C]],7 € Heap —o T,,(Heap)

4.2. Semantics of expressions and commands

The interpretation of the programming language is given in the category Cppo, of
pointed cpos and strict continuous functions, and is the same as in our previous work
[4]. That is, commands denote strict continuous functions [[C}],] € Heap —o T,,,(Heap)
where

Heap = Rec(Val)  Val = Integers, ® Com;  Com = Heap —o T,,(Heap) (2)

In these equations, T, (D) = D & {error}, denotes the error monad, and Rec(D) de-
notes records with entries from D and labelled by positive natural numbers. Formally,
Rec(D) = (Xnc,Nas-(N—Dy)), where (N—D)) is the cpo of maps from the finite ad-
dress set N to the cpo D; = D—{L1} of non-bottom elements of D. We use some evident
record notation, such as {£;=d, ..., {,=d,} for the record mapping label ¢; to d;, and
dom(r) for the set of labels of a record r. The disjointness predicate r#r’ on records
holds if r and 7 are not L and have disjoint domains, and a partial combining operation
r - r’ is defined by

ror 2 ifr#r thenruUr else L.
The interpretation of commands is repeated in Figure [/| (assuming # # L). The inter-
pretation of the quote operation, ‘C’, uses the injection of Com into Val. The interpre-
tation of the remaining expressions is entirely standard and omitted.

A solution to equation (2)) for Heap can be obtained by the usual inverse limit
construction [26] in the category Cppo, . This solution is an SFP domain (e.g., [27]),
and thus comes equipped with an increasing chain 7, : Heap — Heap of continuous
projection maps, satisfying 7o = L, | lye T = idHeap, and 7, © My = Amingnmy - The
image of each m, is finite, hence each m,(h) is a compact element of Heap. Moreover,
the projections are compatible with composition of heaps: we have n,,(h - h’) = m,(h) -
nm,(h") for all h, i.
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4.3. Semantic domain for assertions

A subset p C Heap is admissible if L € p and if p is closed under taking least upper
bounds of w-chains. It is uniform [5] if it is closed under the projections, i.e., if h € p
implies 7, (h) € p for all n. We write UAdm for the set of all uniform admissible subsets
of Heap. For p € UAdm, pp, denotes the image of p under x,. Note that uniformity
means py,; € p, and that p;,; € UAdm. We may regard any subset p C Heap (not
necessarily uniform or admissible) as a subset of T,.(Heap) in the evident way.

The uniform admissible subsets will form the basic building block when interpret-
ing the assertions of our logic. As we have already described informally above, as-
sertions in general depend on invariants for stored code. Thus, the space of semantic
predicates Pred will consist of functions W — UAdm from a set of “worlds,” describing
the invariants, to the collection of uniform admissible subsets of heaps. But, the invari-
ants for stored code are themselves semantic predicates, and the interaction between
Pred and W is governed by (the semantics of) ® Hence we seek a space of worlds W
that is “the same” as W — UAdm. We obtain such a W using metric spaces.

Recall that a 1-bounded ultrametric space (X, d) is a metric space where the distance
function d : X x X — R takes values in the closed interval [0, 1] and satisfies the
strong triangle inequality d(x,y) < max{d(x, z),d(z,y)}, for all x,y,z € X. An (ultra-)
metric space is complete if every Cauchy sequence has a limit. A function f : X; —
X, between metric spaces (Xi,d;) and (X3,d,) is non-expansive if for all x,y € X,
dr(f(x), fO) < di(x,y). It is contractive if for some § < 1, dr(f(x), f(y)) <6 - d(x,y)
for all x,y € X;. By the Banach fixed point theorem, every contractive function f :
X — X on a non-empty and complete metric space (X, d) has a unique fixed point.

The complete, 1-bounded, non-empty ultrametric spaces and non-expansive func-
tions between them form a Cartesian closed category CBUIt. Products in CBUIt are
given by the set-theoretic product where the distance is the maximum of the com-
ponentwise distances. The exponentials are given by the non-expansive functions
equipped with the sup-metric, i.e., the exponential (X;,d;) — (X5, d>) has the set of
non-expansive functions from (X1, d;) to (X;, d») as underlying set, and distance func-
tion: dx,x,(f, 8) = sup{da(f(x),g(x)) | x € X;}. A functor F : CBUIt”” x CBUIlt —
CBUIt is locally non-expansive if d(F(f,g),F(f',g")) < max{d(f, f’),d(g,g")} for
all non-expansive f, f’,g,g’, and it is locally contractive it d(F(f,g),F(f’,g)) <
o - max{d(f, f'),d(g,g’)} for some § < 1. The functor that results from compos-
ing a locally non-expansive functor with a locally contractive one is locally contrac-
tive. By multiplication of the distance function of an ultrametric space (X, d) with a
shrinking factor 6 < 1 one obtains a new ultrametric space, ¢ - (X,d) = (X,d’) where
d'(x,y) = 6-d(x,y). Using this operation, a locally contractive functor (6 - F)(X;, X) =
0 - (F(X1,X>)) can be obtained from any locally non-expansive functor F.

The set UAdm of uniform admissible subsets of Heap becomes a complete, 1-
bounded ultrametric space when equipped with the following distance function:

o-max{icw | pa=qin}  if pP*q

0 otherwise

d(p’ C]) = {

Note that d is well-defined: first, because mp = L and L € p for all p € UAdm the
set {i € w | py) = g} is non-empty; second, this set is finite, because p # ¢ implies
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pri1 # qqi for all sufficiently large i by the uniformity of p, g and the fact that the limit
of the projections 7; is the identity on Heap.

Theorem 9 (Existence of recursive worlds). There exists an ultrametric space W and
an isomorphism ¢ from % - (W — UAdm) to W in CBUIL.

Proof. By an application of America & Rutten’s existence theorem for fixed points of
locally contractive functors [1]], applied to the functor F(X,Y) = % - (X — UAdm) on
CBUIt. See [5] for details of a similar recent application. O

We write Pred for % - (W — UAdm) and ™! : W = Pred for the inverse to ¢.

Definition 10 (Approximate equality, [Sl]). For an ultrametric space (X,d) and n € w
we use the notation x = y to mean that d(x,y) < 27".

We conclude this subsection with a number of simple but useful observations,
which will be used repeatedly in the following proofs. By the ultrametric inequal-
ity, each Zis an equivalence relation on X. Moreover, if n < m then ZoZ% andx = y
if and only if x £ y for all n € w. Since all non-zero distances in UAdm are of the form
27" for some n € w, this is also the case for the distance function on W. Therefore, to
show that a map is non-expansive it suffices to show that f(x) = f(y) whenever x = y.
Finally, the definition of Pred has the following consequence: for p,q € Pred, p = ¢

holds if and only if p(w) "= g(w) for all w € W.

4.4. Separating conjunction and invariant extension

For p, g € UAdm, the separating conjunction p * g is defined as usual, by

hepiq & Thho. h=hi-hy A hep A b eq.

This operation is lifted to non-expansive functions pi, p, € Pred pointwise, by letting
(p1 * p2)(w) = p1(w)* pa(w). This lifting is well-defined, and moreover determines a
non-expansive operation on the space Pred:

Lemma 11 (Separating conjunction). If p,q € Pred then p * g € Pred. Moreover, the
assignment of p,q to p * q is a non-expansive operation on Pred.

Proof. As a preliminary step one shows that separating conjunction on UAdm is well-
defined, i.e., if p,q € UAdm then so is p * g: The admissibility of p * g follows from
1 = 1 -1, and from the fact that (non-L) heaps are only comparable with respect
to the order on Heap if they have equal (finite) domains. More precisely, any chain
ho E hy E ... 1n p * g must have a subsequence (/;, )r = (h;k -hl’.k’),< that splits into chains
hi ©hi C...inpandh €k C...ingq. The combination of their respective lubs in
p and q is the lub of the /;’s, and therefore in p * g by the admissibility of p and g. The
uniformity of p = g is a consequence of the equation m,,(h; - hp) = m,(hy) - 7w, (hy) € p*q.

We now show that for p,q € Pred, p * ¢q is a non-expansive function. Suppose
w,w’ € W such that w = w’, and suppose m,(h) € (p * @)(w) = p(w) * g(w). We must
show that 7,(h) € (p * g)(w’). By definition of * on UAdm there exist h; € p(w) and
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h, € g(w) such that m,(h) = h; - hy. By uniformity, we also have n,,(h;) € p(w) and
m,(hy) € g(w). Since we assumed w 2 w’, this yields

Tu(hy - h2) = 7 (hy) - wa(h) € p(W') % g(W') = (p * @(W).

Finally, since 7, (h) = n,(m,(h)) = m,(h; - hy), the statement ,,(h) € (p * g)(w’) follows.

To see that separating conjunction is non-expansive, assume that p = p’ and ¢ = ¢’
for arbitrary p, p’,q,q’ € Pred. We must show that p x ¢ = p’ % ¢’. Since Pred =
% - (W — UAdm) we can equivalently show that p(w) = g(w) = p'(w) * g’ (w) for all
w € W. This follows from the assumption that p Z p and ¢ = ¢ and the fact that
ﬂn_l(l’l)Zﬂ'n_l(hl)'ﬂn_l(hz) wheneverhzhl 'hg. O

The corresponding unit for the lifted separating conjunction is the non-expansive
function emp = Aw.{{}, L}, i.e., p * emp = emp * p = p holds for all p € Pred. We let
the world emp < ((emp) be its image under the isomorphism.

The following lemma introduces semantic analogues of the syntactic invariant ex-
tension operation P ® R and the invariant combination R o R’.

Lemma 12 (Invariant combination and invariant extension). There exists a non-expansive
map o : Wx W — W and a map ® : Pred x W — Pred that is non-expansive in its first
and contractive in its second argument, satisfying the equations

ror =« r ) and (p®r)(w) = p(row)
forall pePred and r,r' e W.

Proof. The defining equations of both operations give rise to contractive maps, which
have (unique) fixed points by Banach’s fixed point theorem. More precisely, consider
the endofunction - on the function space WxW — W, defined for allo € (WXxW — W)
and all r, 7" € W by

ror = u(Aw P ow)) () .

Note that o is indeed a non-expansive function, i.e., an element of the function space
(WxW —> W): ifr=sand# = s’ then ¥ ow = s o w holds in W, for all w € W,
and ™' (r) £ "'(s) and 7' () £ +~'(s") holds in Pred. Since separating conjunction is
non-expansive by Lemma|T1] the approximate equality

Aw. LA ow)) = () = (Aw. N ()5 o w)) = ()

holds in W — UAdm, so that 757" £ 555" in W.
We show that the function * is contractive. Assume that o; = o, holds in W x W —
— o+l — . .
W; we must show that 57 "= 5. Let r, 7’ € W be arbitrary. Then by the sup-metric on

. — (- . .
W x W — W it suffices to prove that r oy r/ "L 55/ holds in W, or equivalently, that

Aw (D op w)) = M) E QwaT ()G 0y w)) = ()
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holds in W — UAdm. By the non-expansiveness of separating conjunction (LemmalTT)
and the sup-metric on W — UAdm, this follows since ' oy w O o, w holds for all
w € W by the assumption that o; = o,, and hence ¢~ (r)(r’ o w) = 1 (r)(r’ 0, w) holds.

By contractiveness of = and the Banach fixed point theorem, there exists a unique
non-expansive map o satisfying r o ' = ror’. We can now define the operation ® :

Predx W — Predby p®r < aw. p(row) for all p € Pred and r € W, from which the
required equivalences follow:

ror = ror = (Awd(OF ow)x () = (@K * ()

. . k .
Finally, we note that if p = p’ and r = ' then p® r = p’ ® ’ for k = min{n, m + 1},
i.e., the operation is non-expansive in its first argument and contractive in its second
argument. To see this, suppose p = p’ holds in Pred and r Z # holds in W. Without

loss of generality we may assume n > 0, so that p = p’ holds in W — UAdm.

By non-expansiveness of o it follows that r o w Z ' o w for all w, and therefore

Aw.p(row) minly L Aw.p’(r' ow)in W — UAdm. Hence p®r minlym+1) P’ ® r’ holds

in Pred as required. O

The following lemma establishes key properties of the two operations o and ® that
we defined in Lemma [T2] These properties provide a semantic explanation of the dis-
tribution axioms given in Figure 2]

Lemma 13 (Monoid structure and monoid action). (W, o, emp) is a monoid in CBUIL.
Moreover, ® is an action of this monoid on Pred.

Proof. First, emp is a left-unit for o, since
empor = L((/lw.t_l(emp)(r ow)) L_l(r)) = L(L_l(r)) =r.
Using this fact, it is easy to prove that it is also a right-unit for the o operation:
roemp = L(/lw.t’l(r)(emp ow) % Lil(emm) = 1(Aw. (P (w) = emp) = r.

Next, we prove by induction that for all n € w, o is associative up to distance 27", from
which associativity follows. By the 1-boundedness of W the base case is clear. For the
inductive step n > 0, by definition of the distance function on Pred it suffices to show

that for allw € W, . '((r o 5) o £)(w) = t'(r o (s o 1))(w). This equation follows from
the definition of o as follows:

T ((ros)ow) = (ros)(tow) = (D(w)
= (s 0 (tow)) x 7 ()T o w) =7 (1)(w)
= (r)(s o (tow)) 7' (s 0 H)(w)
"= (s o) o w) T (s 0 (W)

=1 (ro(so)(w).
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The second last step in this derivation is by the inductive hypothesis, using the non-
expansiveness of ¢! (r).

That ® forms an action of W on Pred follows from these properties of o. First,
p ® emp = Aw.p(emp o w) = p since emp is a unit for o. Second,

perN®s=Aw.p(ro(sow)) =Aw.p((ros)ow)=pe(ros)
by the associativity of o. O

4.5. Semantics of triples and assertions

Since assertions appear in the pre- and post-conditions of Hoare triples, and triples
can be nested inside assertions, the interpretation of assertions and the validity of triples
must be defined simultaneously. To achieve this, we first define a notion of semantic
triple.

Definition 14 (Semantic triple). A semantic Hoare triple consists of predicates p,q €
Pred and a strict continuous function ¢ € Heap —o T,,(Heap), written {p}clq}. For
w € W, a semantic triple { p}c{q} is forced by w, written w |= {p}clq}, if for all r € UAdm
and all h € Heap:

he pw) = (w)(emp) = r = c(h) € Ad(gw) = ' (w)(emp) * 1),

where Ad(r) denotes the least downward closed and admissible set of heaps containing
r. A semantic triple is valid, written |= {p}ciq}, if w = {p}clq} for all w € W. We extend
semantic triples from Com = Heap —o T,..(Heap) to all d € Val, by w E {p}diq} iff
d = c for some command ¢ € Com and w E {p}c{q}.

A triple holds approximately up to level k, w ¢ {p}diq}, if w E {p}ni; d; midq).

Thus, semantic triples bake in the first-order frame property (by conjoining r), and
“close” the “open” recursion (by applying the world w, on which the triple implicitly
depends, to emp). The admissible downward closure that is applied to the entire post-
condition is in line with a partial correctness interpretation of triples. In particular,
it entails that the sets {c € Com | w E {plciq}} and {c € Com | w E {p}c{q}} are
admissible and downward closed subsets of Com. Since there is a closure operation
applied to the post-condition of semantic triples, but no similar closure used in the
pre-condition, it may not be immediate that that proved commands compose. The
following characterisation is helpful, for instance when proving soundness of the rule
of sequential composition.

Lemma 15 (Closure). If f:D —o D’ is a strict continuous function, g C D’ is an admis-
sible and downwards closed subset of D', and p C D is an arbitrary subset of D, then

f(p) € q implies f(Ad(p)) C q.

Proof. Since f is continuous, the pre-image f~!'(g) of ¢ is admissible and down-
ward closed. From the assumption that f(p)C g it follows that p C f~'(g), and thus
Ad(p) C f~'(g) as the former is by definition the least admissible and downward closed
subset of D containing p. Thus, if 7 € Ad(p) then f(h) € g. O
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Observe that w | {p}d{q} provides indeed an approximation of the judgement
w E {p}ciq}, in the sense that w = {p}c{q}is equivalent to Vk € w.w [ {p}c{q}. Finally,

semantic triples are non-expansive, in the sense that if w2y and w E,. {plclq}, then
w’ E, {plclq}; they are similarly non-expansive in the pre- and post-conditions p and g.
This observation plays a key role in the following definition of the semantics of nested
triples.

Lemma 16 (Non-expansiveness of semantic triples). Let w,w’ € W such that w "y,
Letp,p’.q.q €Predbesuchthatp = p’ and q = q'. If wl=, {p)clq), thenw' k=, (p’}clq’).

Proof. Assume w'E! w’, and let p,q € Pred and ¢ : Heap —o T, (Heap) such that
w E, {pJclq}. To prove that w k=, {p}c’{q}, suppose r € UAdm and h € Heap are
such that 2 € p’(W’) * .~ (w’)(emp) * r. We have to show that m,(c(rr, h)) € Ad(g’(W') *
W) (emp) x r).

Since w"=' w’ holds by assumption, we have ¢~ (w’)(emp) 2 ' (w)(emp). Hence,
by the non-expansiveness of p, by the assumption p = p’, and by the compatibility of
the heap combination operation with projections, we have ,(h) € p(w)*f1 (w)(emp)x*r.
By the assumption that w =, {p}c{g} and since x, o 7, = 7, this yields m,(c(m, h)) €
Ad(g(w) * "' (w)(emp) = r). Using the non-expansiveness of g, the assumption ¢ = ¢/,
uniformity of r, and the fact that c~' (w)(emp) 2 (W) (emp), we know that 7, (h) €
q' (W) = " 1(w")(emp) * r holds whenever h’ € g(w) * ="' (w)(emp) * r. Thus, using
7, o, = m, again, m,(c(r,(h))) € Ad(g’(W’) * " (W )(emp) * r) holds by Lemma
and the continuity of ,,. O

Assertions (without free relation variables) are interpreted as elements [[P]]ﬂ €
Pred. More generally, assume that the free relation variables of P are contained in
2 = Xi,...,X,, where the arity of X; is n;. Then P denotes a non-expansive func-
tion from [Jy.cz Pred"™") to Pred. Note that (UAdm,C) is a complete Heyting al-
gebra. Using the pointwise extension of the operations of this algebra to the set of
non-expansive functions W — UAdm, we also obtain a complete Heyting algebra on
Pred = % - (W — UAdm) which soundly models the intuitionistic predicate part of
the assertion logic. (See for details.) The monoid action of W on Pred
serves to model the invariant extension of the assertion logic.

Remark 17. While UAdm (and hence Pred) is a complete Heyting algebra, it is not a
complete Heyting BI algebra, as usually assumed for the interpretation of the assertion
language in separation logic [19]. More precisely, the right adjoint (“magic wand”) for
separating conjunction does not exist.

In order to define an interpretation of nested triples we use the following definition:

Definition 18 (Rank of a heap). If h is a compact element of Heap, then the least n for
which nt,(h) = h is the rank of h, abbreviated rnk(h), otherwise the rank is undefined.

The interpretation of assertions is spelled out in detail in Figure [§] The interpreta-
tion of a nested triple {P}e{Q} is not independent of the heap, unlike the (more tradi-
tional) semantics of “top-level” triples, i.e. = {p}c{g}. More precisely, the definition in
Figure[§]means that triples as assertions depend on the rank of the current heap. This is
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[x@],,w = pX)[e],w
[[false]]nqp w={l}
[true], ,w = Heap
[PV Ql,,w=I[Pl,,wul@],,w
[P AQ],,w=I[Pl,,wnIlQ],,w
[P = Ql,,w=1{h|V¥n€w. n,h) € [P], ,w implies m,(h) € [Q], , w}
[[VJC-P]]U,,J W = Naeva [[Pﬂn[x::d],p w
[[EI)C.P]]WJ w={h|V¥ne€ w. m,(h) € Jzevu [[P]]n[x::d]’p w}
ler=e],,w={hlh# L= [e], =[el,)
[er—ea], ,w={n]hE{ei], = [e2],}}
[emp],,,w =}, L}
[P Ql,,w=[Pl,,w=1Q,,w
[{PtetQl],, w = Ad{h € Heap | rnk(h) > 0 = w Emay-1 {[P],,,} [e], {[Q], )}
peQl,,w=(r],,®«Q], )w
[X®.PX@],,, w = fix(A4. d. [P, yxeeg (2w

Figure 8: Semantics of assertions

necessary to provide a non-expansive function from W to UAdm that provides enough
“approximation information.” Simpler definitions of the interpretation of triples, like
{h € Heap |w E {[[P]],]} [e]]n {[[Qﬂn}}, are heap independent but not non-expansive. A
similar approach has been taken in [5]] to force non-expansiveness for a reference type
constructor for ML-style references. We discuss the ramifications of this choice in
Section 3

Lemma 19 (Well-definedness). The interpretation in Figure|8|is well-defined:

1. If the free relation variables of P are contained in E = Xi,...,X, then [[P]]”
denotes a non-expansive function from []x.cz Pred "™ 10 Pred.

2. If P is formally contractive in X then the functional Aq. [P]
tive map from Pred™™") o Pred.

nplXi=q) IS @ contrac-

Proof sketch. Both parts are proved simultaneously by induction on the structure of
P. The second part is used to show the well-definedness of recursive specifications,
using the fact that the fixed point operator itself is non-expansive. Details are given in

0

As a consequence of the interpretation of triples, the axiom {{A}e{B} A A}e{B} does
not hold; the inner triple is only approximately valid up to the level of the rank of the
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argument heap. Similarly, the following rule

{Ale{B} = {P}e'{Q}
{{A}e{B} A P}e'{ O}

is not validated by our semantics (the opposite direction actually holds; see Section [5).
Axioms and rules like these are used, e.g., by Honda et al. [10], in proofs for recursion
through the store; instead we use (EvaL).

4.6. Soundness of the axioms and proof rules

We prove soundness of the axioms and proof rules listed in Sections [2]and 3] We
first consider the distribution axioms for — ® R given in Figure

Lemma 20 (Distribution axioms). The distribution axioms for — ® R are valid.
Proof. We consider the case of invariant extension and triples:

e The validity of (PQ Q)®R & P®(QoR) is an instance of the fact that ® is a
monoid action (Lemma|I3).

e The validity of {P}e{Q}® R & {P o R}e{Q o R} follows from the following claim:
for all p,q,r € Pred, strict continuous ¢ : Heap — T,,(Heap) and all w € W,
ur)yow E {plclg} iff w E {p®ur) *ric{g®«(r) = r}. The proof of this claim
uses the property

Vp. (p®u(r) * r)(w) = " (w)(emp) = p((r) o w) * " ((r) o w)(emp) .

This property is a consequence of the definitions of ® and o:

(P ® ur) + r)(w) * .~ (W)emp) = (p ® ()W) * r(w) ' (w)(emp)
= p((r) o w)  r(w o emp) * .~ (w)(emp)
= p((r) o w) * (r ® w)(emp) % 1" (w)(emp)
= p((r) o w) * (r@w ' (w)(emp)
= p((r) o w) 1 ((r) o w)(emp) .
The proofs of the remaining distribution axioms are easy since the logical connectives
are interpreted pointwise, and since emp and (e; — e;) are constant. O
Next, we consider the proof rules for higher-order store given in Figure[d

Lemma 21 (®-Frame). The ®-FrRAME rule is sound: if h € p(w) for all h € Heap and
we W, then h € (p®ur))(w) forall h € Heap, w € W and r € Pred.

Proof. Assume that h € p(w) holds for all h € Heap andw € W. Let r € Pred, w € W and
heHeap. We show he(p®u(r))(w). Note that we have (p ® «(r))(w) = p(«(r) o w) by

the definition of ®. So, for w’ défL(r) o w, the assumption yields & € p(w') = (p @ «(r))(w).
O
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Lemma 22 (x-Frame). The axiom {P}e{Q}= {P * R}e{Q * R} is valid for all P, Q, R, e.

Proof. We show that for all we W, p,q,rePred and c € Com, if w{p}c{g}, then
wE{p*ric{g+r}). This implies the lemma as follows. If k > 0 is the rank of =x,(h)
and 7,(h) € [{P}e{Q}] w, then w {[[P]]n} [[e]],7 {[[Q]}n}. This lets us conclude w E_;
{[P = Rﬂn} [[e]}n {[Q = R]]”}, which in turn implies that 7, (k) is in [{P * R}e{Q * R} w.

To prove the claim, assume w = {p}c{g}. We must show that w |= {p = r}c{g * r}. Let
¥’ € UAdm and assume

h € (pxr)(w) " (w)(emp) xr' = p(w) =~ (w)(emp)  (r(w) = ') .
Since w k= {p}ciq), it follows that
c(h) € Ad(g(w) * " (w)(emp) * (r(w) + ")) = Ad((q * r)(w) . (w)(emp) x 1) ,
which establishes w = {p  r}c{q = r). O

Lemma 23 (Eval). Suppose that R[k] = {P x e R[_1}k{Q} is a valid implication.
Then, if there are no free occurrences of k, also {P = e — R[_]}‘eval [e]’{Q} is valid.

Proof. Letw € W,n € Envand r € UAdm. Leth € [P x e = R[], w1 (w)(emp)*r,
so that i = A’ - h” for some A’ and /" such that

W €lew R[],w and 7" € [P, w= C(w)(emp) = 7. 3)

We must show that [eval [e]]],7 he Ad([[Q]]” w * "' (w)(emp) * r). Recall that e — R[_]
abbreviates Jk.e — k A R[k] for fresh k. By (B) we have for all n > 0 such that
m,(h) # Lt

[[e]},7 € dom(r, (k")) = dom(h’) € dom(h) )
Ad,. nn(h)([[e]]n) = nn(h')([[e]}n) Cd, and m,(h) € [[R[k]]]n[k::dn] w 5)

Let us denote n[k := d,] by 17,. The assumption that R[k] = {P * e — R[_]}k{Q} is valid
yields:
(W) € [[R[k]}],]n w implies m,(h") € [{P = e R[_1}k{Q}] w

g

Therefore, by (), m,(h’) € [{P * e~ R[_]}{O}] ;, W holds for all n sufficiently large.
Let r,, be the rank of x,,(h"). Since m,(h’) # L we have r,, > 0. It follows that

Vn.w EA[P x e R[], -5 du 7, -{[ Q] ) -

Since

ma(W')([e],) = 7, (W) [e],) E 77,-15 dps 77,1 (©6)

the downward closure of semantic triples in the command argument gives

Vi w e ([P * e R, bW ([ MQL, ) -
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Since k was chosen fresh, by the admissibility of semantic triples we thus obtain

Vi w ([P * e R, ([e] QD) - 7

In particular, (7) entails that A([e],) = #'([e],) € Com, and thus [evallel], h =
h’([[e]]”)(h). Since we assumed that & € [P e R[,]]],] w * 1" (w)(emp) * r, we can
conclude [evall[e]], n € Ad([Q], w * cHw)(emp) = r) by (7). O

The soundness of the standard Hoare logic rules is straightforward. We illustrate
this for the sequencing rule next.

Lemma 24 (Sequencing). If{P}*C’{R}and {R}*D’{Q} are valid, then so is {P}*C; D’{Q}.

Proof. Letn € Env, w € W, and r € UAdm. Let h € [P], (w) ' (w)(emp) * r. We
must show that [C; D], h € Ad([Q], (w) * "' (w)(emp) * r). First note that [C], h €
Ad([R] y (W) = ! (w)(emp) * r), by the assumption that {P}C’{R} is valid. In particular,
[C], i # error. Moreover, in the case where [C[, h = L we also have [C; D], h = L
by the semantics of sequential composition, so that the admissibility of Ad([Q] (W) *
"1 (w)(emp) = r) gives the result.

Thus, we can assume that [C; D], h = [D], ([C], h). From the assumption that
{R}*D’{Q} is valid it follows that [[Dﬂn maps the set ([[R]]n (w) * L (w)(emp) * r) into
Ad([[Q]]” (w) =" (w)(emp) = r). Since [[C]]n h e Ad([[R]]ﬂ w) * " L(w)(emp) * r) we ob-
tain [[D]],] ([[C]L7 h)€ Ad([[Q]},7 (W) * "1 (w)(emp) * r) by Lemma and continuity of [D].

O

The proofs for the remaining rules from Figure (3| are similar, and given in
An exception is the rule of consequence: The soundness proof of CoNsEQ
is slightly different from those of the others because Conseq involves an implication be-
tween triples, whereas the other rules are inference rules for transforming valid Hoare
triples. Due to the pointwise interpretation of implication and the inclusion of the ap-
proximations in the interpretation of triples, this form of the consequence rule could
be potentially problematic. Our proof of ConseQ overcomes this potential problem,
by exploiting the fact that the rule is “parametric” in the command, i.e., it is the same
command that appears in all the triples of the ruleﬂ

Lemma 25 (Consequence). If P’ = P and Q = Q' are valid implications, then so is

{Ple{Q} = {P'}e{ Q).

Proof. Letn € Env and fix w € Wand n > 0. Let p = [P],, p’ = [P'],, ¢ = [Q],
and ¢’ = [[Q’]}n, and assume that 7,(h) € [[{P}e{Q}]L7 w. We must prove that m,(h) €
[(P')elQ)], w-

Let k denote the rank of (k). Without loss of generality, we can assume k > O.
Let ¢ denote the command 7;_; [[e]}77 ;m—1. Then the assumption yields w | {p}c{q},
and it suffices to establish w | {p’}c{q’}. For this, suppose that r € UAdm and let

4Two further cases that are similar in this respect are the axioms (ExisTAux) for the elimination of auxil-

iary variables and (Dis1); see
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K€ p’'(w) * . (w)(emp) = r. We must show that c(h’) € Ad(g'(w) * "' (w)(emp) * r).
By the assumption that P” = P is valid, we also have i’ € p(w) * (~' (w)(emp) * r by
the monotonicity of *. By assumption, c(h’) € Ad(gw) * "' (w)(emp) * r). By the
assumption that Q = @’ is valid, and using monotonicity of % and Ad(-), we obtain
c(h') € Ad(g’(w) * " (w)(emp) * r) as required. O

5. Proof Rules involving different Nesting Levels

The rule (EvaL) involves an assertion R that is used at different nesting levels in its
hypothesis and conclusion. In this section we discuss two further proof rules that relate
nested triples to top-level implications in a similar way:

—

Our N

ET'+{¢ A Ple{Q} ET+ ¢ = {Ple{0}
ETr ¢ = {Ple{Q} I F{g A Ple{Q}

[x]

While, at first glance, both rules may seem reasonable, we will show below that rule
(Our) is valid but rule (IN) is in fact not validated by our model. We begin by making
some observations regarding the semantics of nested triples.

Lemma 26. For any w € W, p, q € Pred and ¢ € Com we have that w =, {p}ciq} if and
only if for all r € UAdm, n < k and all h € Heap:

Ta(h) € pw) * " (w)emp) * r = m(c(my(h))) € Ad(gw) * ' (w)(emp) * r).

Proof. For the direction from left to right, let n < k. Using the assumption and 7, (h) €
p(w) # "L (w)(emp) * r we obtain m(c(mi(m,(h)))) € Ad(g(w) * .~ (w)(emp) * r), thus
m(c(m,(h))) € Ad(g(w) * = (w)(emp) * r) and by downward-closure also 7,(c(rr,(h))) €
Ad(g(w) * . (w)(emp) * ).

For the direction from right to left, let 4 € p(w) #1~! (w)(emp) * r. By uniformity we
know that for all n € w also 7,,(h) € p(w)*f1 (w)(emp)+r. We thus know by assumption
that m,(c(r,(h))) € Ad(gw) * " (w)(emp) = r) for n < k and thus in particular for
n=k. O

Definition 27. A predicate p € Pred is almost pure if for all h,h' € Heap such that
rnk(h) = rnk(h’) and all w € W we have that h € p(w) if, and only if, i’ € p(w).

In the following let ¢ denote an assertion that is almost pure. Note that triples are
the archetypical assertions with this property, and that every pure (i.e., entirely heap-
independent) assertion is almost pure. We also observe that the interpretation of an
almost pure assertion is downward closed in the rank itself:

Lemma 28. For any almost pure assertion p, and any heaps h and W, if rnk(h’) <
rnk(h) then h € p(w) implies h’ € p(w).

Proof. Suppose h € p(w), and let n = rnk(h’) < rnk(h). Thus we have rnk(r,(h)) = n.
Since &, (h) € p(w) by uniformity, we can conclude 4’ € p(w) from the assumption that
p is almost pure. O
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Proposition 29. The above rule (Ourt) is sound.

Proof. Assume an environment 7, let n € w,w € W and h € Heap be such that z,(h) €
[[QS]],] w (*). We have to show that m,(h) € [[{P}e{Q}]],] w. Let k denote the rank of
m,(h). If it is O we are done. Otherwise we have to show that w {[[P]]n} [[e}],] {[[Q]]”}.
But by the observation in Lemma [26] it suffices to show for any heap 7’ and any [ <
k — 1 that if ;W) € [[Pﬂn (w) = ' (w)(emp) * r then m,(c(m;())) € Ad([[Qﬂ,7 (w) =*
" (w)(emp) = r). From the interpretation of the premise of the rule using 1, w and [ we
get the desired result if we can show that m;(h’) € [[P]],] (W) * " (w)(emp) * r implies
mW) € ¢ A P]}” W) * .- (w)(emp) = r. Yet, m(h') € [[(15]]77 (w) follows from Lemma
due to assumption (*) m,(h) € [[qb]]n (w), the fact that ¢ is almost pure, and the fact that
rnk(m(h')) <1 < k = rnk(r,(h)). O

Proposition 30. The rule (IN) does not hold.

Proof. Assuming that (IN) holds in our semantics we can derive an invalid triple as
follows. Let R abbreviate the recursive assertion uX.{X}‘skip’{false}. Then, from the
tautology R = R we obtain R = {R}‘skip’{false} by unfolding the recursive definition
of R. Applying (IN) and the consequence rule thus gives

F {R}‘skip’{false} 3

Our model validates the implication emp = R: By definition of implication, it suffices
to prove that rnk({}) = n implies w k=,—; {[R]} [skip] {[false])}. Since the empty heap
has rank 1, this implication holds trivially for any triple on the right hand side, in par-
ticular R. From () and this implication we conclude that the triple {emp}‘skip’{false}
holds, which is clearly not the case by definition of the semantics of triples. We con-
clude that rule (In) cannot hold with respect to our semantics. O

It is worth looking more closely at the reason why rule (IN) does not hold in our
semantics. Essentially, to show the triple in the conclusion at level k, one needs to
show that in the hypothesis the formula ¢ holds for a heap with rank k£ + 1. But this
property cannot be established in general from the assumptions of the triple in the
conclusion at level kE] Note that, in the case of EvaL, the corresponding property can
be established since the heap access of the eval command offsets the increase in the
rank (cf. equation (6) in the proof of Lemma [23).

In the case where the command is arbitrary (i.e., not eval), one can express the
upwards shift of levels explicitly with the help of a modal operator {P (“previous P,’
or “P one level up”). This operator is defined by h € [OP], , wiff

e rmk(h) = and h € [P], , wor

e rmk(h) = k < oo and there exists &’ € [P], , w such that mk(h’) = k + 1 and
(W) = h.

SRule (In) does hold in the special case when ¢ is pure.
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and thus QP denotes a downward closed, admissible predicate. With the help of the
modality, we can give variants of the above rules that keep track of the rank informa-
tion:

OO0uT OIN O-1
E;I'F{¢ A Ple{Q) E;T ¢ = O{Ple{Q}
E; T+ ¢ = O{P}e{Q) Z;T F{¢ A Ple{Q} =THOP= P

In our semantics, even this strengthened variant (¢In does not hold; this is due to the
following simple observation which means that ranks are not preserved by separating
conjunction that is used in the interpretation of triples.

Lemma 31. Given a heap h = hy - hy with rank n, such that rnk(hy) = ny and rnk(hy) =
ny it may well be the case that ny < n or ny < n.

However, the modal rules can be proved sound with the help of a step-indexed
model. In such a model, the ranks are replaced by an explicit natural number index that
gives a lower bound on the number of steps that can be safely taken in an operational
semantics without invalidating a given assertion. The slightly unintuitive implications
emp = {P}e{Q} will not hold in the step-indexed model either. More details can be
found in [3]].

6. Conclusion

In this article we have investigated a separation logic for a simple programming
language with higher-order store. As our counterexamples illustrate, the design of
such a logic is not straightforward:

o Unrestricted use of a deep frame axiom permits the “laundering” of code, which
allows for the derivation of insufficient memory footprints (Proposition [3).

e Higher-order frame rules are inconsistent with a classical specification logic (and
hence in our case, due to the identification of assertion and specification lan-
guage, with a classical assertion logic; Proposition [g)).

e In the presence of recursive assertions, one cannot move global assumptions,
expressed as implications, into pre-conditions (Proposition [30))

We have presented an intuitionistic separation logic with recursive assertions and a
“deep” frame rule, and proved its soundness by a model construction. A variant of our
logic, for a language with recursive procedures and the possibility of partial application,
has been implemented in the Crowfoot tool [8]].

In our model, we use recursively defined Kripke worlds to interpret the invariant
extension P ® R. In a logic without recursive assertions (and assertion variables), like
the one considered by Birkedal et al. for Idealized Algol [6], the invariant extension
operation can be considered essentially as a syntactic abbreviation. In particular, it
need not be treated as a primitive operation and recursive worlds are not needed. In
a logic with second-order quantification, frame conditions can be made explicit in a
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specification, which gives rise to a modular proof pattern without relying a on deep
frame rule; this idea is discussed and used in, e.g., [2,19].

Recursive worlds similar to the ones employed here can be used to construct a
model for Pottier’s anti-frame rule, a proof rule for hiding local state from the context
[L7]. In that case, predicates must depend on the worlds in a monotonic way (with
respect to an order on worlds defined from the composition operation o), which com-
plicates the model construction considerably [24} 25]].
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Appendix A. Proofs

This section contains the proofs omitted from the main part of the paper.

Appendix A.1. Heyting algebra structure of uniform admissible subsets

Lemma 32 (Heyting algebra). Let I = {{}, L}. Then (UAdm,C) is a complete Heyting
algebra with a (monotone) commutative monoid structure (UAdm, =, I). All the algebra
operations are non-expansive with respect to the metric defined in Section

Thus, we almost obtain a complete BI algebra [19]. What is missing is the right
adjoint for the monoid operation x*: the candidate operation,

pxq=1{h|VYne wVh' € Heap.if n,(') € p N m,(h)#m,(h')then m,(h-h') € q},
fails to be non-expansive.

Proof. Since admissibility and uniformity are preserved by taking arbitrary intersec-
tions, UAdm is a complete lattice, with meets given by set-theoretic intersection, least
element {_L} and greatest element Heap. Binary joins are given by set-theoretic union,
and arbitrary joins by | |; p; = ("{p € UAdm | p 2 |U; pi}-

The join is described more explicitly as | |; p; = {h | Yn € w. n,(h) € |J; p;}. First,
note that the right hand side r 4 {h|Vn € w. m,(h) € ; p;} is an element of UAdm: r
is uniform, i.e., h € r implies m,,(h) € r for all m € w, since 7, - T, = Amin(nm)- 10 sShow
that r is also admissible suppose iy E k) C ... is a chain in r, and let / be the lub of this
chain. We must show that m,,(h) € | J; p; for all n € w. By compactness, 7,(h) E by C h
for some k, and hence m,,(h) = 7,(h) € |J p; using the idempotency of 7, and the fact
that &y, € r. To see the inclusion r C | |; p;, note that for all A, if m,(h) € |J; p; € p for
all n € w and some arbitrary p € UAdm, then also h = L, m,(h) € p by admissibility,

and hence h € | |; p; follows. For the other inclusion, we claim that the right hand side
r {h | Vn € w. n,(h) € |; p;} is one of the elements appearing in the intersection;

from this claim it is immediate that r 2 | |; p;. The claim follows since r 2 | J; p; by the
uniformity of the p;’s.

The implication of this complete lattice UAdm is described by p = ¢ Zih|Vne
w. if m,(h) € p then m,(h) € q}: Using 7, - T, = Mmin(n.m) it is €asy to see that p = g is
uniform. Admissibility follows analogously to the case of joins: if hg E b C ... 1is a
chain in p = ¢ with lub 4, and if n € w is such that m,(h) € p then we must show that
m,(h) € q. Since m,(h) T h is compact, there is some k such that x,(h) C hy T h, and
thus the required 7,,(h) = 7, (hy) € g follows from hy € p = q. Next, to see that p = ¢
is indeed the implication in UAdm, first note that we have p N (p = ¢q) C g, using the
uniformity of p and the admissibility of g. If p N r € g for some r € UAdm, and h € r
and m,(h) € p for some n € w, then the uniformity of r yields n,(h) € g. Thus we
obtainpNrCgerCp=gq.

That = is an operation on UAdm is established in the proof of Lemmal|TT] It is easy
to check that = is commutative and associative and that it is monotone, i.e., if p C p’
and g C ¢’ then p xq C p’ = q’. Moreover, we have I € UAdm, and the fact that
p * I = p = 1% p follows from the definition of the heap combination / - /.
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For the non-expansiveness of the algebra operations, we only consider the case of
meets as an example. Assume p = p’ and ¢ = ¢/, then whenever & € p N g we have
m,(h) € p’ and m,(h) € ¢’ by assumption. Thus also p N g Zpng. O

Lemma 33 (Heyting BI algebra, II). The set of non-expansive functions W — UAdm,
ordered pointwise, forms a complete Heyting algebra with a (monotone) commutative
monoid structure. The operations are given by the pointwise extension of the corre-
sponding ones on UAdm, and they are non-expansive with respect to the sup-metric on
W — UAdm.

Proof. We begin by showing that all the claimed algebra operations on W — UAdm
are well-defined, i.e., that the pointwise definitions give rise to non-expansive functions
from W to UAdm. The cases of the various units are given by constant functions and
thus non-expansive:

T(w) = Heap L(w) = {1} Iw) = {{i, L}

Next, consider the case of meets. Let (p;);e; be a family of functions p; in W — UAdm
and w,w’ € W such that w = w’, we have

[Tpoow) = [\ piow) & () piw) = ] pw)

iel i€l i€l i€l
by the non-expansiveness of each p;. Well-definedness for the other operations is
shown analogously.

We now show that the operations are non-expansive. Again, we consider the case of
meets only, as the remaining cases are similar. Let (p;);e; and (g;);e; be two families of
non-expansive functions such that p; Z ¢; holds for all i € I. To see that [ pi 2 ;g
holds, by definition of the sup-metric it suffices to prove ([']; p;)(w) = (['; g)(w) for all

w € W. This follows from the pointwise definition since p;(w) = g;(w) holds for every
i € I by assumption. O

Appendix A.2. Interpretation of assertions

Lemma 34 (Non-expansiveness of fix, [5]). Let (X,d) be an object in CBUIt, and let
f>8 : X = X be contractive functions on X. Then d(fix f, fix g) < sup,.x d(f(x), g(x)).

Lemma 35 (Well-definedness). The interpretation in Fig.[8)is well-defined. More pre-
cisely, let P be an assertion with free relation variables in E = X, ..., Xy, where the
arity of X; is n;. Then:
1. foreveryn € Val" and p € [y c= Pred "), [P],, is an element of Pred, i.e., a
non-expansive function W — UAdm;
2. [P], denotes a non-expansive function from []x,c= Pred"“") 1o Pred;
3. If P is formally contractive in X then the functional Aq. [[Pﬂm olX:=q] 18 @ contrac-

tive map from Pred““") to Pred, where X is an n-ary relation variable.
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Proof. The claims are proved simultaneously by induction on the structure of P. Note
that the composition of non-expansive functions is again a non-expansive function, and
that the composition of a contractive function with a non-expansive function is again a
contractive function.

o For the logical connectives, the claims follow from the inductive hypothesis and
Lemmas [32) and [33]respectively.

e The case of invariant extension, P ® R, follows from Lemma @ In particular,
g [P®R], x.—, is a contractive function whenever P is formally contractive
in X.

e The case of a relation variable, X;(€), follows from the assumption that p(X;) is a
non-expansive function from Val" to Pred.

e In the case of recursive assertions, (uX(%).P)(é), the well-formedness require-
ment that P be formally contractive in X means that Aq. [P] nplX:=q) 1S contractive,
by part (3) of the induction hypothesis. Hence, Aq, d. [[P]]nli’:: A p[x:=q) 1S @ CON=

tractive endofunction on Pred"®’ . In particular, the fixed point in the definition

of [(uX(¥).P)(e)] is well-defined, and by Lemma

[uX(®).PYD], = p-(fix(Agq. d. [P], o e ([E,)

is a non-expansive function.

Similarly, if P is formally contractive in ¥ # X, then Aq. [(uX(%).P)(@)]
is contractive by Lemma(34]and the inductive hypothesis that g — [P]
contractive for any p’.

nplY:=q]
np'[¥i=q) 18

o [t remains to consider the case of (nested) triples. Note that the interpretation
of triples is defined in terms of the admissible downward closure, so it is clear
that [[{P}e{Q}]}W w is uniform and admissible. We first prove claim (1), i.e., the

non-expansiveness of [[{Pl}e{Ql}]]W. To this end, assume that w = w’, and let
he [[{P}e{Q}]],m w. We must show that m,(h) € [[{P}e{Q}]L] w’. By the downward

closure, we also know that m,(h) € [{P}e{Q}], ,w. Since k = rnk(m,(h)) < n,

we also have w = w’. Without loss of generality we can assume that k > 0,
and thus must have w k1 {[P], ) [e], {[Q],,). By Lemma 16| this implies
W Eit ([Pl [e], ([Q],,). and thus also 7,(h) € [(Ple{Q}],,.

We now prove the following claim which implies the non-expansiveness and
contractiveness properties stated in conditions (2) and (3):

pp = [(Pleloll,, "= [(Plel0)],,

For the proof of this claim, assume p = p’ and h € [{Plel0}],, w for some w.

We must show that 7, (h) € [[{P}e{Q}]]mp, w. Let k 2 mk(mu(h) < n+ 1.

Without loss of generality we can assume k > 0 (and hence k — 1 < n), and thus
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obtain w i1 {[P],,,} [e], {[Q],,}- By induction hypothesis, [P], and [Q], are
non-expansive, and thus [P], , = [Pl,, and [Q],, = [ol,,- By Lemma
we obtain w {HP]]W,} [[e]],] {HQ]]W,}. This yields 7,1 (h) € ﬂ{P}e{Q}]]n’p, w.

O

Appendix A.3. Soundness of standard rules from separation logic

The following lemmas show that the usual rules of separation logic, expressed using
triples containing quoted commands as shown in Figure[3] are sound.

Lemma 36 (Skip). The axiom {P}‘skip’{P} is valid.

Proof. This follows from the fact that [skip], & = h for all i € Heap, and that Ad(-)
is a closure operation. O

Lemma 37 (Conditional). If{P A ey=e1}'C’{Q} and {P A ey#e1} D’ {Q} are both valid,
then so is {P}‘if (ep=e1) then C else D’{Q)}.

Proof. Letw € W and r € UAdm and suppose h € [P] np W E ' (w)(emp) * r. From the
semantics of the conditional, we can assume without loss of generality that [eo], and
[e1], are not both in Com, . We must show that

c(h) € Ad([Q],,, w * "' (w)(emp) * 1),

where c(h) = if ([eo], =[ei1],) then [C], h else [D], h. Depending on whether the
statement [eo], = [e1], hold, we have [eg=ei], w = Heap or [eo#ei],w = Heap.
Therefore, the claim follows from either the first or the second assumed triple. O

Lemma 38 (Update). The axiom {e > _* P}‘[e] :=ey’{e > ey * P} is valid.
Proof. By Lemma[22] it suffices to prove the validity of
{e J[e]:=ep’{er ep} .

Letn € Env, p € Pred®, p = e 1, @ =[e—eol,, and c = [[e]:=eo],. We will
show that w = {p}c{q} holds for all w € W.

Let w € W and r € UAdm, and suppose h € p(w) * (' (w)(emp) * r. We may
assume that 7 # L, for otherwise c(h) = L € g(w) * L’l(w)(emp) * r is immediate.
Thus, h = K’ - i’ such that i’ € p(w) and h” € "' (w)(emp) * r. In particular, since
W € pw) = e *ﬂn,p w, we obtain that [[e]],] € dom(h’) € dom(h). Therefore, from
the semantics of the assignment command, c(h) = h[[e], + [ei],]. But this heap is
the same as {I[[e]]” = [[el]]nl} - 1", and therefore c(h) € g(w) * "' (w)(emp) * r. The latter
set is contained in Ad(g(w) * ¢~' (w)(emp) * r) since Ad(-) is a closure operation. O

Lemma 39 (Free). The axiom {e+> _* P}'free(e)’ {P} is valid.
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Proof. By Lemma[22] it suffices to prove the validity of
{e— _}free(e) {emp}.

Let 7 € Env, p € Pred®, p = e ],, a = [emp],, and ¢ = [free(e)],. We will
prove that w = {p}c{q} holds for all w € W.

Let w € W, let r € UAdm and suppose h € p(w) * .~ (w)(emp) * r. Since g(w) is the
unit for * and Ad(-) is a closure operation, we must only show c(h) € (' (w)(emp) * .
We may assume that & # L, for otherwise c(h) = L € "' (w)(emp) * r is immediate.
Thus, & = &' - i’ such that &’ € p(w) and & € "' (w)(emp) * r. In particular, since
N e pw) = [e— *ﬂn,p w, we obtain that {M]n} = dom(#’) € dom(h). Therefore,
from the semantics of the deallocation command, c¢(h) = h”. It follows that c(h) €
T w)(emp) = . O

Lemma 40 (Deref). If {Pxe> x}°C’{Q} is valid and x is not free in e and Q, then
{Ax.Pxe > x}‘let x=[e] in C’{Q} is also valid.

Proof. Assume that {P * e x}‘C’{Q} is valid, and pick € Env and p € Pred®. Let
¢ = [let x=[e] in Cﬂn' We will show that w = {[Ax.P = e+ x]]ﬂ}c{[[Q]]n} forallw e W.

Letw € W, r € UAdm and h € [Ax.P* e x]]w (w) * . (w)(emp) * r. We must
show that c(h) € Ad([[Q]]n,p (W) * .= (w)(emp) * r). By definition there are heaps /', h”’
such that s = /' - h” and W’ € [[Hx.P*eHx]]mp (w) and h” € '(w)(emp) * r. By
definition this means that

¥Yn.3d, € Val. n,(h') € [Pxe> x]],][x:dn]’p w).
Let us write 7, for n[x := d,]. In the remainder of the proof, we will prove that

Vn. c(m,(h) € Ad([Q],, * Clw)(emp) = 1),

because then, by admissibility and the continuity of ¢, we obtain the required c(h) €
A([Q],,, ¢~ (w)(emp) 5 7).

Without loss of generality we can assume that m,(h) # L, so that m,(h’) # L as
well. Then, since x ¢ fv(e), we have in particular [[e]],7 € dom(m,(h’)) € dom(h) and
ﬂn(h’)([[e]],]) C d,. Using the monotonicity of commands with respect to the environ-
ment, this gives

c(my(h)) = [[C]]n[x::nn(h’)([[e]]")] (ma(h)) C [[C]]Un (ma(h))

By uniformity of «~!(w)(emp) * r, we have m,(h) € [P * e x]]nmp * (W) (emp) * 1, 50
that the assumption gives us

c(mu()) € [C,, (ra(h)) € Ad([Q],,, * 1 (w)(emp) % ).

Since Ad(p’) is a downward-closed set for every p’, the above formula implies that
c(m,(h)) belongs to the set on the right hand side. Furthermore, since x ¢ fu(Q), we
have [Q], = [Q],. The combination of these two facts give the desired c(m,(h)) €

Ad([Q],,, * " (w)emp) * r). O
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Lemma 41 (New). If {Px x> e}'C’{Q} is valid and x is not free in P, Q and e, then
{P}‘let x=newe in C’{Q} is valid.
Proof. Letw € W, € Env, p € Pred® and r € UAdm. Suppose h € [[P]],], o (W) *

' (w)(emp) * r. We must show that c(h) € Ad([Q]
the following environment " and heap /’:

np (W) * "' (w)(emp) * r). Consider

7 Lalx =1 W Zh-AC = [e],}

where £ is the least natural number not contained in dom(%). Since x is not free in e
and P, we have [e], = [e],, and [P], = [P],,. Thus by the assumption on / we obtain:

helPxx— e]]n’,p w s L (w)(emp) * r.
Then the assumption that {P * x — e} ‘C’{Q} is valid implies:
[Cl,, 7' € Ad([Q],,, W) * " (w)(emp) = ).

Using the fact that [let x=newe inC], () = [C], k' and since [Q], = [Q],, this
proves the statement. O

Lemma 42 (Auxiliary variable). Assume that x is not free in e. Then the axiom

ExisTAux

I' v (Vx{P}e{Q}) = {Ax.Ple{IAx.Q}
is valid.

Proof. Letn € Env, p € Pred®, and fix w € W. For each d € Val, let n; = nlx:=d],
pa = [P],,, and g4 = [Q],, - Since x is not free in e, we have [e], = [e],. Thus,
a similar reasoning with rank as that in the proof of Consequence implies that it is
sufficient to prove the following claim:

for all ¢, if w = {pg}cl{qq} for every d, then w = {| |, pate{l s ga)-

Assume w = {pglciqq}, let r € UAdm and h € (| |; pa)(w) * ' (w)(emp) * r. We must
show that c(h) € Ad((|l; ga)(w) * "' (w)(emp) * r). By definition, h = h’ - "’ where
1 e (L;qa)(w) and b € " (w)(emp) * r. Thus, for each n there exists d € Val such
that 7,,(h') € ps(w), and therefore m,(h) € py(W) * 1~ (W)(emp) * r by the uniformity of
' (w)(emp) * r. From the assumption w = {py}c{gq} we then obtain that for each n,

c(ma(h) € Ad(ga(w) ¢ (w)(emp)xr) S Ad((LLg ga)w) * ™ (w)(emp) % ).

Using the admissibility of Ad((| |, g4)(w) * ¢~ (W)(emp) * r) and the continuity of c, it
follows that c(h) € Ad((|_]; ga)(w) * " (w)(emp) * r). O

Lemma 43 (Disjunction). For all P,P’, Q, Q' and e, the axiom
Dissy

{Ple{Q} A{P'}e{Q'} = (P V Ple{Q vV Q')

is valid.
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Proof. Letn € Env, p € Pred=, and fix w € W. Let p = P, r =1071,, a=10I
and [[Q’}]m - As in the preceding proofs, it suffices to show that

.0

for all ¢, if w E {p}c{g} and w E {p’}c{qg’}, then w E {p U p'}c{q U ¢'}.

For this, suppose that r € UAdm and let h € (p U p’)(w) * "' (w)(emp) * r. We must
show that c¢() € (gU g )(w) ¢~ (w)(emp) * r. Note that i € (pU p")(w) ¢~ (w)(emp) * r
entails that 2 € p(w) * = (w)(emp) * r or h € p’(w) * " (w)(emp) * r. Therefore, by
the assumption we know that c(h) € Ad(g(w) * .~ (w)(emp) * r) or c(h) € Ad(g’(W) *
L’I(w)(emp) % r), from which it follows that c(h) € Ad((g U ¢’ )(w) * 1~ (w)(emp) * r) by
the monotonicity of * and of the closure operation. O
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