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Abstract— Internet routing is probably the largest scale distributed cal-
culation made on our planet. Its computation is based on routing protocols
whose dynamics has been observed to be highly complex, and not well un-
derstood [1]. However, before trying to design new routing protocols we
should understand and debug the existing ones.

As a step towards improving the robustness of our routing system, we
propose to first obtain an accurate picture of interdomain routing behavior.
To achieve that we focus on developing an open source “BGP monitor and
alarm system”. In this position paper we argue that researchers and opera-
tors should work together on ajoint set of tools that are capable of monitor
the routing plane constantly.

How to monitor, interpret and predict the Internet routing sys-
tem remains an unresolved problem in spite of considerable
research effort during recent years (see [2] for an overview).
Researchers and operators still lack appropriate tools to detect
and locate problematic routing events or even anticipate planned
routing changes.

The long list of problems associated with the Border Gate-
way Protocol (BGP) include slow BGP convergence [3], [4],
interactions between different routing protocols [5], address hi-
jacking [6], misconfiguration [7], unintended BGP states [8],
and even diverging routing conditions [9]. However, there are
no automated solutions in existence capable of handling such
questions.

Obviously each problem possesses its own set of peculiari-
ties, but the common underlying theme of these open questions
is that they rely on the same data gathered from the network
(such as routing information, and traceroutes). One of the more
fundamental limitations is simply that it is hard to obtain the
appropriate data. Often not enough data is available to enable
accurate investigation into, and solution of BGP related issues
(e.g., [10]). In such cases inference techniques may help toap-
proximate the missing measurements. These techniques are in
itself open research problems (e.g., [11]).

Ironically, a complementary problem stems from the huge
amount of data that is already available. A number of efforts
have already been undertaken by the community to collect nec-
essary information (for BGP collection take for example Route-
Views [12] and RIPE [13] projects). Here the issue arises be-
cause there are no tools available to appropriately aggregate the
information so that the user can interpret the data.

Our aim is to work towards a methodology (and tool) that is
capable of measuring and interpreting the routing system. With
collaborators we are developing an open source “BGP alarm
system”, which is an automated tool that gathers and aggregates
the data from various sources, in a manner that is beneficial for
the user. Such a system will facilitate the analysis of routing be-
havior, which is a prerequisite for future changes to the routing
system.

Besides long-term research goals it is essential for operators
to monitor the routing system. Questions such as “how are my

prefixes seen by others?”, “Am I reachable?”, “Send me a noti-
fication, if I misconfigured something?”, “What paths do other
ASes use to reach my customers?” and “how does it see the
world?”, “How much route diversity is available?”, etc. must be
answered constantly to detect routing problems.

To the best of our knowledge no system exists today to lever-
age all the routing data that is publicly available. Such a system
might be used not only to better understand the global behavior
of Internet routing, but also to diagnose its problems. We pro-
pose to build such a system that would create operational value
to the available BGP data that lies dormant today.

Imagine a system that is scalable and equipped with an appro-
priate methodology to cluster information from various places
in the network. So far, we envision a set of small tools, called
“plug-ins”, around some kind of “routing database”. One of
those “plug-ins” is responsible for downloading BGP data, an-
other will clean the data (e.g., remove session resets, check the
correctness of timestamps, detect monitor outages), yet another
will cluster updates from various peers to locate routing instabil-
ities. The plug-ins are building blocks and my depend on each
other. For example a cluster plug-in may rely that the data was
downloaded and is cleaned from session resets, while a plug-in
that detects hijacking only needs new data as fast as possible.
The central core handles those dependencies.

In summary we believe that discussing about the next gen-
eration routing protocol is pointless before we understandthe
problems of the current versions. Among the critical issues
with routing that we have to understand is the issue with robust-
ness. On the theoretical side a lot of progress has been made
(e.g., [14], [15]), on the practical side a lot of work remains.

How can we diagnosing global routing problems (insta-
bilities, inconsistencies), find out misbehaving ASes (prefix
high-jacking or router misconfigurations), or understanding the
global impact of specific events so as to identify improvements
to the BGP protocol?

We urge researchers, operators and the regional route reg-
istries to stick together and help to contribute to an open source
“BGP alarm system”. It provides a well-debugged, scalable and
validated source of data for all researchers and operators.
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